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Integrity Protection for Kubernetes Resource based on Manifest
Signature Verification

Ruriko Kupo!® HIROKUNI KITAHARA! KUGAMOORTHY GAJANANAN! YUJI WATANABE!

Abstract: Integrity of the cloud is the most important requirement for mission-critical enterprise workloads.
NIST SP 800-53 states that information systems must prevent the installation of any components that have
not been verified digitally with a signed certificate that is recognized and approved by the organization’s
information system. On a Kubernetes cluster, the admission controller can control requests for application
installation, and it would be a powerful protection tool if it could control requests for Kubernetes resources
based on signature verification. However, there are various technical challenges when it comes to verifying
the signature for a Kubernetes resource at the admission controller because a signed resource is rewritten
automatically by internal cluster work and many requests that include internal mutation without a signature
are generated. In this work, we propose an approach to protect the integrity of a Kubernetes resource with
signature verification at the admission controller.
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259 DTy b7+ —2LTHS Kubernetes [7] T,
TIGARRT T r—3a vy DiREIX Kubernetes U Y —
ATEREIND. ZD Kubernetes V VYV — A1 YAML v =
7z AN 1] TRESNZ API VY —RTH S0, v =
7 = A MZEH % DT, Kubernetes API DFECH UKFIC
ZOBHLERIETIUR, AR 7T FDA YTV T 4
fR&ICe 5. EREOD X S5 72 LFIE, Kubernetes UV YV — &RIZ
#3244 (Create, Update, Delete) D7z DY 7 TR k
% filf#lC % % admission controller [8] &\ 9 #E % AT
FEHTE 270, ARETIE O L #HL CEFEAIR
#H- W7z Kubernetes L7 SV r—>a>of 7270
74 RiEx BHiET.

Kubernetes L7 7V 5 —>aif, 77V —> a
YDAy 4 7L —ayEEHRT S Deployment, Con-
figmap &\ o 7z Kubernetes VYV —X& a2y 7+ A4 X —
TR EINE. a7+ A4 X=JICE LTI, $TIK
admission controller TEAMRFEZITWV, FiEZR 2> T F A4
R=IPIFTAREIWA VA= NENE L EHH
it [12-14] 23FAFE X LTV 223, Kubernetes U ¥V — ANt
LCEZD & BEMEERIA TR, 77 75—
v a VR ERET 5725121 Kubernetes V) Y — 2D
HEDARA]RTH %728, AR TIE Kubernetes V Y — ZADE
B KB IREZET 5.

L2 L7255, admission controller {238\ T B &ML
IZE W72 Kubernetes VY — A DR#EERHE 7 I AKX ET
KB T 2DEIEHTIIRL, RRALHTEFET 5. £7,
admission controller 23521} H{ - 7z Kubernetes U > — &2
MU CEBLHIEZ BERITO e TERVE WS RTH
5. Kubernetes V ¥ — A& YAML ¥ =7 = X } TRI X
N5, Kubernetes VY —ZXZBHIC X D RET 2701213,
YAML 2{k% X vt —Y 2 L TEHLEIERK L, admission
controller T, Kubernetes V Y — X & Z4UIN T 5 B4
% &1 admission V 7 TR + Z5ZIFELA 23, admission V 7
I 2 FAD Kubernetes V YV — &, 7 7 A X —NEDE)
R & o TBAERRID D D L ITES NRICEZbD - T
W3, D% D, admission controller TELMAEEE 1T 5 1213,
admission V) 7 T X AIZE £ 5 kubernetes U Y — A%
ZDEEMRAET 2D TIERL, 77 AXDONHEILENEL
ER L7 LET, BHERRED Kubernetes U Y — 22 HD
WTHGEEL 2R s wn. £, 792X —NEOF)
EIC > TEZEZONDIHTIIRATY VY —RIZEoT
Hig 70, HICEEINZEEZETHEELAY A b
VA MT 2 X RFREIBEENTIERY., av7F 4 X—
JIF—E build ENZETETHD, 77 A XDNHRIZ
BECav 7 I A RA=—YOHEEERINS Z 3RV
O, 2D XS RMEIEEZ S50, Kubernetes V Y — &
TlX, admission ) 7 T A MZEFEN 2 BEHMIENF D A
Tz b, BRERKOA 7Y =7 MCEREMRIEL

Jo L TEABGEET 2R ED D B.

2 D H1Z, admission controller 2352173 1 7 T A + &
TIRBLHMDITLNZRTIERVE WS HENDH 2. Ku-
bernetes ETIE7 7 XA X DIEHERO—ERY LTH A %2
NELEE R T H A, ZAUCEEE U /=8 % 72 admission V 7
IR MBFET . HIR, ZOWNEHREWEICE-> TRET
VIR MIBHLEDFAIEIFEELY. 77X XAER
D HRET B EBHLDN admission V) 7 TR+, BEHK
AEAST X 72\ 72 12 admission controller T7 1 v 7 X
TLES L7 FRXDIEH DI ELZS5ATLES &
B, 7 IARXNEPSRET SV Z TR+ & BHIRGED
RIZTRETH B, ZD7=HIZIX, admissioni controller
PRI AKEDY) 7 T2 DN S 7 T 2 XDNEEIE
KT 2 B 02 @YNHHIT 20372 5780,

AR TIX, admission controller IZBWTEH/ZHWT
Kubernetes V YV —AD A ¥ 77V 7 4 Z{R#ET 2 FEE
RET 2. AROEBIIATOHED TH 5.

(1) Admission YV 7 =X MIZE&EM % Kubernetes V Y —
ZADBY Y BLERFEOS =7 2 X MZEOSWTH
FE$ % admission controller DRI

(2) LFL® Admission controller D EBUZHLEEARR] R 7% 2
T AR —NERDEEICHD  BHEZ BAUMGEA R 5
SRENCERINS 2 7D DFIZZ T 7 7 4 LORER L
ZDTR T 7 A NMIHED < admission VY 7 T X b Dl
HoFEH

REFIETIX, Kubernetes @ DryRun [10] $%REZ R L

T, admission Y 7 TR MZFEN 2 Kubernetes U ¥V — &

YEHERFEDO YAML ~=7 = X b OBEMEZRD, #Y)

WEAREZMEIETE 2 X517 ¥, 77 AXDEFHE

W R 5 2 TIREFIEEZHEES B 572912, admission V

I P BBOBRIOFRICERTEL TR T 740

7L —nT—2%{E L7z, Admission V7 Z A +D 7 4

LR > 7%, admission controller {23 W T Kubernetes

VY —2ADBARFEZ R T 2 7DICAAIRTHY, 20

717 7 4 WIZ & - T admission controller T, ZIFH -

7oV Y = ZADIERRPZAEE Y 7 T X b SNERNICRAEL TV

2 D%DpZHWAIREICL 5.

AT, ETIREFIEOFHE & 2 2FMTH % Kuber-
netes ¥ Admission controller IZDWT DAL 7= £T, &
FTHRZS L LTV AEHIZOWTRT. LT, IBEFE
D OWT R LD, REZFEOBMELHET 2
72 DIWCEKBED T TV — 3 > &5 Kubernetes 7 7 A&
ZHOWTIT o Z2FHMIICOWTIARNS . JiRICE D EITS.
2. EhERTCRE
2.1 Kubernetes

Kubernetes 1, 2> 7 H b L7V r—>a DT
Tud, RAr—=V v BIXUEBETIRODOA—T
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UV—=2ADAVTFA—FT AL —a AT LTH
%. Kubernetes FCHEIT 22 TO7 7SV r—>a Vi
Kubernetes V ¥V — A THi X415, Kubernetes 1) Y — X
&, A 7Y =7 b OEARNZEH (e.g. Name, Kind) &3
W, B LWREEZRR LA 7Y =7 + ofbk% YAML
=7z AMIEHRT LI TIERTES. HlZE, 79
AR ETHET A7 TV r—>av e ERTHIA TS
FTH % Deployment ZFHNWT 7 7V r—>arviEf V2R
F—=3F 23855, 2—FEK 1D L5772 YAML v =7 = X
MEAET 3.

Kubernetes VY — 2% 7 7 2 & L THEAE (TERL, BHT,
HlkR72 ¥) § 2121%, Kubernetes @ API % f#fH § 2 HHE
WHY, 79 AKX Kubernetes VY — A ZENT 2355
1, M1 DX>57% YAML =7 = Z b % kubectl 2% >~
K4V CHEHAT 5. 77 AXMITIX, Kubernetes @ API
P—N=—DBV TR M2ZEL, ik - WAl 2175, £,
Kubernetes (&ZREICHEK T 2 Z & BAHET, Kubernetes
APIH =DV 7 =X MilfiZ F] 2 admission controller
X, ZOIIRMERED 1 D TH . Admission controller 73
ZUWEATY 27 b TH S admission V 7 TR M,
Kubernetes VY —ADA T 27 b2 —F —H XD
HARERPEENTED, ZhoofflEHicy 722
bRk A 72T 2 S HIEREETH 5.

2.2 Admission U I X FDFE ¢ ZTEE
2.2.1 Z2RERBFOA T2 k¥ admission V)7 IT X
FMIEENZATO I NEHOER

ARHEITIE, Kubernete ) Y — RIZBZLZ DI BIED X v
t—2 ¥, EFRICT admission controller 23327 HL % admis-
sion VZZAMADRX v E—IMICETL 2 ERIZONT
S 5. X 2 1%, Kubernetes V Y — A/ERED 7 1 —T
H5.

2 —%H Kubernetes VY — 2% 27 7 AXIHEHAT 3 &,

apiVersion: apps/vl
kind: Deployment
metadata:
name: test-app
labels:
app: test-app
spec:
replicas: 1
selector:
matchLabels:
app: test-app
template:
metadata:
labels:
app: test-app
spec:
imagePullSecrets:

- name: regkey

containers:

- name: test-app
image: test-image:0.0.1
resources:

requests:
cpu: 100m
command:
- sleep
— infinity

E 1 Example of Kubernetes resource (Deployment).

admission 1) 27 T & + %% admission controller {2 {&# X 1
3. 1 127" L TW 3 Deployment (&2 7 2 & i F i D
Kubernetes V Y — Z2D—fIT&H %. Admission controller
T Kubernetes V YV — 21205 2 BHMFEE (T 5 HE, 1—
FIEZDOXK 1D YAML Y =7z A e Xvt—TLT 3
BHEER TS 2215, L L, admission controller
WZIFEB VY 7T X MZEENTWS Kubernetes U Y —
ADF TP =2 X, Kubernetes DNERIZEIEIC & - T
FLWT 4 — L FREMFAINIDDICR-TED, B
AERRRE 2 1308 S AAICE Z Iz ohTwad, EFI, K1

2-9919-1d5117b20202
12021-02-22T04:37:122"

Original resource
(cm.yaml) . o request

oD T | Kubernetes API

| $ kubectl apply -f cm.yaml |

Kubernetes cluster
1. Apply k8s resource in k8s cluster

2. Kubemetes API server authenticates and
authorizes a request

3. Admission controller receives an admission
request for creating k8s resource

2 Process flow for k8s resource creation.

kind: Deployment
apiVersion: apps/v1l
metadata:

name: test-app
| haméspace: securé-ns T T TTTTTTTTTTTTTT
1 uid: 9ceccc8c-4765-4266-b057-774866417734
1 generation: 1
\_creationTimestamp:_'2021-02-22T04:33:362' _______!

labels:
app: test-app

replicas: 1
selector:
matchLabels:
app: test-app
template:
_._Metadata: _ _________ o ______
! creationTimestamp: null 1
B - 1 1= -3
app: test-app
spec:
containers:
— name: test-app
image: 'test-image:0.0.1°'
command:
- sleep
— infinity
resources:
requests:
cpu: 100m
| terminationMessagePath: /dev/termination-log
| terminationMessagePolicy: File
1 imagePullPolicy: IfNotPresent
1 restartPolicy: Always
! terminationGracePeriodSeconds: 3@
1 dnsPolicy: ClusterFirst
! securityContext: {}

TTTTimagepuliSecretsy T TTTTTTTTTTToTTTooToooos

____ schedulerName: default-scheduler |

i
1
: strategy:

| type: RollingUpdate

1 rollingUpdate:

1 maxUnavailable: 25%

1 maxSurge: 25%

! revisionHistoryLimit: 10

i progressDeadlineSeconds: 600
'status: {}

3 Deployment in admission request.

— 1095 —



® Deployment Z1EX 3 % &, admission V 7 TR MZEZE
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YV — A DBLREE R EH T 5 729121, admission V) 7 T
AMTEEND VY —REZDFEBAMEET 2 DTIER
, 77 AR —DNEIZENEIC K o TEHE S B %
ER L7 ETHEYNTEAIREE LRI AU S 700,

2.2.2 EEREICEITS admission VI T X D53

AR TlX, admission controller T Kubernetes UV Y — &
DEBHIRELE RILD 72912, admission controller 23¥ D X
9 7% admission V 7 TR s B ZITE S O0#E L. FHE
7 — &1, 2020 F 10 A 30 HA*5 2020 4F 11 A 4 H DA
IZ OpenShift Container Platform [6] L TH Z 2722 TD
VIIAMTHD. TDYT7ARIFA YA b —LIFDIREE
WIRIFFE LW SRR —TH 27, ZOMMEITKEEY
JIAMITT v N7 x— LDBET 2 72D I NERIEE 2
LTW3YZIZRAMNTHEEERS.

4 1% 3 FffEl Z 2 @ admission controller 233z E( % 1
JIRMEERLTWS. 4055570558 D, Kubernetes
27 2 AR TR S DEED L WVERIREBICBENTY,
3 FFfE 2 212 160,000 L EDORED Y 7 = A S FEEL
TW5b Z 245 5. Admission controller T kubernetes
)Y —RXDBLGREZ FEB T 5 729HI121E, ZOKEDONER
V7T A NEHEYNCNEST 2 Z BT RIRTHD. £ 11,
) 7T X bA3E D Namespace TED Kind iIZH LT, £¥D
ServiceAccount IZ X > TR EZHELLMRTH 5.
VIIAMIDEDPoTDDERITRLTWVS. KrbD
B XS, EHERETEZTVR Y 72X MIEARY
V= 2R LT, B4 72 ServiceAccount 2> S Z XA T W
BT EeWamB. Fiz, &7 Namespace TV 27 TR A3
HETWSED, 77V r— a v EBARGEC L D {R#
LB IARIIA VAN =NT57DI12F, 20X
BEFNCEEZ )V 722270y 7 LBVE ST 4
NRY VT LUODBYNTILIE T 2 R EH D 5.

3. REFE
3.1 REVXATLOBE

AETE, REFEOMEZHAT 2. 2.1 ETHARL X
3512, Kubernetes 121 Admission Controller] & W3 ik
REEEEDYH D, Kubernetes V Y — X DIERSLEEHDIRIZ,
VIR MEBOFIHZMA 2 Z e A TE L. AT
ZOREEFIF L, LT D X 5 72 Kubernetes V) Y — 2D E
HMEEICHE DWW A VT 7V T 4 (REFEERET 5.

5 ICIREFEOMEELRT. £3, 77V r—>a>vd
F—7F =1, YAML v =7 = X b (A) iIZFh N7 Kuber-
netes VY —XADBHZAERL, BH (B) £ X vt— (0)
77 ANMIIMET 2. XvEe—YFE YAML~Y=7 =X}k

200,000 Create
@ Delete

Update
180,000 o r

160,000
140,000
120,000

100,000

80,000
60,000
40,000
20,000

0

2020-10-3112:00 2020-11-0112:00 2020-11-02 12:00 2020-11-03 12:00

B 4 Admission requests in steady state.

2R TH 5. BHTE YAML 7 740 (D) 7 7 ARITA
VA F=ENB L, Kubernetes API (& admission V) 7 T
A b EAER T %. Admission controller 1%, Kubernetes V
Y —Z (E) &% admission Y 7 TR b EZITED, B
WREES —ANANES 5. =T, BEFEO a7 7 A
NI L — LT —712FWT admission V 7T A D7 4
VR 2T BAREERTV, RAEIICY 7 22 b 2FFA]
TEDEIPERET S, BEUMGEB LT 7 7 4 LD
FECOVWTIE, Zheh 3.2 E, 3.3 B THIAT 5.

3.2 Admission controller |IZ$|} % ERIREE

ARHEITIX, admission controller TDEBXRILEE ¥ D X
SICHEBLTWEIAHPT 2. £3, R5RT X5,
Kubernetes V ¥ — XI5 584 (B) 1%, YAML 7 7 A
(A pHERIH, BfYENE. Fiz, VY -2k
PRHEMMLIEA vy 2= (C) bEMKICHMNEINE. B
&, —BANICEH E N TWw 3 GNU Privacy Guard(GPG)
% Rivest-Shamir-Adleman(RSA) ZF|H 3 2. ZDEH
FTEVY -2 (D) HB7 I RAXICHHAZINS &, admission
controller 13V ¥ — 2 (E) Z & admission V) 7 TR + %
ZUIBH, ZOATI 2 MF, 22 THALL X SIS,
Kubernetes 7 7 A XIC X o THEHZ 5N TED, 2D Z
FEBUWEEZITS 28 ETERW.

BAMGEICEE DWWz admission controller TDV 27 T R
MO EBLD 728, RRFHEDREE Y — NIELLT O AL
z2179.

(1) Admission V 7 =X ; (E) IZ& £4 % Kubernetes Y
V—=AhBEH (B) e Avt—Y (C) ZEIET 5.
(2) B# (B) e Xvt—2 (C) ZEHL THMNOBHIIE
LW & ZHREET 5.
o BUMGENEMU2HE, % admission V) 7 TR
FeTuay 35,
o BUMGEED I LTZIGE, (3) DU ZE1TS.
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# 1 Example of admission requests in steady state

Namespace Kind UserName Total
openshift-kube-scheduler ConfigMap kube-scheduler 196,853
openshift-cloud-credential-operator ConfigMap openshift-cloud-credential-operator:default 196,810
kube-system ConfigMap kube-controller-manager 131,481

hive ConfigMap hive:hive-controllers 98,686
openshift-cluster-storage-operator Lease openshift-cluster-storage-operator:csi-snapshot-controller 79,029
openshift-monitoring ConfigMap openshift-monitoring:cluster-monitoring-operator 62,825
policies PlacementBinding rh-acm:multicluster-operators 43,464

policies PlacementRule rh-acm:multicluster-operators 43,464

policies Policy rh-acm:multicluster-operators 43,464
kube-node-lease Lease node:ip-xx-x-XxXX-XX.XXXXX.compute.internal 39,570

G. System-inserted attribute mask

Kubernetes Cluster

E. Kubernetesresource in

K8s API

Client

kind: Deployment
apiVersion: apps/vl
metadata:
name: sample-app
namespace: appl
annotations:
signature: xxxxx
A _message: XXXxx
| spec:

kind: Deployment
apiVersion: apps/vl
metadata:
name: sample-app
namespace: appl
spec:

A. Original YAML file .~
" D. Signed YAML file

B. Signature
C. Message

kind: Deployment
apiVersion: apps/vl
metadata:
name: sample-app
namespace: appl v
uid: X00000-X00-XXXXX

admission request . eneration: 1
K8s API : Admission —/ creationTimestamp: “ooooc
controller annotations:
apiVersion: .... signature: xxxxx
request: .... message: XXxxx
object: ; DryRun spec:
4 .

kind: Deployment F. Simulated kubernetes
apiVersion: apps/vl resource
metadata: Verification

name: sample-app server

namespace: appl

uid: XXXXXX-XXXX-XXXXX

generation: 1

creationTimestamp: ‘xxxxx'

annotations: H. Created

signature: xxxxx — kubernetes resource
message: XXxxx Profile Resources |
spec:
pace=verify pace=app1 ) EtcD

Admission request

5 Overview of proposed approach

(3) 7a—FLAkAXAvy+t—Y (C) ZHL T DryRun %
TV, APTH =052 3 2 L — b 7 Kubernetes
VY —2X (F) 2% 5. (X6).

(4) X v+t—2 (C) ¥ DryRun #5R ® Kubernetes V) > —
2 (F) ZH#B L, 77 AR Lo TEBMEN T 4 —
VE(G) ZRET 2. (MT).

(5) 72 AR KoTEMENTZT7 4 =L F (G) TYAF
> 27 L7z Kubernetes UV ¥ — & (E) & Kubernetes Y
Y —Z (F) 2B L, =BT 20T 5.

o D200V Y —AN—HLIHE,
IRXAMZEENZ VY —X (E)IZRAvE—2 (C) &
—H LT3 LHETES78, admission V) 7 TR
FEFFA]T S,

o VY —ZAM—HLAEVEE, admission ) 7 TR MZE
FNdVY—X (E) 3HESN TV 729, admission
VIR &27uy29§5.

(3) I2BIF M T, Kubernetes IZfEHE Tl > TV

347> a>TH5 DryRun E— F TV 7 TR b BERK

admission UV 7

L, Kubernetes V Y — RT3 7 7R XDIRDFN% >
22l —F7%. DryRun E— FTIlZ, Kubernetes U ¥V —
A% A B L—IKBHL L R WESNEEE DY 7 2R b &
FERRICUUE S 278, BE DY 7 TR MR D 72 EVks
RAFons. K6 ITRT X, BEFIKTE, 77X
RIZEXo>THHAINE 7 4 =V FEEET 272012, B4
ARFED YAML v=7 = X } (A) ZH\WT DryRun %17
WV, APT H— NZ @l 2RI OREBE LB L TV 5.
S IR EFIEIZB VT Kubernetes ) Y — AL X
278 —%RLTWVW5. YAML v=7 = X MIBIHEEIC
X o TEBH/INTFR, Kubernetes 7 7 AXIZT 704 I,
admission 2 > b 2@ — F1Z admission ) 7 X + & LT
XN 3. Admission 3 P R—=FIZBWTY YV — AHWNE
ENTVWRWEREEZNZ & 7 T XX Y — ADER X
ns.

3.3 UJIRMHEDIHDTOT7AILTL—LT—Y
REFEOY 7 TR MLE T, BAHREEICETHTIC
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v “._ | F. Simulated
A. Original “4 Kubernetes
YAML file resource
B 6 DryRun
F. Simulated
Kubernetes
resource
Compare -+ G. System-inserted
P attribute mask

A. Original
YAML file

7 Acquire system-inserted attribute mask

viceAccount T % replicaset-controller 3 Pod % ##{E 3
5Z B LTWSEH, 2, Replicaset BIER X 1
% ¥ replicaset-controller 12 & - T HBEIMIZ Pod 23ES L
% 2\ 5 Kubernetes 7 7 2 X DNERI 2 EIE R A 3 5
72DTH5. LRROBIO X577 7 AXRNEI LFHET S
BETIERWY 7T X MEIZHETH D Kubernetes 7 7 A
ZTHNFHBLTEZ 5. EFIETIE, 20X 57%A
B FFR] T 2720 DEFEE YV A b L72”Common
Profile” # R L, 7 7 A XIS B R 52 T WCIREFIEES
MMETE 2 L5 TWV5.

ignoreRules:
- match:
- kind: Pod
username: kube-system:replicaset-

controller

= H
A D. Kubernetes y
Original ~ f------ > Signed  f------ » resourcein |------ ,| Created
YAMLfle | sign | YAMLfle |Create | admission | Verify | Kubemetes
request atA.C. resource

K 8 Request process flow

TR 7ANCEKDBYV IR MDD T 4 VR VT RITS.
Admission Y 7 T X M IZi& Kubernetes Y Y — X (object)
DAV HED Y 7 2 X S & Z U722 (userName)” %, 7
¥ ZCHE Z 725 (namespace)”, "2 Hf O Kubernetes V
Y — 2 (oldObject) 72 ¥ DR & B MEA G ENT WS, 42
RFEDOTO 7 7 4 W, 2o DEREHAGEDETHE
IV TR N2 T4 VRY YT TESL XS5 ITHREINT
Wb, BEFEORELENMILO2DO7 SV r—varvk
A4 YA b —=ILF BT, " Application Profile” % F & 3
5. 7077 AMTERTELZL—NVEUTTH S
Protect Rules: BHTIRELZWY Y —RAZEFET 5.
ZITREELLFMHICEHAE LY 7 T X M, admission
controller IZBWTEBHMIFIC X - THRESNS. LLTD
i, Tereds-secret] & W5 HAHETD Secret ZRELTW5.
Z ® & 512 Kubernetes V Y — XD Kind RH4HIZ & D5
HICEDWTREN R ERT 5 I LA TES.

protectRules:
- match:
- kind: Secret

name: creds-secret

Ignore Rules: 7 7 A X ONEBEMEIC L > TR Z 2 F
BTIRIZRVWY 7R M 2BAB R THEBESIE L0
AT 2. £72, BRI K 2REDL SRR T 5
VY —A%ZERT DI HAEETH 5. LIT AL —
AoflERT. ZOHITIX, Kubernetes 7 7 A X D Ser-

Ignore Attrs: 7 9 XA X7V r—2a D4 VR
F=Z X o THERINCEZ#R 27 4 — L R ZERT 5.
CITIRELE 7 4 — LRI L TIE, BEMIFOER I
ByRHoTHFHAIENE. £, R =V T 4D
D7 SV r—2a VRERLER, 2—HFL VYT 1 DBKED
SCEXDELS THEEZHFA LV EWEENDHS. 20D
XTI 4=V REERL, VY —RZHRELOOHLSP
FTERELRDRVRELT A ZEDARETH 5. LT OH
T, Helm Chart L T7 SV —>arref VA
b =S ABRICHEIRNCEINE NS 7 4 — L EDREERS N
TW5.

ignoreAttrs:
- attrs:
- metadata.annotations.meta.helm.sh/
release -namespace
- metadata.labels.app.Kubernetes.io/
managed -by
- metadata.annotations.meta.helm.sh/
release —-name
match:

- kind: "x"

4. ¥

BREADT 7V — a »% Kubernetes 7 7 A X2
A VAP —NTBIEBETY, 77U —2a DL VR
P VHUCHAE LTV 7 TR P PMRETFEC X o THEYNC
WX NZHE S p2iHii L7z, #BRFETIE, 77V 7 —
2avDA VAP =NARHCHEAET IV X MILITO &
SCHETES.

(1) BEFEONGHN 2210 72X b (] Event, Lease)
Common Profile DZFICERT 5V 7 =X b
Application Profile D&EMFICEHT 2 Y 7 =X b

)
)
)
) BHUMEEONRE 2D, AMBBEL ROV 72X b

1
(2
(3
(4
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(5) BEMGEICKRM U =720, 7ay 73z 72X b
(6) 707 7 4 VOFMIZ—FET, LOMRHNTH LW
V7T Xb

RBEAKXTIE, (2)~(6) DV 7R MZOWTUHEZITS.
L2 L, BHAEBKDY Y — 2 ¥ admission YV 7 T2 A
DVY —RIZERPROPD, IELL BHLEZBETHE
LREED KT 2720, (5) WHHINIHANDH 5. iz,
6) ICHFEXNZ V7T A FDBER, VI TR MNIES
TV RW R 7 > A VTERSINLEFDES
LW, 2%, BEFTETEHREINTORWIRETH
%, EETE7 V5 —2a ITIELL BEEDIFTAL v
AR =L LTWEE®, (5) % (6) ICEINZ Y 7R b
BRELRZRWITTHS. SEIOERTIE, BEFEHNT
077 ANEBHOMKIICE > T, ¥R T ERICY 7
A N RMIET & 2 % Gl U 7.

4.1 RERFE
FEERL, B E 72 Kubernetes 7 7 A2 TH % Kind 7 7 &
& [1](Kubernetes v1.19.7) b TiTko7. 77V r—2 =
V& Kubernetes HO7 7V 5 —>a v 4 YA b=5ThH
% [2] &,Operator [4] ZfHLTA A b= L% 4>
Ab=NFB7 TV 5= a idEn R Artifact Hub [3)
¢ OperatorHub.io [5] 225 F ¥ X LIERL T3, Lid
D2DIMAT, GitHub TR TWE A =TV —
Z D Operator ZFETA VA M=V L7GESFHE L 7=,
(1) BWRAEXT R % H65E T % Protect Rule % Application
Profile IZE%E
(a) 77V —>aryDA4 YA P=VIZHERHT 3
YAML v =7 = Z b Z %
e Helm Charts: Artifact Hub 2257 7V o —
Pa v Ry —Y%E45 L, Helm template
ARV RTRY T —=Ihof YA P—LER
%V Y —R%EHS
e Operator: OperatorHub.io 254 ¥ X + —
JIZHER S % yaml % EUfS
e Manual operator installation: GitHub 72* 5
Y —2a— KEEUS
(b) BUS L7z Y Y — R 2 BAWMEE S £ LT Applica-
tion Profile IZE %
(¢) ServiceAccount 23V Y — R ZEN TV S35 H
X, 77U —3 a > ® serviceAccount 2 & % #
fE1Z % D Namespace N TIIFFRI T 5728, 71
7 7 4 )L ® Ignroe Rule IZ7EFH
(2) Fticd 3 YAML ~=7 = A MCBH%ET 5
(3) 77V —2ari A5 Namespace I 7R 7 7 A
NEAL VA =)L
(4)BH L7 PV r—>a v )Y —R% 7704

4.2 RBRERBSIUVER

BT TV —2arDA YA —ARHIRELZY 7
AR LR ERIORT. EBRTIE, & 2298 D
VI TR MBRAEL, BEMILICKRLZY 7R ME 2
HTHotz. F/2, 39DV 7 TR M, REFIEOMRE
NRTHINPBHDRL, TR 7 7 A VDML bRA
TLEoTW Lo T, 983%IFIEL {LE XN/~
ZeiTiA, ELKIEINE 2 o720 72 R MZOWT
&, Helm chart 12 & % NGINX Ingress Controller O A ~
A b =L T, Service DIEK TE ALK L TV,
Z U, Port I2BI$ % 7 4 —)L FTIE, DryRun %3 3 8
I Kubernetes DL THEDIHDAT NS Z L ITHEE LT
W3, ZD7®, LT D X 512 healthCheckNodePort % &
HRRGEEDBRICERAN ST % & 512 Profile ICIBRLT 2 2 & T, 48
EED DIRBENCTR .

ignoreAttrs:
- match:
- kind: Service
name: my-release-nginx-ingress
attrs:
- spec.healthCheckNodePort

%72, Service V V' —RIZBWT” Port” £ W5 7 4 —)L KT
BRI L 20 H 5 DX, NGINX Ingress Controller
EH OBHRTIE RN, ZD7=8, Common Profile IZLLI T D
EIOWERTHIETIONAHAMEDLDHZ T 0T 7 411
5.

ignoreAttrs:

- match:
- kind: Service
attrs:

- spec.*Port

ZF 7z, operator TA ¥ A b —)L & 17> Istio ¥ Nginx, Tek-
toncd T, operator D ServiceAccount MAHZ % | operator
W BAER X 172 ServiceAccount 28V Z T A R &R Z LT
W7z, Operator IZ X o> TIER X N7 7V r—> a VEH
D ServiceAccount 257 VU —2a DY Y — IR L
THEET 2 Z 2 IFERARIRZBOTHEBTIIRVWEEZD
Ngd. 77V r—=aHOTa7 7 A VIZMTOLSIZ
FHZREBMNT 2 TREFIED 7 4 VR Y ¥ 7 kYR
FERICEIERRETH 5.

ignoreRules:
- match:
- username: nginx-ingress-operator

- username: my-nginx-ingress-controller

COEIRBLTv 7 7 A VTSI LT, Ad-
mission controller T, ZIFH > 72V 7 = R b Z#EYIZ 5
HTETWARZ bbb, 72, 77 AX—NEROENEIC
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#+ 2 Classification results of requests

application installer type 1)out of scope | 2)common profile | 3)app profile | 4)valid signature | 5)invalid signature | 6)unprocessed
Kubeview Helm Chart 31.3% 53.1% 0.0% 15.6% 0.0% 0.0%
NGINX Ingress Controller Helm Chart 32.5% 35.0% 10.0% 20.0% 2.5% 0.0%
Jenkins Helm Chart 44.6% 33.9% 0.0% 21.4% 0.0% 0.0%
Nutanix CSI Volume Driver Helm Chart 51.2% 25.6% 0.0% 22.0% 1.2% 0.0%
Yourls Helm Chart 45.1% 40.8% 0.0% 14.1% 0.0% 0.0%
Minio Operator 17.2% 73.9% 6.7% 2.2% 0.0% 0.0%
Jenkins Operator 14.0% 36.0% 48.3% 1.7% 0.0% 0.0%
Argocd Operator 23.1% 64.0% 12.0% 0.9% 0.0% 0.0%
Istio Operator 39.3% 27.5% 28.1% 0.4% 0.0% 47%
Grafana Operator 25.9% 33.0% 39.8% 1.4% 0.0% 0.0%
Nginx Ingress Operator Manual 25.0% 16.7% 37.5% 9.7% 0.0% 11.1%
Tektoned Operator Manual 52.6% 7.7% 36.3% 2.0% 0.0% 1.4%
B EH 2 BAWKGEN SR D HRRINERN T 2720 DF able: https://artifacthub.io
W2 787 7 A VERDATEETSH D, Admission controller [4] “What is a Kubernetes operator?”., Availab.le:
e H A _ - https://www.redhat.com/en/topics/containers/what-is-
T® Kubernetes V Y — XA DBALRAEDKREET 5 Z & H3FT a-Kubernetes-operator
flifER > S0 5. [5]  “Welcome to OperatorHub.io”, Available:
https://operatorhub.io
5. BIERZE [6] “Red Hat OpenShift Container Platform: — Ku-
bernetes for rapid innovation”, Available:
TS5 RDAL YT T 4 RERFEHN L LRI RS https:.//www.redhat.com/en/resources/openshift—
. NN _ s . container-platform-datasheet
(ENTWD 7?)’ TOREALBYAT LOLH LT [7]  “What is Kubernetes?”, Available:
ZMHBDOFEEZ £ o TWa. Hai Jin et al. [16], Dragi https://Kubernetes.io/docs/concepts/overview /what-
oAl 15— AN ADERBHFHEREL TS i Kuibermete/ . .

. ] . . _ “Using mission ontrollers”, vailable:
H.Kitahara et al. [17] &, 2RO 22D SEMLL 727 7 https://Kubernetes.io/docs/reference/access-authn-
ANEFERL IO T T AETARNY P RHATEREHA VI authz/admission-controllers/

SR 3 oz oy FEsk 9] “NIST Risk Management Framework”, Available:
IR T 5 FIEEREL TO 5. ARTE, (k0 | ent: B
. L https://csre.nist.gov/Projects/risk-management /sp800-
AR 3H7% D, Kubernetes V Y — ZDFERES LT 53-controls/release-search#!/800-53
BWEEPBLTCH O HERREELTWAS. [10] “Dry-run”, Available: https://Kubernetes.io/docs/reference/using-
api/api-concepts/#dry-run
6. bbb [11] “YAML: YAML Ain’t Markup Language”, Available:
https://yaml.org/
ARG TlE, admission controller 128 3 BLMRIFICHED [12] De .Bengdictis, Marco & Lioy, Antonio. .(2019): Integrity
e = s - N verification of Docker containers for a lightweight cloud
W Kubernetes V) Y —ADA ¥ 771 7 4 RS 5 Tk environment. Future Generation Computer Systems. 97.
FIRE L. BRFHETIE, admission V 7T X MZEEH 10.1016/j.future.2019.02.026.
2 Kubernetes U YV — 2 ¥ BLARKKEO YAML =7 = X [13] “Verifying Red Hat container image signatures
e _ o in OpenShift Container Platform 4”7, Available:
MZEENPET % 2 W5 FEE R X, admission controller https: / /access.redhat.com /verify-images-ocpd
2BV T HEYNZ Kubernetes U Y — A DEZMREEHN T = [14] “Portieris”, Available: https://github.com/IBM/portieris
X3 LT 7 75 ZAXRBNEINCEEFTY 2 T2 b [15] Dragi Zlatkovski, Aleksandra Mileva, Kristina Bogati-
et ’ . 3 nova, and Igor Ampov. A new real-time file integrity
BRI T 4 VR ¥ 7S B DDOFRBETRT 7 4L monitoring system for windows-based environments. ICT
PREL, 70707 2 A MEDSWEY 7 2 2 Ml Z Innovations 2018, Web Proceedings ISSN 1857-7288,
~ o < . pages 243-258, 2018.
- ] NN
%E%Lt' 51, RIROT TV 7 /f ks Ku‘bernetJe‘s [16] Hai Jin, Guofu Xiang, Deqing Zou, Feng Zhao, Min Li,
7T ARIZA VA M=V LTEREZITV, BEFEOER and Chen Yu. A guest-transparent file integrity monitor-
M% R U7, FEE, Helm Charts % Operator 72 £ O —/i% ing methoc} in \{irtualiza.tion‘ environment. Computers &
3 N . _ Mathematics with Applications, 60(2):256 — 266, 2010.
7 Kubernetes 7 7'V 77— a ¥ DA Y A b — 7 Z ] Advances in Cryptography, Security and Applications for
LT, EBO7 7)) r—yaryBNRITRo 72720, —% Future Computer Science.
[17] H.Kitahara, K.Gajananan, and Y.Watanabe. Highly-

W7 7V —a i L CXFAROFEENE NS &
EZTW5,

BE 3K

[1]  “Kind”, Available: https://kind.sigs.k8s.io
[2]  “Helm Charts”, Available: https://helm.sh
[3] “Find, install and publish Kubernetes packages”, Avail-
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scalable container integrity monitoring for large-scale
Kubernetes cluster. In 2020 IEEE International Confer-
ence on Big Data (Big Data 2020), 2020.



