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AT Agent Based on Deep Reinforcement Learning
for Web Application vulnerabilities

SHUNSUKE TANIZAKI}'®  MASANORI HIROTOMO!'P)  YOSHIAKI SHIRAISHI2

Abstract: Cyber attacks that exploit vulnerabilities in web applications are a threat, and vulnerability
analysis of web applications is important. There are vulnerability scanners such as OWASP ZAP and
Burp Suite for web applications, but the use of these tools requires specialized knowledge and requires
a lot of manual labor. In this paper, we propose the reinforcement learning agent that automatically
performs SQL injection attacks on web applications. We used Deep Q-learning for reinforcement learn-
ing algorithm. The agent learns the vulnerability patterns in web applications by itself and continues
to optimize its own attack method. For agent learning, we developed CTF web applications that
returns a flag when the SQL injection attack is successful. As the learning of the agent progressed, the
number of HTTP requests sent for a successful attack decreased significantly, and the agent began to
preferentially send HT'TP requests that are likely to succeed in the attack.

Keywords: SQL injection, reinforcement learning, vulnerability analysis, web applications, CTF
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00000000000 HTTPOODOOODOOO
0000001 0b0b0o00ob0oooobgooooog
0000000000000 0D00O0D OO blog.phpO
O0000leginphp0 00000 D0ODOOODODOO
0000 HTTPOOOODOODOOODODDOODO
0booO0ooooooon
(3) POST login.php
username—admin” #&password=’ OR 1=1#
OloginphpO0 DO DOO0O0OO0ODOOO0 6000640
O HTTPOUOOOO (POSTOOUDO)OOOOOO
000o00o0O0o000o8sODOobOoooobOooooog
00020000000000 HTTPODOODOO
O00000o0o0ooo 8x8=64) 0000001
o000 6000000001000 100000 10
OO0 HTTPOODOOOODOOOOO
600 10000000 1000 HTTPOOOO
000000000 usernamedO0admin”#0000
Oadmin#0 0000000000000 passwordd
00DooOoo0o0oo0oo00oobOobOooooooao
000000 username=admin”#0 0 O O O O user-
name=admin’#00000000000000000
0000000o0bO0bOO0ooDOooooOoboooo
oo
Oo0o00O 1000  HTTPODOODOOODOOOO
6600000000000 usernamed 00 admin” #0
O0admin’#000000000000000OO pass-
worddOODODOOOOOOODOODOOODODOODOO
0Doooooooo
OO00000uwsernamel 0 000O00O0OOOOO0O
000000 O00b00bOoO0DbOnOusernamedd
SQLODO0ODOO0ODOODODOOOOOoOooDOoooo
0000000O00O0bO0OOoOooDOooOoboooo
0000000admin”#000admin’#000000
O0Ousername0 0000000 HITTPOODODOOO
00000000000 DOOoO0 HTTPODOOODOO
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Table 1 HTTP request candidate priority

CIFOO WebOOODOOOODOOODOOODOOOO
O000o0o00oooXsSsooo osgoooooooo
O0000000000000000000 WebODOO
goooooobooooooocoooooooboooo
goooocoooogod
goooooooobooooooooooooood
O0000000000000000000 WebODO
oo0O000oooOO0OooO0OO0O WebOOOOOOOOOO
O00000O0 WebOOOOOOOOOOOOOOOOO
000000000000 HTTPOOODOOOOO (1078
0)00000O0000 AOODOOOOO HTTPOO
obooooobooooooocooooooooboooo
oobooooobooooooocOoooooOooobooOooo
OO0 HTTPOOOOOOOOOOOOOODOCOODO
o000o0oo0o0OO0Oo0O0O0O0oO0cO0O0 HTTPOOODO
00000000000 000D00 WebOOOOODODO
uoboooooobooooooocoboooooobooooo

username password
10 admin” # " OR 1=1#
20 admin’# 1 OR 1=1#
30 admin’# admin’#
40 admin’# test
50 admin’# ” OR 1=1+#
60 ” OR 1=1# mypasswd
70 admin” # admin
80 admin” # admin” #
90 admin’# admin” #
100 admin ” OR 1=1#
56 O 1 OR 1=1# ’OR 1=1#
570 | ” OR 1=1#  admin’#
58 0 | ” OR 1=1# ’'OR 1=1#
59 0 test test
60 0 "OR 1=1#  admin’#
610 | mypasswd admin” #
62 0 | mypasswd ” OR 1=1#
630 | test 1 OR 1=1#
64 O >OR 1=1# ” OR 1=1+#
65 0 | admin”# 1 OR 1=1#

coooocoobooooooooooooOooooboa
cooboocoooboocooooboooooOooOooooboo
cooooooooooo

7. 0ooO0o

O000O0OWebOOOOOOOSQLODOOOOOO
cbooboodooooooobOooboooboOoooooao
OO00000000000O0000C0O000000 Deep
Q-learning 0 0000000000 HITPOODODODO
DQNOOOOOO0OOOO0O0OOO0OO0oOOoooooooooo
OOo0O0O00cO0O HTTPOOOODOOOOOOCOODO
cooooooOooOOOOOOoOoOoooooooOOn HTTP
cooooooooooboooboocOooono

SQLOODO0DO000O0OO0OO0O000oooOO0moooo
cobobobooooooooOonooooboooooooo
toooooboOomooooooobooogooooooa
O0030000000000000000 WebODO
coocooOoooobocmoobooooooooobooo
coboooooooboocOoobooooooOoocOoobooooo
toooomooooboOooooooobooocoOooooo
cooboooooboocoooooooobooboOooobooooo
coooos3booooooocooboooooboooon
OoO0O0000O0O0O000  HTTPOOOOOOODOOOO
cooOO0O000100000000SQLO0O0O0O00oO
coboobooooooooboooooooooooooo
OoO0O0D0SQLbOoOooOooooocooooooooono
coooboooooocoobooooooOoboooobooooo
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