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Abstract: 1t is known that many malware programs execute evasive operations, i.e., operations to avoid
analysis by sandboxes and anti-viruses. Evasive operations include virtual machine detection and long sleep.
Although many knowledge has been shared about the methods of these operations, there is little knowledge
about the actual use of these operations by malware. In addition, since the trend of malware changes over
time, past knowledge about the actual situation does not necessarily apply to the present. In this study,
we used the Soliton Dataset 2021, one of the most recent datasets, to investigate the trends and methods
of evasive operations performed by malware programs. In this paper, we describe the results of the study,
specifically, the ratio of malware samples that were determined to execute each evasive operation, and the
API calls executed for these operations.
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Table 1 File format of malware programs targeted in Soliton
Dataset 2021.

File format F#files
PE DLL (32 bit) 281
PE non-DLL GUI (32 bit) 235
PE non-DLL console (32 bit) 36
PE DLL (64 bit) 75
PE non-DLL GUI (64 bit) 49
PE non-DLL console (64 bit) 27
PE native (64 bit) 1
MS-DOS 2
Document files (Word, PDF, ...) 78
(Broken analysis result) 3
Total 787
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Table 2 Statistical information on analysis target malware.

SIHTRGARAREL 348
NI AR B E NSy N RS 1/4.9/452
B DR [RRA L v P 1/26.7/4443
BRREDR/N /TP /BR APT a2 — 8 | 0/36560.6/5584934

BRRAE DR/ /T4 [ BRI signature 0/6.4/26
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ARFE T, Cuckoo Sandbox A3 3 signature 7> & iR
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TR ZNS OREE D RIRE L FER. 723, signature
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Table 3 Target evasive operations and numbers of detected samples.

Name Category Description Severity | #samples
1 | checks_debugger anti-debug Checks if process is being debugged by a debugger 1 145 (41.7%)
2 | pe_features packer The executable contains unknown PE section names 1 143 (41.1%)
indicative of a packer (could be a false positive)
3 | packer_entropy packer The binary likely contains encrypted or compressed 2 120 (34.5%)
data indicative of a packer
4 | antivm_queries_ AntiVM Queries for the computername 1 87 (25.0%)
computername
5 | peid_packer packer The executable uses a known packer 1 36 (10.3%)
6 | antisandbox_sleep anti-sandbox A process attempted to delay the analysis task. 2 33 (9.5%)
7 | antisandbox_ anti-sandbox Attempts to detect Cuckoo Sandbox through the 3 24 (6.9%)
cuckoo_files presence of a file
8 | stealth hiddenfile stealth Attempts to modify Explorer settings to prevent 3 10 (2.9%)
hidden files from being displayed.
9 | stealth hidden_ stealth Attempts to modify Explorer settings to prevent 3 10 (2.9%)
extension file extensions from being displayed.
10 | antivm network. anti-vm Checks adapter addresses which can be used to 2 9 (2.6%)
adapters detect virtual network interfaces
11 | antivm_vmware_in_ anti-vm Detects VMWare through the in instruction feature 3 7 (2.0%)
instruction
12 | antiav_servicestop anti-av Attempts to stop active services 3 6 (1.7%)
13 | packer_upx packer The executable is compressed using UPX 2 5 (1.4%)
14 | disables_security anti-av Disables Windows Security features 4 4 (1.1%)
15 | modify_uac_prompt stealth Attempts to modify UAC prompt behavior 3 4 (1.1%)
16 | terminates_remote_ persistence, Terminates another process 2 3 (0.9%)
process stealth
17 | packer_vmprotect packer The executable is likely packed with VMProtect 2 3 (0.9%)
18 | antidbg windows anti-debug Checks for the presence of known windows from 3 2 (0.6%)
debuggers and foremsic tools
19 | antidbg_devices anti-debug Checks for the presence of known devices from 3 2 (0.6%)
debuggers and forensic tools
20 | antiav_detectreg anti-av Attempts to identify installed AV products by 3 2 (0.6%)
registry key
21 | bypass_firewall bypass Operates on local firewall’s policies and settings 3 1 (0.3%)
22 | antisandbox_ anti-sandbox Checks whether any human activity is being 2 1 (0.3%)
foregroundwindows performed by constantly checking whether the
foreground window changed
23 | antisandbox.restart anti-sandbox Attempts to shutdown or restart the system, 3 1 (0.3%)
generally used for bypassing sandboxing
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Y — VW B AJREED S W TN AD X FE R BT 7 7
ANNRE 7 7R ALEGEBHENS. V1Y FY0D
XFH| e LTld7z & 213 ProcessHacker, FilemonClass,
wireshark.exe 3% 5. TNA ADXFH| e LTIk X
¥ SIWDEBUG, NTICE, REGSYS 23H 3. 7 —Xt v hTIX2

RCTH A O signature 2WEH XN TW5E. 206 DET
T, ¥ 4 >~ K442 OLLYDBG <° PROCMON_WINDOW_CLASS
B, 774N \\??\\SIWVID < \\??\\SICE 12 ¥
D, MHOFRK Y 725 XFFNBFEHEH TS,

antiav_detectreg &, 7Y F vV 4 L RBERHEHT 3
EHHZXNBZ LA M) F—%T7 72 RTELBEN5.
M 2 — MIZFES R F —DXLFHN D8R — 213,
LB ZOFEFEFTNTVWEIHDONELLL DD, 2 ziF
ESET, Kaspersky, TrendMicro 72 ¥ DX FH| 2 E ATV S.
T — &ty T D signature & 2 MK THRE XN TE
D, A3 AvpSecurity, ® 5 J/51E MpEngine £\ F—
FDLIRAPIANDT 7R DTH L. HIEHED
ifAlZ, ...\Windows\CurrentVersion\Run\AvpSecurity
EWIHF—HHOLIRAPMYELF-T L LIL
TED, FELBAVEWVWSIHRZZIWMD, 8BS
THADLVI APV F—Z2FERLTVE. BE
D M1, ...\Windows Defender\MpEngine, B & U,
Microsoft Antimalware\MpEngine ¥\ 5 F—HDL Y
APVEA—T Y LEIETEINELLBFELRVNE WD
SHEREZITED, DRI B TEITERZITVS.

Z D signature IZiZH T 5 ¥ —1%, ELIYRA NV DAF ¥
VTCT7 I RREINDE I bH DD, HHTOF—HRZD
F=DBZFNCERNE YKL ¥ b TT 7RSI S
DBV EEFEIEZITVS. Lo T, IO signature
WZOWTIE, false positive IZ X 2 ¥ 5 2, Hikdr—
NDT7 72 ZADHMRMHRREIRZONT X CHET 58
ERHHEZTVS. 2 2 X LR ORIE ORI,
RegSetValueExA FI%{IZ & - T, HKEY_LOCAL_MACHINE\\
... \\CurrentVersion\\Run\\AvpSecurity &\ F¥—IZ
HEDEFTZ7 7 A LD %Ly L, HEXHEWIE
Fanzd k5L TWwW3b. b5 signature BIL 4 BX
LTW27 Y F v 4 VARG ORETIZZ < HE DKk
DHIITZ D APIBIEZIFOH L Twa el 5.

antisandbox_foregroundwindows (X, 747277V~
FY 4 Y FUDAY FAZEIGT % GetForegroundWindow
By, f8E DIFEZIF A Y — 7§ % NtDelayExecution
B e A e d 101 B B3 et n, AR
X2BEOTFHEEHET 2N ERB T 5. SR T —
Xt FTlEZ O signature 1% 1 MED A THRE XL TWH
5. ZOMARTIX GetForegroundWindow BE¥(% 7637 [,
NtDelayExecution B¥{% 22505 [EIFENHH L THB D, L=
WED 101 A2 51T ZTWS. 206 DZHIEDOFEST
PITHATVEDIELUTD X 57 APT 2 — 52BN T
T# 5. NtDelayExecution B THWR Y — 7% AhD
D, GetForegroundWindow B THRAEHDO Y 4+ ¥ F Y D
ANV RVERRT 2EEZ- LY = 7 3HEDR LTV S,

NtDelayExecution(skipped=0, milliseconds=10) = 0

— 1017 —



GetForegroundWindow() = 131338
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