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Abstract: The environment surrounding IP is changing drastically, and the transition to IPv6 is in full
swing. In the end-user environment, it is necessary to consider the use of a single stack environment that
uses only IPv6 instead of IPv4. Even if the OS used in the end-user environment supports IPv6, if the
application does not support IPv6 or does not support IPv6 single-stack environment, the application will
misbehave. Furthermore, there is a possibility that a malicious third party may take advantage of the sit-
uation to conduct MITM attacks. One of the causes of IPv6 single stack unsupported applications is the
hard coding of IPv4 addresses in applications. There has been no large-scale and detailed study on how
much IPv4 addresses are hard-coded in applications. This study is the first large-scale investigation of IPv4
address hardcoding in Android applications. The results of the study will reveal the incidence of hardcoding,
and analyze and discuss the characteristics of IP addresses in use and their applications.
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