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A Large-Scale Survey of Cryptographic Library Usage in Android
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AKIRA KANAOKAL'®  MaMmoRrRU ABE!P)

Abstract: Usable security research targeting developers is becoming more and more active. Among them,
research focusing on how developers use cryptography has been attracting attention. These studies have
focused on specific cryptographic techniques to investigate and address their appropriate use. The main use
of cryptography in software is through the use of cryptographic libraries. However, it is still unclear which
cryptographic libraries are used in actual software, how much they are used, and how they are used. In
this study, we survey the usage of cryptographic libraries in Android applications on a large scale for the
first time. The results of the survey will reveal the use of typical libraries, proprietary libraries, and fixed
cryptographic algorithms.
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