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Improving the Accuracy of Constraints on Exceptions
in Static Taint Analysis of Android Applications
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Abstract: Malware that targets sensitive information is on the rise. Therefore, it is necessary to have a
method to detect information leakage from applications. One such method is static taint analysis. It has
wider code coverage than dynamic taint analysis. However, in some cases, the leakage does not occur because
it does not consider the constraint conditions under which leaks occur. Here, some tools obtain constraint
conditions for leaks. Still, they do not consider exception occurrence conditions and treat exception han-
dling flow as always performed flows. This paper proposes a method for obtaining constraint conditions that
consider the conditions under which exception handling flows occur. Extending an existing constraint com-
putation tool gets constraint of the exception handling flow and improves accuracy. Our method indicates
to the analyst which exceptions may not cause leakage, thereby reducing the cost of leak handling.
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leak

1 String imei = "7;

2 try {

3 TelephonyManager telephonyManager =

4 (TelephonyManager) getSystemService (Context . TELEPHONY_SERVICE ) ;
5 imei = telephonyManager.getDeviceld (); //source

6 int [|] arr = new int [42];

7 if (arr[32] > 0)

8 imei = 77

9

10 catch (RuntimeException ex) {

11 SmsManager sm = SmsManager. getDefault ();

12 sm.sendTextMessage ("449.1234” , null, imei, null, null); //sink,
13}

1 Exceptions3.java(—#Fe)
Fig. 1 Exceptions3.java (partial excerpt)
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Table 3 Number of leaks with exception constraints.
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Table 4 Number of leaks by exception.
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