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Identifying Library Function Names Based on Function
Dependencies and Linking Ordering in IoT Malware

Shu Akabane!” Yuhei Kawakoya®? Makoto Iwamura® Takeshi Okamoto!

Abstract: Much IoT malware includes static linking of library functions, and their symbols such as function names are stripped
hindering function-level analysis. We previously showed that pattern matching could identify 91.7% of library functions statically
linked to IoT malware. For the remaining 8.3% of library functions, we identified their candidates, but static malware analysis was
required to identify functions from these candidates. In particular, static malware analysis of an architecture with which the analyst
is unfamiliar is a heavy burden. In this paper, we propose a method to identify a function from candidate functions based on the
dependency relationship of functions and the order of their linking. In experiments, our method identified 99.8% of the names of
all library functions in 3,983 samples. Furthermore, we compared the accuracy of our method with other methods and confirmed
that the accuracy of our method is higher than other methods.
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. fputs, fputws, putwe
. sigaddset, sigdelset
base from cb_data, base from_object
. feof, ferror
. stpepy, strepy
. tolower, toupper
. _L unlock 382, L unlock 90

B OO LIFROMGEE RS RETH Y, B ORI ORRGEEN TS 20w

o7 A 77V B LRGSR 22 <, BRI DHNELR(T —2)DHNRIRD 2D
FEOH LI OB Z A T, MAIHORIEN TS 2072

B2 REFAEADHBZLOEHTHE LA > -BHK

BREFIEOMER OB TEEAL OREEITDORN->
BB 1 DT EER TV (673 RIATHR ST
5). FOEEIT tolower BA¥L E 7= toupper BB TH B, Z
D2ODFEIE, TAT7 TV EENLIEFFOEERDZE
Npl, 22— —EBREENLOLFORHIN, T
FEELTHIEFEGRBRCTHL O, A ZRE LR
noio.

Z02 0L, SRTHIHNEE (T —F) OB
B, ZOBEBE/RET DI, T4 77 VEKNE
9 2 A L TR Y =~y F U 7 4T 5 BN
b5

4. BEBIRDLLE

N =TSR ETTA T T VEBEEET DD
Kex R FIENFFE SN C & 2. REICITIR R F R4
DIFRERNALTC, TOFENERE =~y T TONRE
RI72FiEE LT IDAFLIRT. [4]1%, #lfl7e—2F 70
B L2 FEOREDN R FEL LT BnDiff [5]%ED,
BETFIEL 2N S OBEA DR ERE IOV T B3
5.

C
d
a
b DT A7Z ) EBEKAFRGER 2L, MEEFAFRLTTHLZD
c
d

IDA F.LIR.T.i%, IDA Pro Z#2{ft9 % Hex-rays 235A% L
T il AR B E BT TH Y, IDA Pro DT A & 2 A TH]
T2, BN EE 32 A Foosg b E B ERO
NRA MNDF 2 2 Y 2By I xF v LTy F U I %
179, 2720, F2v /Y A3HEBESND T RLARE
ENDEE, BUOHEET RV ALUED AL ’lEF =
v 7Y BIIINZ R REFIE L [EERIC, IDA FLLRTIX
V—VF = A VEICERNCY SR F v B ERT AMER B
5.

libc-database [12] 144 72 Linux 7 4 A b U B =—3 3
O libe ICEFENDLBEOT —ZX—2% FWNT libe ©
Linux T4 ARV Ea—2a o470 0BEZITX
5. libe DY ANMERETENT 52 LT, W< 2DH
BOA4RTET RUARDLINIETA T TV ZRHETED.
LU, IoT w0 = TIXBEEOAFIRT RL AR EDY
VIRIEBMBHIBR S TS Z L RE =), libe-database
TIATTVERETHZ LT L.

FCatalog[13] I%, BA¥OMBHIOELEA T2 L
IR > TREBERFET 5. MBDIEENE( LIZHERR
BMAOBEBROGAE TH > THERERETE 5 fetkn
5. LrL, MeBMEATL2LIREBEIHETHHE
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— DT E BRI, BEERRMT 52 LNL . X
fR[611C L AuiE, WRICHII9 5 BinDiff <° BinSequence 72 &
LN THEBORERENMENZ LD >TNDHDT
REFE L ORI ITD R,

BinDiff %, IDA Pro X> Ghidra {ZHHLAGA ® 5 I D> —
NTHY, EX2U T 4 Ny FOMTREEHRE LT
a—V7 T 7 OREEE iR U TR O ES AT 5.
YV F A OMBEORIZL D MENELLIZGET
b —/L 7 v — ORI EI A 7 T USRI O E O B
Bl LCHEEEEETED. EEHTRESATWS D,
B ED R F~—27 & LTS BRIl SN TS,

S 51T, BinSequence [6] <° BinShape [7]iX 4541 D FE
&L T v — 27T 7 OFUE & G TR OREE
%47 5. BinSequence |%, BinDiff 72 & 4 DO FIEDOH Tl
HEWVRECEEARETELZLERLTNS. LnL,
BinDiff 72 & & [Al&kIZ BinSequence (% B%% o 645 %1l 1l =~
n—77 7 OEUPERENEAIS, R 5B E R UK
L LTREBRET DRMMEMEN D H. BRMIZIE, 2 EOFE
TR~z 11 DDOF AT 7 VKO NRE = BEED T A
77 )R E BT B IEm et HE T e — 2T
NERIZ BT D720, ZNOOFEITIBEFIENFEEL
ERABERET LI EFHLNEE X OND. Fz,
BinSequence & BinShape D FEIEN AR TR N 29,

INDDOFELREFELEEMITIET S Z ENE L.

41 IDAFL.IRT.& QLB

EEFE L IDAFLIRT.OHRE TIE, HEE2FTMd 512
FELWEEAPHONTHIVLERNL LD, Rl
BFMNREEND 150 BikEH 2. 72721, MIPS 72 &—
ESOMIKTIZIDAFLIR T V7 % F ¥ AEkbic = 7 —n
AT DT, T b ORIKIE 150 BIKIIEE ERn
RETIE L IDAFLIRT.OREREE 2 ik LR R, B
H OB EREEE X, REFIET 99.5%, IDAFLIR.T.I 86.9%
ThY, BETFEIR6FA L MEWERERST2. Zh
%, IDA FLIRT.FEMAZ B T2012, a3 E B
Zxtgel L2 &%, CRC Ot %a— RABEEAETIT
o<, BAEROEHENSRVOFEEMTETLIRSRE L
NI EBRFRRTHD.
4.2 BinDiff & DELE

BinDiff I 2 DDEITT 7 A Mkt L TR O <0l
W7o —DXESEHRTHY—LTHY, BEFEDOLD
WZFHI 7 A 77 Y LIRIR DB % el T & 72\, BinDiff T
BEBELZITMET 27720, 07477V ofRb0iz22.1
HTIRARTZHIET, MEBRERT 27477 ) BEE#EE
LizZI—=7nrson5 W7 a5 25) 2452
L2 L7=. BinDiff OFFHAARFNT 2 B e & S IZRiko v
NRIERSNZY =V TF oA VTHREEA T R 7T 2% E
NRFTDHZELIZLZ, 2%, BREBFERT L2477 Y
BEIIRFER Y m 77 AT R TEERL TV .

HEIC VDRI v AR AERAE EN D ME DR
NHEREOE L RICERAESNEZY =V F = A VEIC 1T HRIK
FTOBIRL T, GFF 21 BIKEZMHEH L, BinDiff QR ERE
ZHEM L7, BinDiff OFFEREIL 882%ThH Y, _EF
1% & BinDiff % it U CIREFIET 113 FA » FREWVER
Ehpot=. T, 9477V BEEOHTIZIT execve BER &
readlink BA%d K 5 lZm a3+ _CR U Lz, #H#E7 o
—FETHRUBEENZHGFET DD THD.

5. BABABYARAMIKBTILITT7DHE

Windows < /L' = 7 /2 E T~ /LU = 7 MEH T2 API
(B3 DERICEV VT =T 77 IV OSENWRET
HABZLEDTRENTWVAI]. IoT =T =T IZBWTH
BHOVAPMIED <Y = TRAOABEMERRINLTH
5[10]. AV A MNZED~N T =T HEIIT —%T 7
FXIEFLRVFLEDR DY, 2HOT—F7 7 F v 1HF
T2 0T VD =7 ONEICITRANDH L EEXHND.
FIT, AFETIZ T A =T 2L DY A N2
THE~vNU =T 77 IV ERHETELINEHHD.

B4 DA NCE D~y =T Il
A NBREZRD. LrL, 3EORKETIT IS HOBEEE
1 ORI VIAD IR -T2 T, 15 EOBEEITT T
DORRARD HC e b i FIBEE O i 0> - 72 B %k % B D i >
LIBIRT A Z LT LTz, B, 8 DDORKE BB D BEEE
X T X TOREIZBONTHT I 1 DO LS
NTCWRD oz, T b OREEBEIIHGE CE =
EERENEEZLND.

REFETIINHBEAESCEKFRAROH 2T XTDO T A
77V B EREE LTS, WNESBIECIRIFRIR 0 & 5 B
XY =N F oA VIHRITFEL TWDZENDD. TD=D,
<N 2T DY —AaA— KRPRE—-TH-TH, Y—INFT =
A UPEAET LB OMAEDOEDR R D2 ENnD 5.
ORIV —NTF oA LV ORBER T, = —F—
EREBNEOCHT T4 7T VK (Ao =T DY —2A
a— RIZRRHE SN ETRENDEE) ICRELZ. 0
FER, TR TORBITBOTEESA Y R ML 563 FEEICE
FITE, I TORBORMEL Y A MIEEh D 2T
182 fETh 7. 563 FFHOHAL U A~ HEBE %
RUTCRER, MEBUEED BAL 6 fFOREA U R Sk e
RO 50% % b Tz,

WICHABEL DY AR TV =2T 77 )& TE
LMEIDEFRDID, LY X M EABEEORET
0 F721% 1 DENL/RD 182 RTDRT MVIZERL T,
t-SNE (t-Distributed Stochastic Neighbor Embedding) THr{k
Do AT AU L. ZORRER 4 1777, KO BT
VirusTotal DftH-% AVClass CHE LI~V T =27 77
V&4 ThD. LB TSINGLETON | (I ED 7 7 2 VIThy
HTERDoT-RETHD. K77 IV ICEHEDI T AH
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DIFEET DN, KFITAZICRRLZ 77 IV NEENLME
BuIbipnz ens, BERADI AT T =T 77 3
UESFETEDL EEZBND . Mirai 7 7 2 VTV 200
7 T ABRITEINTZDT, Ml %E Mirai IZBRELT, 7
F A )AL YD ESET-NOD32 7343%8 L 72 Mirai O i
i T~ TEIT LICRER & X S IR difi 7~ 13 156
FIEH D, 5 DOV T AX TIIREOWBENEHE £z
TED, BEA YR NS H — D4R R L B
DD xR L.

6. #ER

AT, T4 77V BEEOKRTFREG LS ONEFR
REFRLVIC L THEEA R RFET 2 TEEZRE L. N
H—r=o T U TORTIHEBLNEETE o271

60 4 ® ® SINGLETON
® gafgyt
® mirai
’ ® silex
401 ‘A ® tsunami
' @ not scanned
R0
S N
8 4,
Y
[ ]
o % ¥ ‘e ¢
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r % b
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—40 1 T T T T T T T T
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4 ALY A NMCLED~YA Y= T 77 I YOS

adg B ° o,
404 v © ° @
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o4 @ [ ] t’ 4
@ o s
0l ® e °
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°®
—40 4
L
—60 1
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X 5 B4 D) A Mz X % Mirai OHifE

77 U BEICKR LT, REFIEICR DL OREEIT -
ToFER, 97.6% DA HFHE Lz, #ETFIETIIFETE
RV EZOFRNEHSITL, S OB R
WCHZ DB/ NS N L ER LT BEORECHEED
FyEE LTR#EM 2 IDA FLIR.T. & BinDiff |2 X % B4
DFEE R B & LRGN L 72 fE 5, 2R TFIEIL 99.5%, IDA
FLIR.T.i% 86.9%, BinDiff (% 882% Cd» ¥, {EEFIEDL
ERENRbEWER L R o7, RBICREFETHEL
TFEEA DY A MCEY 10T /v =7 2558 TE 5 hE
MERLZ.

S%OMBELE LT, BRENLKRFOE M FE RS R4
% IoT vV 7 =7 OKRBET —% &> MNISIZRT H1RE
FEOFMWEFMBRT END. Tr DT -~y F
TFRIEIZLY, 51,948 (K (Intel 80386, ARM, MIPS) O
35, 99.98% DIRIKRD Y — VT = A & RFETE D AHEM
DD EEWRLTND.
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