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Detecting Malicious JavaScript Using Character-Level CNN

Minato Ishida’* Naoshi Kaneko? Kazuhiko Sumi?

Abstract: In recent years, attacks that infect users with viruses by exploiting the freedom of scripting in web pages have increased.
Web browsers usually detect malicious sites and block them before accessing them, but attackers sometimes apply processing to
avoid malicious detection. For malicious JavaScript, obfuscation is sometimes applied not to be recognized as malicious. In this
study, we perform text classification on JavaScript with the aim of finding malicious scripts regardless of whether they are
obfuscated or not. In order to detect malicious JavaScript with or without obfuscation, we use a character-level convolutional neural
network to extract features of the JavaScript source code and classify them into two classes: malicious and benign. The results
show that character-level CNN can provide highly accurate detection without the need for special preprocessing for malignancy
detection.
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