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Toward Improving Testing Cost of Reflected Cross-Site Scripting
Using Reinforcement Learning

KENTO HASEGAWAY®)  SEIRA HIDANO! KAZUHIDE FUKUSHIMA®

Abstract: Reflected cross-site scripting (XSS) is a typical vulnerability in a web interface. Existing XSS
testing tools use brute force or heuristic methods based on known attack patterns, which increases the testing
time and the load on the web server due to a large number of requests. In this paper, we propose a method
of autonomous audit testing for reflected XSS vulnerability using reinforcement learning. In the proposed
method, we use reinforcement learning to learn how to autonomously construct attack strings of reflected
XSS through recombination of known attack string fragments and state observation of parsed web pages. As
a result, the proposed method significantly reduces the number of requests to the website during the testing
process by acquiring the optimal policy through reinforcement learning. The experimental results demon-
strate that the proposed method can find XSS vulnerabilities with the least number of requests compared to
the existing tools.
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Fig. 2 Overview of the proposed method.
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FEEH T2 22T, R4\ — KA “Script data state” K
Br7s. ZOX2Z200FTHTI—VIRREE 579,
(b) D “RCDATA state” JRAEI: = — VAR & T D FfED 2
THD, TORBIZEFELZE Z O ropher £725.

4.5 RSB XSS KEsgitiRE

FELOIREE, 178, ®mE b i, sk EETALITYX
LEAVWTZ—=Y Y b2 2. A XSS MEICE
WX, FRETERINIKEIE S R T L DIREEFTELRIC
BT E ZERTERV. B, FEOEECHT S 7 4
NEZDOHEE, LROEITED RT3 DI L
V. 22T, AFRTIEELEE ORRS 5 0 2 IREERE
RreHOTROITERZIRES 5.

KHR XSS A D 7 L3 X L% Algorithm 1 IZ/RF.
T X LTI, K XSS OEggtEicx it 3 2 M
XFHNBRODBIGE, FOXTFHEERT. XFHBERD
DERVWEE, null 2R L, MHEEBRAITERrozE
PHISHES. 3THIZBWT, IEEADMILEEETFIL
THERL TV HEE D 2IZ, RE s 128 5178 o ZHL
Y EDOMERp 2155, 1TENCH-D, 141THTZDIREE

Algorithm 1 8 XSS BE 713V X L

Input: JIFEABLAEET L M, BE €, A4 v — FXF5 P

Output: MEXFH| T

1t T+ P, H <« 0, s + HIHIKE

2: while s ¢ S; do

33 L+ {(a,p)|p=m(a]|s),ac A}

L % p B L TREIEICI AN 2

i 0

(a,p) « L[i]

while (s,a) € H and i < |L| do
i1+ 1
(a,p) « L[1]

10: end while

11: if i == |L| then

12: return null

13: end if

14:  H<+ HU(s,a)

15: 1781 a ZFETL T ZHH

16: s+ B &€ »SIREEEN

17: end while

18: return T

s 2178 o RFLSRT 5. ZOER p AEVIEICAITE) o %5
7L, I5fTERBVWTHEXTINT 2EHT 5. £L T,
16 TEICBWTITE o 23T L RROIREZ B L, R
s 2HHT D, ZOR, MEXTEY T B XSS A
DREEE AL SBIRVEER, Web R— I DRELFEH| T
7 4NXLTWBEEICE, REs 3B bLRWhEE
L BRWIRBEL 72 2. IRBE s L LR WS, RORIT
WBWTTITE2S 10fTHIIRENZ L —FIc& b, K
RE s IZBWTHIEI &L D SR p MERWVTE) o 23175 5.

5. FEMESEER
BRFEEI VP2 —& FIcEEL, FMHERETS

5.1 R&E

—H D 12T A% Python I WTSHEEEL /2. Web
R— Y DN, Python 2> & FIHARER A — 7 >
V—=RA7A4 T VEMEHLTVS. Mo 4770
Web R—=I Z M 2 532 2 IVl TH b, HTML
121% Beautiful Soup*?, JavaScript (21 Esprima*3, CSS
12 essutils*™ & 22 VWT W3,

LRI BR L T—Y = ¥ Mid OpenAl Gym*> T
T 2N CEE L. (b E 713V X 413 stable-
baselines3*6ic & £ 2 PPO ZH L7=. 7238, stable-
baseline3 1281} 2L E 7L 3V X L DITE) L flERD—
BEORIFICIX, BEFZ 7 REIGRUMBEICEE L TW3.

*2
*3
*4

https://www.crummy.com/software/BeautifulSoup/
https://github.com/Kronuz/esprima-python
https://github.com/jaraco/cssutils
http://gym.openai.com/

*6 https://github.com/DLR-RM/stable-baselines3

*5
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}Eifﬁifv E%T%W—JL" ifﬁﬁi@%‘v
I—>x>hb XSSMap, ... Web77 1)

KR RTS> [Fo==#j

i8Ry RDO—2

&/ Docker1> 57

4 FEBBUE.

Fig. 4 Experimental environment.

5.2 RERAE

BLEE O, Web _*—2% HTML 77 A L &
LTr—AVRBEICEEHL, 2hE3RL TS 5.
A Lz HTML X 19 F$EH D, WAVSEP *"I2& %
N3 G XSS Magstk ¢ FfED b 02 HH L7z, WAVSEP
LIFERLZBZNED Web R—IDBEENS.

X 41%, FHAROERBREOMBE RS, MIFEHRED
FEAMiRE I, Docker 2 ¥ 7 F % FWTHEER L 72 (RAEEREN
W BN — BRI L, WAVSEP % Python THB
RELET7 TV r—vay (BREMNR Web 7 7)) %)
fExE3%. Z 21213 WAPSEP THE XN % XSS gt
ZETL Web R—=Up 5 21 BZFELE LTS, 2077
Vr—2a gL, iEAOT—Y 2 b $REFE
I— b)) RHEY —ALEHWTHETE2RET 5.
MENR Web 7 7N 722N LTEEL, 20
TREFNIBVWTY ZT R MIEFHIT 3.

I—YzY MIHWREILEE 7 LITY XL LT,
PPO [7] WV 5. RRFIRICBIT 2IREZEM S v 17822
M ARXE S ICHEEZE S DT, BESCREEZER ¥ BT
B2 G S 2 (LS 7L T X LB BE T 2 NED
Hb. ZOEXMEEMNZTRBENE 7 LY X6 LT,
PPO Oftuz Q 2%, DQN [8], A2C [9] B&EF s b, Z
N6 55, D RWERITEE TR, $hbbd
TV ITRHERORNT LT XL TH S PPO 23ERT 3.

PPO Z AW/l ciE, o7 v 7% 50,000 [2]
L7 F£72, FERIZ 0001, EHETORT vy THE
64 ¥ LTRREL. ZOMD T X—Xi%, #BIFHL
725 4 751 stable-baselines3 O#JHARE & AN 3.

I—Yz Y MPRBITENIR 1 DB THS. Bllxh
ZIRAEIIER 2 2 B 23 LTS, I rg0a = 10,
Toregoal = —1/2, Tother = —t £ LTRKAELTWVWS. /2L,
tIEIEY —FHRDAT vy THTH 5.

Hegont g e U, 2020 ELRRICHEH T N TV 3 R
XSS MagstEx A3 2REE T2 A —T VY =AY =)L
PRALE. cho0d—7 2y — 27 — IZBE O 4T
A XSS g2 MAIT 2 D OMEXTFHID U A kM
HEuYdy 7R THREINTVS. ERFIZBWTI, BE
MR 22D Web R=JI120 L, MEFERTA -T2V —
AV = VERWTHSEERELZITS. 2055, Mgttsr

*7 https://github.com/sectooladdict/wavsep

£ 3 HEBICHWEF—F Y =2V —.

Table 3 Open-source tools used in the comparison.

v—n4% | URL
XSpear https://github.com/hahwul/XSpear
XSSer https://github.com/epsylon/xsser
XSSMap | https://github.com/Jewel591/xssmap
Wapiti https://github.com/wapiti-scanner/wapiti
w3af https://github.com/andresriancho/w3af
WUOIX M
30,000 27,153
25,000+
@ 20,000
3
3 15,000+
o
)
@ 10,000
5,0001
0- -
XSpear XSSer XSSMap Wapiti w3af Ours
Tools
B 5 ZEEBRHER My 0.
Fig. 5 Experimental result (total requests).
EEERN)TITX ML
[2]
k7]
o
>
o
)
o

0,
XSpear XSSer XSSMap Wapiti w3af Ours
Tools

6 FEFHER CFERNY 72 M.

Fig. 6 Experimental result (average of minimum requests).

BT 2ETORNMDYV ZZ A MVREEEL, 1= H
72D OFERNY 7L A VEEH T 3.

5.3 SEERIER

BRETFEOIFTIZ, 50,000 27 v FTa—HLERED
19D Web R—V ZHRICT—V = > b EFEH L.
—HOFFICE LR 2 D EETH 5.

B 512, MEMNRD Web H A4 AT 25Y 72 b
BERT. BMENRED Web R—JI13&E 21 DD, =
NEDR—YDBEDDEY —ABR—=V% ) 7T X
L7zm#EERS. KI5&D, =7V =AY —ILTiZ
BEIPOSEARIOY A MEET S, X, -7
V=R = VI IESE 2 RIS E S 2 OB EHITH
D, BREY —ADHZBZMELFHIOY R P ERYTDT
Wil T3 270 TH5. UL h Y — L TIIEERN
SR RE T 2 Z e RREE R B 03, T XS RITIE
IMRERRT® Web 4 FADEMDEL L b, — T,
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x4 X [10] & L.
Table 4 Comparison to the results in [10].

EFVL[10] EFNV2[10] EFINV3[10] REFE
237.0 222.2 271.6 73.6

WU MY

BEFETREH AV 7R THotz. ZHIF, BE
FETIFP R e b —o0MFEREZ B LT, %%
PN BEXTFHNRERT 2720 TH 5. BEFIETIE, K
BEXFHNDY A NPRERY v 7 2EETZ kL,
B30 & 2 IR TR R S H N O RE R SR8
LTWwWa, EBERID, A—Fv YV -2y —n gl
TREFRIENZERL TV ZLIRENS.

K 61, 21FHD Web R—JI2BWT, 1 R—I D
DT L 7N a9t 2 R T 2 £ TORNDHLTE
BERT. kB, 1 R=YH7=H OFAITEED ERIE 10 [
YLTEHL, 21 D Web R—JIZBWVWT—2THik
FTEEGDS 10 BB Z 723 DIIEMEIC > 2 ML TwW3.
X 6 1REND LD, 6l 4HDY — LT > HRE
NnTEH, Py —2LED Web R— I THiFHH %
HATZ2ETICIOERMEDY 7 X P E2ELTWVWS, —
T, BEFRIFHE IR VIZANTHD, FENTHR
NOFATEETHESIE R R T2 Z 2RI LTWw5. L
Lotk b, REFRIPHO KSR XSS HigsiE s
ez, BEEEAWEHROERICED, BEX
FHN DRI IR L 2 & RS

R 4.2, SR [10] & oL Z RS, Sk [10] 1%, FEEER
B ANRBIDNE S % Human-in-the-loop Z #ifg & L /=5t
N X B HEFSHRRAITFIL [5) 2 ki, PPO ZHWTH
P L 7 KBk CTH B, FEBRTIESCHR [10] [ U 19 O
Web =2 W, BLEODY — FMEZZEZ TS5 RFEERLT-
BRD, $XRTD Web R—=IBEIWXBIIZHY 72 MK
DVEZRT. £4 &0, BEFEORY 7 X M EH K
Nee D, SR [10) D 3 DDETALEIDREL VTR b
BEBRLPEXEZZLICHNIL TS, ZOER2S, 2R
FHEREBI 217> a vy OREIHESRIREDERTED,
HEMN R BRE XTI OEBRICE DEELTWEEEX 5.

5.4 FR&E
REFETIIRCE OTENIBEE OB T O Wi
HOHWMENTED, FRAROERIIIEE DM %
EFL Web R=IYEZHWTEE L TWS. 20k, B
DR X TFHITIIRAT R OIEFES, %83 % Web
R=DIZEENRVIETIEE, REFIETORIDEH LW
AIREMEDS D 2 s VAR L 72 5.
COHEEMBIRT 2 TFERDO—o L LT, XFHIkA%H
BIICAERT 2 FIEOEAREZ NS, fHlZF, R
F— R 2 HEEE 7 L2 R LR R LS
ROERDZET b5, BEFHEL LY OERZ Y

DESIHHAEDE 201E, FEROBFHRETD 5.
6. HHDIC

ARETIE, WL E W B 7 SR XSS st
OMBEFEERE L. BEFETE, POEALRGE
XSS WEZ DN 2 BEHIOSCFEHOW O B EY | 1
XIRHTIC X ZAREEIIZE U C, (ERFIETREL 572 A
M DMER LI BEINCRESCEY R M T % 7 ik 5k
FEHTEET L. 2oME, BIFEIC X2 RERTERD
EE» S, BMERIC Web ¥4 bAD Y 7 = 2 MEfiE K
MBI ST Z e rRE 72 5. FHMisEBRz @ L, BifFY —
N DHBIZBWT, BEFHEEIRDDRVY 7T X M
BCHTEERRETEZ 2 ERLE. SR, RAOM
SRS BRI A HET D 5.
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