Computer Security Symposium 2021
26 - 29 October 2021

IS—{IELSRMWN TR ITS—FTIEZILOd) X L

oA RN BRI R

BIE : RSA IS OBAERTIEX, AN OFERIZ Binary GCD 743V XLABMEHINZ e 2 H
%. CHES 2019 IZB8W\T, Aldaya 5%, Binary GCD 713 ) X A TETI N3 HEHERORY % VA
FFv 3 LB X DI L, WEREZETTEZ 2R LA B2 EERINIIH 4 ZEED
I —DREENTVE20, MEREEILT 2720123, HERINICEEINLI T —%FTIET 208D
H%. Aldaya 5OIRRLLF —F[E7NTY XL FEEEOLS —DAZITIERETH 5. KL,
SCIS 2021 IZBWTC, EBREHO LI -0 EN A TH LT —F[IENAIRER 7 L2V X AR L.
RBETNVIV X LEHE—FEHOL T =12 L THEARTRET S 253, HILRMEV WS MENH 72, K
FRTUX, SCIS 2021 TORET LAY XLZHETEZIIED, DTS —DAISHEATEETH 3
PETEENENLT T —F[E7 NIV XL 5BRT 2. B—BEOT 7 —ICRESNZRNTIRET LT
R ADFTIEREN ZRUEFEERC X DIRIEL, 742V X403, BEARE D ETERNE VT L 2R L.

F—TJ—F IRSAMSE, #4 FF v 2K, =5—FF

Error correction algorithm for erroneous LS sequences
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Abstract: In RSA key generation, the Binary GCD algorithm is sometimes used to calculate the greatest
common divisor. In CHES 2019, Aldaya et al. proposed that a sequence of operations performed in the
Binary GCD algorithm can be collected by a side-channel attack. Moreover they showed that it is possible
to recover the secret key from the sequence. Since the obtained sequence contains various types of errors,
it is necessary to correct the errors in the sequence in order to recover the secret key. The error correction
algorithm proposed by Aldaya et al. can correct only a single type of error. In SCIS 2021, we proposed an
algorithm that can correct errors even when multiple types of errors are included in the obtained sequence.
Although the proposed algorithm can be also applied to a single type of errors, its recovery rate is low. In this
paper, we propose an error correction algorithm with a high recovery rate that can be applied to only a single
type of errors by improving our proposed algorithm in SCIS 2021. Numerical experiments are conducted to
verify the ability of the proposed algorithm to correct only a single type of error, and it is confirmed that
the algorithm has a higher recovery rate than the algorithm in SCIS 2021.
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Algorithm 1: Binary GCD algorithm [1]
Input : Integers a, b such that 0 < b < a
Output: Greatest common divisor of a, b

1 begin

2 u+—a,v+<b i+ 0

3 while even(u) and even(v) do

4 Lueu/Z,vev/Q,i(—iJrl

5 while u # 0 do

while even(u) do

7 L U u/2 /* u-loop */
8 while even(v) do

9 L v+ v/2 /* v-loop */
10 if u > v then

11 L U~ U—V /* sub-step */
12 else

13 L Vv —u
14 return v - 2°
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Table 1 Comparison between algorithms
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1 i
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P =0

l;'D—l
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7 =0
Q)
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’
1,-1

1 _
Loss"(b, x) = —- Y [logPr (27 — Z1) - 2|

/!

P =0
’
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— > [logPr (20 Z0) - 27| (6)
4 =0
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Algorithm 2: Error correction algorithm

Input : Public key (N, e), erroneous LS sequences pair
(LS,, LS,), t and L.
Output: Set of candidates primes M.
1 begin
2 pl0] < 1, q[0] <1

s | M« {(p[0], q[0])}

4 for Iterate t — 1 times do
5 M +— UbEM Expand(b, N)
6 M < Prune(M, e, L, LS,, LS,)

7 return M

Algorithm 3: Algorithm for obtaining LS se-

quence from partial solution

: the n’ bits candidate solution p’ and public
exponent e = 2™ + 1 (3Im € N)
Output: LS sequence LS

Input

1 begin
2 LS <; (334
3 a < BitsToInt(p') + 2™ — 1
4 while a > 0 do
5 while even(a) do
6 a+ a/2
7 LS+ LS+ ‘I’
8 if a > (e—1) 2 then
9 a+a—e
10 LS+ LS+ S
11 else if a > 1 then
12 a+a—1
13 LS+ LS+ S
14 else
15 L break
16 return LS
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P =0
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