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Abstract: We had developed and contributed the feature "Client Policies" for Keycloak to support OAuth 2.0 based security
profiles flexibly. By using client policies, we have implemented Financial-grade API (FAPI) security profile to keycloak. In this
paper, we show that we can implement new security profile or modify existing security profile easily by using client policies and
prove that these security profiles pass FAPI conformance tests.
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{"name": “fapi-profile",
"description": “The profile for FAPI security profile",
"executors": [
{"executor": "secure-session",
"configuration": {}},
{"executor": "confidential-client",
"configuration": {}},
{"executor": "secure-client-authenticator",
"configuration": {
"allowed-client-authenticators": [ "client-jwt", "client-x509"],
"default-client-authenticator": "client-jwt"}},
{"executor": "secure-client-uris", «— 31(3)
"configuration": {}},
{"executor": "secure-request-object",
"configuration™: {
"available-period": "3600",
"verify-nbf": false}},
{"executor": "secure-response-type",
"configuration™: {
"auto-configure": true,
"allow-token-response-type": false}},

+«— 32(6)
{"executor": "secure-signature-algorithm",
"configuration": {

"default-algorithm": "PS256"}},

{"executor": "secure-signature-algorithm-signed-jwt",
"configuration": {
"require-client-assertion": false}},
{"executor": "consent-required",
"configuration": {}},
{"executor": "holder-of-key-enforcer",
"configuration": {
"auto-configure": true}}
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"configuration" : {"roles" : [ "sample-client-role" ]}}],
"profiles" : [ "fapi-profile" ]}

— 23103)

5 Policy [fapi-policy |
5 T/R &% Policy Ifapi-policy ] X, 7 —/L [sample-
client-role] 23|V ¥ CToHi=7 74 7 > MZ Profile Ifapi-
profile] ##MHT 5 X 9129 5. Ko T FAPI-RW-ID2 % i

HLEWZ IS4 Ty MoZoa—Luwf53 50T,

4.2.1 Client Policies E A DR

o 22 filcHDHiEY Client Policies A LLRT D
Keycloak DIa, 7 74T MleFa VT4 7a7r7A
NEEATLUBENTOND L2, 7747 MEllS
BOREEIT 9 MM > 7=, Client Policies TIXX 5i12dH
% Policy DYEL L, FAPI-RW-ID2 ZiEH L=\ 54 7
MZa—NEf 535 DR THE.

F 72, Client Policies LLAij® Keycloak D354, FAPI-RW-
ID2 DWHAMGERSTND T TAT > FEEANRNS
SLIZWGEX, 2077347 0 NOREE RIEREMEE
TORNWEIELLEETILERD 72, ZHITH LT
Client Policies Tl% FAPI-RW-ID2 D i[5 L 22> T\ 5
747 NEBAMENLHAHALI-WESE, T T4
TV b u— L EIT O T,

S5, 231 i@ TR EN TS X 1T, ClientPolicies
@ Policy 127 747 FDOfx DY 7 =X NONEND,
Profile Z 42578 9 AR ETE 5. Client Policies LA
AT Keycloak TIHE ZAULFEBLTE T, F WO 23 ffilcHh
DEICVNV L BB LREILY 947 & b 2R LK
EEEHT BN 72, Client Policies B AT 5 Z &
T, TOLEREL 72oTz.

BLE XY, ClientPolicies D AT 5 Z &C, FIKIZEF*
2 VT4 7a T s ANVOHBER S EREITA L KDk

-7z,

422 ft¥k & DEEHERRELE

WIZ Profile [fapi-profile] (2L Y Keycloak 7% FAPI-RW-
ID2 DAEERIZHEEG L TWD Z L aRT.
EHEOLNBHELTND 0SS AI2=T 4B TH D
Financial-grade API Security : Special Interest Group (FAPI-SIG)
[27]7%, OID-F @ Conformance Suite 0> H B 324TE 5 % $2 {1t
LTWa. ZREFAL, 7APMINATH LR L
7=. Linux D 0S D<= ZFHA LTV A HAD FIEZ X
6 IZRT.

$ git clone https://github.com/keycloak/kc-sig-fapi. git
$ cd ke-sig-fapi

$ git checkout -b fapi-rw-1d2 refs/tags/fapi-rw-id2

$ docker-compose -p keycloak-fapi up —build

6 FAPI-RW-ID2 ff| Conformance Suite ¢ H #) 54T
7 A MEJIL, Conformance Suite ¥ —/3— Web ~2—
¥ (https://localhost:8443/plans.html) & 7 F A k7 7 A JLiZ
HMAOEND. fiEEZT A MEROY <V ==V %K 7
R~
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7 FAPI-RW-ID2 ff] Conformance Suite D #& R4~ U

COTAMNERERBELZER, 2To7 2 MNABIZ
WNRALTZZ & oMl L.

&7 A NEE OFEMLFER AR Web X— U HERT
5. x0T A MOFER (result) ITOWT, 7 U —r
(PASSED) L75>TWHHDIE, TAMI/NALIEZ &
ZRLTNS.

K (REVIEW) t/7a-oTWbHbHDiE, £0OT A MAEH
OB ET A MIRALEZ L2 HBMICHETE 22
LERLTWS., ZZ2TRY Y—AF—F—DT7 Z7 W
LTI —S&ERTT A NEAN ZNICEY TS, T
BRCIIAMEZHEFICLZGAOZ T —IREICOWT, B4
DZRENFIIHREL CVIBRHAETTIIRELTE LT,
ZORBNIXGRG CTZ BT 5 72 Conformance
Suite D71 77 A TIXHBIRIZHE TE 2. OID-F 2
LREZZITLEAE, TA ORI LT T IFIIH LT
FRLEEED X F v 729 v ~% OID-F (%A 5 4%
WD, AL OID-F NHREEZIT 5 £ TlExs
HNTHDID, TAMMERN REVIEW L7225 Tn5H 0D
HT A MIRALREERM LT

A1 ¥ (SKIPPED) Lt7:->TWAHD1E, fHESN
TBAHTNTY ALK BRI ARASNIZHDT, 7
A NOHEITHEN W ETHR L.

43 BBFEEX1YT4TOT71ILDER

4.2 Fi® Profile % 324 L 7= Keycloak 73, FAPI-RW-ID2 0
WERTH S FAPI 1.0 Advanced % ¥R — b T 572012,
Profile [fapi-profile| % FAPI-RW-ID2 D& E K T % FAPI
1.0 Advanced ~EE T 5.

FAPI 1.0 Advanced TIE, 3.2 Hi(5) Tk~ 7238 Al ZRIKF D
Request Object DM & Z27eFIHIZBI L, JIWT @ nbf 7 L
— L& EH, = OfEIX Request Object DRI .25 60 47
UNTHhHZZ L <EMEnz. ZOERICKHET D
7=, BEAF @ Profile [fapi-profile] %X 8 ORRIZZA T L7-.

{"executor": "secure-request-object",
"configuration": {
"available-period": "3600",
"verify-nbf": true}},

— 3209

8 Profile [fapi-profile| M H
Client Policies LRI Keycloak DA, 7 74 7 > M
EEBEOEX2 )T 4707 7 A NEHMT 2720 DME
DITOND LD, 7747y MElIEEEEZIT H LB
& - 7=. Client Policies T% DMENMEL 72 o7z,

4.3.1 Client Policies E AN R

HE—HD 2.2 HilZH 21E Y Client Policies LLRT O Keycloak
DS, EX 2 VT 4T a7y ANEEET DG, O
X2 VT4 TR T AN EBEALTVWLETDZ FA4T

VINOREZELLEETHHENH 7. Client Policies
TIEX 8128 % Profile DZEH DA TiFie.

X2 VT4 TR T s ANDOEREONFICL > T, BE
7D Keycloak TIFHHR— M TERWEALELLND.
Client Policies & A LLRT® Keycloak CTli, &F—# o 2.1 #ilZ
H5EY, Keycloak KIED Y —R2a— FO®E L, £l
57 747 FOREDEBMPULEL R DGENDT-.
Client Policies & A7 % Z & T, Keycloak ARIETIX72 <,
Ta A K0 H AT Executor & 2 L, Profile 2% D
RIE ZBINT D DB THL.

LX), ClientPolicies DFAT 5 Z LT, F#KIZEEAF
Yt X2V T4 T T ANVOEELEREITZAD LT

-7z,

432 fLHR & DFEE ST

4.2 i & [AkE, FAPI-SIG @ Conformance Suite 0> H #3217
BREZFHAL, 7 A MINNRATHZ L 2R LIz, Linux $&
D 0S D= EFALTHWIHEOFIEEX 9 27T

$ git clone https://github.convkeycloak/ke-sig-fapi. git

$ cd ke-sig-fapi

$ git checkout -b fapi-1-advanced-final refs/tags/fapi-1-advanced-final
$ docker-compose -p keycloak-fapi up —build

9 FAPI 1.0 Advanced i Conformance Suite ® H &) F1T

Conformance Suite @ # — /8 — @O Web X — ¥

(https://localhost:8443/plans.html) &7 % R K 7 7 A JLIZH
Nans. fi#EET A MEROF <Y —~—T %K 10 12
R~

10 FAPI 1.0 Advanced ff} Conformance Suite #& 5V~ U
COTAMNERERKELHER, £2To7 2 MNEBIZ
AL L 2R LTz,

5. BHYIC

KFRHILDH—HIZT, Keycloak (2 OAuth 2.0 X—Z D&
Xa T4 7ur7rANEEHATLEDICEa— FRED
BIERMERIGEND Y, 727747 FORENEME
EWVIHHEEZ IR~ B U E[15]T, Th bHE% 7
425 729IT Client Policies &9 2 FE2EALZ
NEFEELT. ZILb% Keycloak IZa2 > R Ea— g
L, v— Y &M, Keycloak 12 7 & FH A4E & 72 - 72[28].
ZHUZ LY, Keycloak RIEDEENREL D, &EBME
GAEENTND Z L2 R L.

Z @ Client Policies #FIf L, # L < FAPI-RW-ID2[23]%
Client Policies @ Profile & L CHEIE L7z, Z ®FEIL Client
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Policies % 5459 % LLAT® Keycloak TRIEROHEE 7 T A

TV M DI R TERRARFRNTHD 2 L MR L.

KT Conformance Suite D7 A & FEITL, £TDT A
NEHZNATDHZ L EMER L.

B2, Z0BX=2VT7 147077 AVEEEL FAPI 1.0
Advanced |Z%})i, Client Policies % 3359~ % LI Keycloak
CTRRDRER 7 T A T ¥ MIRT DI~ TR
ThdZ xR Lz,

[d] U < Conformance Suite @7 A & 3T L, £THT A
NEHZNATHZ L E2MER L.

S24E L7~ FAPI 1.0 Baseline & O FAPI 1.0 Advanced Dt &%
2 U7 47 a7 574 /V% Keycloak THHR— hT 57201
W73 Profile, Executor, Policy & U' Condition % Keycloak
iCar hYbEa—varl, w—Y &N, keycloak 14 705
FIRAFRE L Ao 72,

4 #1%, Z O Client Policies Z-X— 2 & L T FAPI 1.0
Baseline J O" FAPI 1.0 Advanced & IZPEE DR 5% =2V
TATTuT 7 A NVDEEKRD Keycloak ~D = hJ E
2= arERELTNDS.

BEE  Keycloak @ Project Lead C&> % Stian Thorgersen X
7B 1%, Client Policies ® = 7 &, & D EMARFK G
THEL OT AT 7 %IEEZ F L=, F£7= Client Policies %
DY RIZIE Keycloak Development Team D A > /3—TH
% Marek Posolda <>, FAPI-SIG % (% U ® % < ® Keycloak
AIa2=T 4 DAV NI Ea—F—DHFAICHEWZE
Fliz, ZZITEHER~ET
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