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Evaluating the possibility of evasion attacks to machine learning-based
models for malicious PowerShell detection
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Abstract: In cyber attacks, PowerShell has become a convenient tool for attackers. A previous study pro-
posed a classification method for PowerShell scripts that combines natural language processing techniques
and machine learning models. Although it has been pointed out that the accuracy of machine learning is
degraded by adversarial input, no verification has been reported for PowerShell classification. In this study,
we evaluated the possibility of evasion attacks to the machine learning-based model for malicious Power-
Shell detection. In addition to Bag-of-Words, Latent Semantic Indexing (LSI), and Support Vector Machine
(SVM), we combined Doc2Vec, RandomForest, and XGBoost with the previous models. As a result, we
confirmed that evasion attacks are also possible in PowerShell. In particular, the models using Doc2Vec
decreased the recall rate by 0.78 at maximum. The effect mainly depends on the natural language processing
technique, and there was almost no difference in any machine learning models with LSI.
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