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Abstract: In recent years, there has been a growing demand for anomaly-based Intrusion Detection Sys-
tems. Among them, methods based on machine learning have attracted much attention and have been widely
studied. However, most of these methods require a great deal of effort in designing and extracting features,
and assigning labels. In this paper, we propose a method that automatically extracts features from packets
and detects anomalies with a single deep learning model by utilizing an open dataset of multi-class. The
proposed model consists of a Convolutional Neural Network part for feature extraction and an Autoencoder
part for anomaly detection, and uses three different loss functions for training. The effectiveness of the
proposed method is verified using several datasets. The results show that the proposed method outperforms
the comparative methods in detecting attacks, especially those with C2 servers.
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R X TV RIVEADFEBIZAE S V1 N =B EMAL -
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L7Em0 6, RAOBEZRMFEERT / < VB IDS,
B TH, BEEEEAWZLOEEEED, KL%
TINTWS [2], [3], [4].

CHR [5], 6], [7], [8] Tid Autoencoder % Fi\ 7z FH AN
FEPREINTWVS. Autoencoder 1% Hinton & [9] 12
Lo TREINEZ=Z2—-FINVxYy NT—2D—FET, A
NTF—RZOFEMHEEITS £ IZFlE 5. Autoencoder
&, FHEICHVWTWARWT — X HEYNICERER S W
e ZMMURFERIIZESHWSNTWS, &7z, X
Bk [10], [11], [12] TIZHEGRGEDO D 2 s T
W% Convolutional Neural Network (CNN) % {2 AMANZ
JGHT 2RADRRINT VS,

LU, TS DFHEDE S T, BENZMIT 7 FREE
WEFR, N7y o ORI, BHEOFMKYEEE
R TNNVDONGIZEREITh28EST 5. £ 2T, Aif
2Tk, T Mo ORBETIML S X REBRNE
H—DFEEEEETIVTITD Fik DOC-IDS 2 287 5.
DOC-IDS Tk X =7y b b2y b7 — 27 OEF T
Z, A=T T =Ry bS5 TTIZINLVDONEI N
WBEEZETIMCANTEIET, IRNVOMEE2BEEE
T, EREER Ry b Y — 2 BERZ BT 5. DOC-IDS
R H D 728 D 1D CNN #4543 &, BERM DD D
Autoencoder 87 THEL X 4, FEITIZEZ 5 3 FEDE
KEAKERNS. ERTIE, MWST—Xty MZ&EEN
% BOS 2018 7—&X & v b [13] & ¥ CIC-IDS-2017 57—
Ry b [14] % H\WT DOC-IDS 0 E 3 MAIMAED 3l %
795. BERMAMERRZ MG L, RO BERNTFE L K
U 72455, DOC-IDS 3FHEE R E PR R TS S~
MTITF TS 27K, XD EWIEE TEEDORE Z A
ARETH O, FHZ C2 Y —\D 5 OMFITH U TIEE WK
HMaEr2ETHZ 2R L=,

2. One-Class DICHE T =S E8HEFE

HEDHREORBIZBWTIX, T—XDAFREEMED
SHET—ROAEHANVTETVOEFEZIT, TIho
NndHDEBECHEEEL UTHRNT S 7 70 —Fh—
BT HB. UL, Perera & [15] 1%, B E %2540,
HIE T2 RAA VEERLLERAA VDTN ET —
REHAWSZ & T, One-Class I3t U THMHBREE
% filiit 9”5 F Deep One-class Classification (DOC) % 2
KL TWA. Perera O IXEEMIIPFHMEMA DR G & 72
2H6MPUHEZSNTWVWENWS T X% alien 7 7 A LI
L, DOC Tlalien 77 A HohLdEZ N1
TALDHIEEEDB-HIZ, 2HFEDERIHAV SN
7. ThHD#EEZHWTIIHENS DOC DXy b7 —

73 EAELE U5 L 75 CNN (Reference Network &
Secondary Network) THKEI N TH D, & CNN TR
W25 TRy bU—2 g &, DEEITOIF TR b
T =2 he IZ3EITNS. BAFTIEDOC D 5705 34
IZDOWTHRANS,

2.1 Reference Network

Reference Network 1% One-Class 35D X —7 v b &%
BELDRALVDIRUNEE I FTAT =Xy b Ref-
erence Dataset 2° 5D A1 % & £1Z, 8% descriptiveness
loss (Ip) DEMEZEATS. Ip &7 7 ARFE#ORX/IEZ HHY
e LTED, Perera 5l cross-entropy loss 2 HWT W 5.

2.2 Secondary Network

Secondary Network (&% v b7 — 2 ORER % Reference
Network & [Al—Td % %%, One-Class DX —7 v h&
%5127 XD Target Dataset Z AJ1& U, h. DHJIH
5 compactness loss (Ic) DEFF %217 5. Target Dataset D
Bl LT, BRERMAAZIZBIIZEET—283bIT50
5. lc 1% Target Dataset OFFHZERIZ B 1 2 48 /Mb
ZHHKEL, R1ICEoTI=NYFORHRERT LI
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R
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2.3 ETILOIIE

DRI, €T NVIFFEEFEA CNN ET IV DEAZ
Lo Tk e, HEO4EEZRBOEAREEZ N
5. F7z, AL reference dataset & target dataset *
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Gz on, fohz 2 EOERK I & 1o 2llALD
BEE (A2 ILL-oTETLVEERKOERE2ITS. 20D
B%, Perera 5l compactness loss DEEM: 2 R TR N %
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loss =1lp + Mg (2)
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U 7z One-Class 38 % -\ 5 HiEZ2REL TWA. One-
Class 73 #H#% &£ U Tl&, one-class Support Vector Machines
(SVM) *° Support Vector Data Description (SVDD) , k-
nearest neighbor 72 E23H ¥ 5115, Perera 512 & - THT
b, TRT — Xty MRS 2 BERMEROKER,
FE% 72 — 2B W TEWRERERA RS vz,

AWFEDIREF L DOC-IDS TlE, Perera 5 DFiE% i@
7 —RIZJSAL, 512 Autoencoder 2% v N7 —2
MARD Z & T, FEt» S BEMAIE T2 B—D%E
FEETFINTEHT 3.
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WZY > 7)) v 7 U fE%E A3 DOC-IDS Dl % 17
5. DOC-IDS I3F# i D 7= dD 1D CNN #i5 & FE R
MDD 7z D Autoencoder HiD ThkEn s (M1). 22
T, RHEHIHIIZ 1D ONN 2 W2 DU, &3 Mo
RHERA DI LD TEDLLEX7-HDTH S, FMIZI
R—=2ry NepBxy N7 =20 D@EEEIETH S Target
Dataset &, A—7>F =Xy bR S6DITNINfFEL S
J A E{Z Reference Dataset B WS 5. Z DRE, FlfH
WX 3MBEOBEEMAL, TNhEhOEKIFZL I 5 XM
FD 7 5 XA &, BHEBREOREZEMIZ BT 5 58
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3.2 70-04vFYvy
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BHRIZEHLRWE S, ZFHHET—XICBEUTIKIP 7R
VABELUOMAC 7 RV A% T VX LTI ZEHS 2 LE
175,

3.3 DOC-IDS D#R

ATk DOC-IDS DRIz D W TR 5, DOC-IDS
BHFAS DI NVNEL I FIAT -2y b THD
Reference Dataset 23 A1 X115 Reference Network & & —
Ty heiBFxy b =20 1 25 AE(E Target Dataset
MAFIE NS Secondary Network iZ & > TR I 5. Z
No220%y MY —273EAZILELZF—D CNN %
BREL, CNNZH T2y T =2 g (& 1*) & he (TR 1)
THERL X5 £E 2 5. Secondary Network (Z1% CNN {2
mzT, EEBWAEZITS 72HD Autoencoder (3R 1¥+*) A3
B$7xy b —2 g kDERINTWE. Zh&D, 2V
7 =7 DEIIZONTEHMERND.
3.3.1 Reference Network

Reference Network I&#% & U TS 554 & Target
Dataset D2 Emd b Z 2 HMIZEE TS, Ahk
U Tli%, Reference Dataset %\, £ 2 5 AR DGR
7 descriptiveness loss (Ip) Z5HEd 5. ZHUTL D, gD
720 5 E{E O Z I 2 72D 1B R REBERN % &
L5N5Z VA EI N B, Reference Network TOHEE I
Perera 5 & FRRIZ h, DHJID 5 cross-entropy loss % E1A
5.
3.3.2 Secondary Network

Secondary Network 1 Reference Network & [dl—@ CNN
ERAEL, ¥ 732y bU—2 g5 Autoencoder M EERE X
5. Secondary Network D ¥ Tld Target Dataset %
Awa. JIREzE 2 MEOEKRBEBMPEREI N, Th
Z 1, Target Dataset (2815 h, DHII o #EmR/INME L,
Autoencoder DA R/NMEEZ BN E 5. SO
IMEIZH U Tl Perera D% L 72 compactness loss (I¢)
(RX1) Z2HVWSE. 2D 1%, FHIIHWSEI =Ny FH
FLTEHR XN 5. Autoencoder ® FAf A% R 7 D B /IMEIZ
XF U TIXHEZE reconstruction loss (Ip) %ML, mean
squared error (MSE) ZH\ 5.
3.3.3 flE7z—X

DOC-IDS TIZE 7V Oz, 3FBHDEL Ip, lo, Ir
ZRlAGOEEE (X3) 2HWE. ZDLE, A\p, Ao,
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Fig. 1 Structure of DOC-IDS.
£ 1 DOC-IDS ®* v b7 — KRk
Table 1 Structural parameters of DOC-IDS.
Layer Type Filters/neurons Stride Padding
1* 1D-Conv+Relu 32 (kernel size=6) 1 5
+Batch Normalization
2% Maxpooling kernel size=2 2 -
3* 1D-Conv+Relu 4 (kernel size=6) 1 5
+Batch Normalization
4* Maxpooling kernel size=2 2 -
5% Dense 1024 - -
+Batch Normalization
6%, ***  Dense 256 - -
+Batch Normalization
TR Dense classes - -
(the number of classes in reference dataset)
okl Dense 128 - -
gk Dense 64 - -
10%%* Dense 128 - -
11%%* Dense 256 - -

& Secondary Network DY 73w b7 —2 g BX U h, ®
HAXHEIZILAEINS.

loss = Aplp + Acle + +ARlr (3)

334 TAIFT7I—X
FEBIZHERA 2175 BIX, ZEFEADET DS Ref-
erence Network 2t O #3. % L T Autoencoder IZ & 5
HHRRAEZ R E 227 & UTE MR Z1T5. DOC-IDS
WZX AHEMERREDHZX 2 1ZRT. 2D, Autoen-

coder BRI ~D AN B Y T2y b7 —2 g DI,
HLOT—REWIRL, K 0@EFEERFEBEEEEE DL
TWwWaeEZOLND (M3).

4. FHMRER

DOC-IDS @ ZHEMRAMERE %2 Tl § 5 7= DI ERZ 1T -
7=, FEERTITIEE D 72 12 Autoencoder B & UF 1D Con-
volutional Autoencoder 1Z & B2¥EE LRz, LR TIEE
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Fig. 2 DOC-IDS’s Reconstruction error for BOS 2018 Dataset.
The blue histogram indicates the error for benign traffic
and the red one indicates the error for communication

with the C2 servers.

&R 2 USTC-TFC2016 T—Z& v b.
Table 2 USTC-TFC2016 Dataset.

Class Number Class Number
BitTorrent 5000 Cridex 5000
FTP 5000 Geodo 5000
Facetime 5000 Htbot 5000
Gmail 5000 Miuref 5000
Normal MySQL 5000 | Malware Neris 5000
Outlook 5000 Nsis-ay 5000
SMB 5000 Shifu 5000
Skype 5000 Tinba 5000
Weibo 5000 Virut 5000
WorldOfWarcraft 5000 Zeus 5000

BIZHWT =22y bBEXY, FHiiIZHV 22 RS,

4.1 T—9tvh
4.1.1 USTC-TFC2016

Reference Dataset & LT, USTC-TFC2016 [12] & FH\»
7z. USTC-TFC2016 I%, Wang 512 &k - THZEI h, @
HREL VY 2 TBEDRK 10 7 T ABEEND. Kt
WONRERDLEDBIET — X E2EIR L7z pcap 7 71 )
CEL T, EAOBEICN L THBEETH I 0D TR
WATTDRETH 2 Z eDFoNTWS [16]. ZD720,
#207 ZAD@EEDMEB D pcap 7 7 A NIZHE XN TWD
USTC-TFC2016 1%, T NILOKEEIHETE, Reference
Dataset * L THEL TWBHEEX S, ZHIZAVWEZT—X
&R 21T
4.1.2 BOS 2018

FAMTF—=Z®D12H& LT MWS Dataset 2018 7 5
BOS 2018[13] #FIfH$ 5. BOS 2018 7—X v M, &
BB DB T — X 28k L7z DTH D, RAMHID
T A K W ST WS (17, [18], [19]. S EIOFEET
(& [17], [18], [19] (2, C2 B — N E DEEHE RN

100 1 attack
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=100 1 *
T T T T T
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(a)
100 - attack
normal
50 -
D 4
_50 B
=100 1
T T T T
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3 BOS2018 T—& ¥y FDAHNZ b DOC-IDS IZ & %
FREEHO L. DOC-IDS ~DAJ (320 t) (a) &Y
Txy h7—2 g DI (b) % t-SNE 12 & > THHL. HFD
RIGEFEE, RORF C2 Y —NED@EFEEERT.

Fig. 3 Visualization of input vectors and feature representa-
tion by DOC-IDS for the BOS2018 dataset. (a) Input
to DOC-IDS (320 dimensions) and (b) outputs of sub-
network g (256 dimensions) are visualized by t-SNE.
The blue dots indicate normal communication, and the

red dots indicate communication with the C2 servers.

& 3 BOS 2018 7 —&Xt v b.
Table 3 BOS 2018 Dataset.

Type Train data  Test data
JEEEE 152,348 659,835
W@l (ETE T) - 12,051
BEEE (ETTE 8) - 3,041

HEATHE 2 DWBIE 7 7 A VR, C2 0 —NE DEEN
BENDEITET, SOBET7 74 IVETANMIHAWS.
ZOB, C2¥—NEOMlEENBREL T RVMITT 5.
FEEIZHWZT—X %K 3ITRT.
4.1.3 CIC-IDS-2017

FANF—=&®22H& LT CIC-IDS-2017(14] % Fi
5. CIC-IDS-2017 ¥F— &t v MZiZ, AEEMS &R
HozhZhizx U ClfExd ¥+ 7F ¥ Uiz peap 7 7 1
ARSI N, ABHDAMZIZHBRENEENS. 50
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& 4 CIC-IDS-2017 ¥ —& & v b.
Table 4 CIC-IDS-2017 Dataset.

Type Attack Train data  Test data
Benign - 249,044 961,128
Brute Force  FTP-Patator - 3,499
SSH-Patator - 2,949
DoS/DDoS  slowloris - 3
Slowhttptest - 4,191
Hulk - 13,802
GoldenEye - 7,427
Heartbleed - 1
Web Attack  Brute Force - 791
XSS - 346
SQL Injection - 11
Infiltration - 6
Bot - 1,228
Port Scan 158,603
x5 RFETTH.
Table 5 Confusion Matrix.
Predicted
Positive  Negative
=%  Positive TP FN
;:
< Negative FP TN

DOEBRTIXABRHDERE 7 714 V2IFGIZ Y, KEHD
SEEHD 7 7 A IVTHREOWKRIE 21T > 7-. FEERIZHW-
F—RERLITRT.

4.2 FHEIER

S Bk T D FEAM 121X Receiver Operating Characteristic
curve (ROC #iif#) &, Precision-Recall Curve (PR %)
D h# FHM Area Under the Curve (AUC) Z W\ 5.
ROC HEARIEHEHIZ false positive rate (FPR) , #dliZ true
positive rate (TPR) % & 0, PR HifIZHIHNIZ Recall, it
1T Precision & & 5. FHMICOVTIEFERKS 26 2T
TORTHIND.

TP

FP
FPR=Tp TN 5)
. TP
Precision = TP+ FP (6)

4.3 WEREER
BOS 2018 12X 9 25 R &2 X 4 1279 . K 4(a) 5
DOC-IDS (3D FIE L KL, @\ AgE T EE & =

HBEE2BATETWEZ NN, 5. £2H4(0b) 15,
Hik U DR WGETE MO T L g USSR A 2 Jif ©
ETWVW5E., ZDZ&h S DOC-IDS T, @EIEEDAD
S 2V —N"DilfEEEE L U TEHETRAITE
rEZOHND.

H U<, CIC-IDS-2017 Zx9 B4EHR %2 X 5 1R d. Z
HLHDT =Xty b BOS 2018 T — X &y MREKRIZAHLD
FHREHBRL, AWHEETEEIBRAITETWSZ L2
Wb, 1277, WBXAL 72D DOC-IDS 12 & % a2
a7 EPEL7Z& 25 (K6), DoS/DDoS, Bot, Port
Scan 2R BER 1 T LBHEBRFOERITNTL, Tho
ERNT57-20DETFIVRENSHBOBEEL 5.

5. &

AFETIE, 2=y henbdxy N7 =T DEFITMA,
A=TVF=REy " R5HoNLDITVDMNEINT
WEEETIVIZANTEIET, SNIVDONGEBELE
3, R S BERM E TE2 R L 5 T DOC-IDS
ERELZ. AROEMZUTIZE LD 5.

o (M %F T One-Class 3 5HIZ [HV 7= R ik & LU
T, BWHEETORERINIEL - FE2lET —
KA L, FHRREBREOERS ikt RUz. £
72, TR XD, EDOMET — X6 BHET ORI
WEAYHRE L 22 0, KRR E R I B T A A
L 7.

o RiIhIEE REMAZH—DEEFHEETVIZL ST
FH Uz, Tk o, FEliozoory b —
7L BERAND-OD 3y N — 7 OEFEE % W hE
L7,

o ERZ KD, EROBEEMATFIEL KL, DOC-IDS
REWHE TREDORE ZRAAIEETH D Z L 2R
U7z, Rz, C2 ¥ =05 0\EICH L TIEE WK
HMREEEETHZ B R LT,

SHOBEL UTiE, LRI 2%% 0

T2 enbiFons.

HEE MR ZEITTRICHhY, BhvnwkEEwkzars
A 7BV AT LR (F) RRIHS SR =-Kz2IXUD,
BREALICHEZ R,

AR O—ERIE JSPS BHFE 20K11810 DBk % 5217 7=
HEDTH 5.
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