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Usability Evaluation of Authentication in an IT Company
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Abstract: The Web Authentication (WebAuthn) API, standardized by the W3C (World Wide Web Con-
sortium), provides a secure method of log into Web pages using biometric authentication. However, authen-
tication using WebAuthn is still considered to have room to spread. To solve this, we provided a system
in an IT company that allows employees to choose between WebAuthn and password-enhanced multi-factor
authentication (MFA). We also evaluated the results of system log analysis and questionnaire surveys con-
ducted by volunteers to find out how the employees use the system on a daily basis. Although the employees
expressed their expectation and intention to use biometric authentication, it can be inferred that they often
use MFA because there are many situations in which they can use functions that extend the convenience of
MFA. In addition, while devices and environments were necessary to promote the use of MFA, security was
rarely considered when selecting an authentication method.
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