Computer Security Symposium 2021
26 - 29 October 2021

ROABEZzRAVWIEASREARNICEITZI—-TFEU T L
R RO mILICH T 7-EE L 51

T B B RAM AR EE2

BIE  BifE, SRRy M 7 2R ENHOET PC ZHWTHEARIEZITOBENMEI TV, 22
T PCIcBI 3l E Rtz o~ 28E2 WG RBER I o TIREXATWS. &
IR ROIEE N RDB = 0H 5. —OE@,vﬁxmﬁk;ofPC®ﬁEkﬁméthFU7
ALEBEL, v~ U IR LEOBER LA OMESS, BRLLER (BT 6) 2oL OB TRNE
25 ARTHB. ZoHIZ, EEHECERINETNI 22X EDRALICH BT RAOMASOEERIER
1528 T, BRLEELOMNBRZEFEEE LRHEE2T2/RTHE. LrLERKSOREGMHRE~Y X
FIZ X 2MRE AMEDETREREN T 4 — FNw 7 2ELERNI L ICX 22 —F Y 74 DRI DFEL

LTEF LTV, RIFZETIE, BRIEROMAEHOEDEIMC X Y E Btz Ex4, oM
WKERRENT T ZBEOHABTDORICE D BN ONBLZEBIEET 2 2 T2 —H LY 7 1 IR L=
A RERET 2. EBucky, #25RE, 2 —EULEOARRT—FEE M) ZZAH A X2 DD
KB NT, BEARED RS AEMEE 22— ) 74 2 X BT WVWI L 2R L -

F—T—F AAGEEE, HERMWME, 22—V T4, v REME

Improvement of personal authentication methods with mouse operation
toward both usability and shoulder surfing resistance and its evaluation

SoTAa SAKATY®  YASUYUKI OKUDAZ  YASUNORI ISHIHARAZ

Abstract: Currently, the opportunity of personal authentication with a PC on public places such as work-
places and internet cafes is increasing. Therefore, personal authentication methods with shoulder surfing
resistance using mouse operation are proposed by Nagatomo et al. There are two ways to specify authenti-
cation information. First, the user moves over the matrix displayed on the PC screen using a mouse, and
is authenticated at the cell in the matrix with the registered location or the registered information (number
and color). Second, the user directly specifies a cell in the matrix displayed on the screen using mouse
combination operation, and is authenticated when the specified cell is at the registered location. However,
Nagatomo et al’s authentication methods have problems that shoulder surfing resistance can be attacked
by mouse operation sound and usability is not high due to lack of visual feedback of mouse operation. In
this study, we propose an authentication method where shoulder surfing resistance is improved by increasing
the number of combinations of registered information, and usability is ensured by letting the users directly
specify the cell displayed on the PC screen. We have empirically confirmed that the proposed method is more
suitable for achieving both shoulder surfing resistance and usability than existing methods in the situation
where the length of the password and the size of the matrix are large.

Keywords: Personal authentication, Shoulder surfing resistance, Usability, Mouse operation
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