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CPE matching method for vulnerability management
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Abstract: In order to deal with increasing the number of vulnerabilities, it is necessary to collect and man-
age vulnerabilities efficiently. The National Vulnerability Database (NVD) is well known as a repository
of standards-based vulnerability management data. Each vulnerability is assigned Common Platform Enu-
meration (CPE) to specify the software or other products and determine which products are affected by
vulnerabilities. Since the list of CPEs is managed in the NIST’s CPE dictionary, it is possible to automati-
cally collect vulnerabilities by CPE matching. However, it is difficult to collect these vulnerabilities because
the CPEs have orthographical variants and doesn’t exactly match the ones in the CPE dictionary. In this
paper, we propose a highly accurate CPE matching method that uses a co-occurrence of CPEs and features
of vulnerability. We evaluated the proposed method by experiments using a dataset created by experts and
confirmed the effectiveness of the proposed method.
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