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A fuzzing method specialized in the in-kernel interpreter
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Abstract: eBPF is an in-kernel interpreter of Linux kernel and used as an implementation platform to en-
hance security. Thus, vulnerabilities in eBPF are critical. Fuzzing is proven to be useful to find vulnerabilities
and widely used. However, the size of eBPF module is only 0.25% of Linux and it is difficult to fuzz eBPF
while fuzzing Linux. Because eBPF verifies its inputs, most of them are rejected as malformed and fuzzers
cannot fuzz eBPF’s deep internals. In this paper, we propose a fuzzing method to efficiently test eBPF. First,
we prioritize seeds which exercised eBPF. Second, we mutate them in more fine-grained ways to efficiently
generate seeds which more likely to exercise e BPF. And we create pseudo syscalls which include multiple
syscalls, to generate seeds which are less likely to be rejected by the verifier. We implemented it on Syzkaller
and we found that our method has covered 314 more codes than Syzkaller.
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77 A% Syzkaller #REFE %

net/core/filter.c 13% 18% +5%
arch/x86/net/bpf_jit_comp.c | 44% 45% +1%
kernel/bpf X TOL7 7 4 | 42% 43% +1%

static int check_mem_access (..)

{
Jx T2 DELVDRDF =y +/
size = bpf_size_to_bytes (..);
J* RAVEDTTA VA DF v x/
err = check_ptr_alignment (..);
J* VIREZDENZ X o TRRDZF = v V21T =/
if (reg—>type = PTR.TOMAP.VALUE) {
/¥Ry TEDIGE */
} else if (reg—>type == PTR.TOSTACK) {
/¥ Ry IDIHZE */
} else {
/* TT7—TiR2 x/
}
}

4 fHBIEL7eXEY 7272 RAF = v 7 DRI kernel /bpf/veri-

fier.c

LCIEERFER I D PNEVHIANL v D RBIR LT 7 4L
BHINEHRE LTHEME 2o 7=,

5.4 HFHfICAN—TEHI—ROH
5.4.1 XEV7V9€AFzvoDI—F

K 43X EVT7I7RRADF 2w P %T 4 Ay F T3
BBTH2. ZZTETROBEANBEXEVDF 2 v 7N
Thbh, RZEFRFNDOLIRAZDENIELTCF v 7%
1795.

T46 TR 7S 7DELVWI LRV RDT T4 VR
VIEEBF v ITE. ATARBRXEY T 7 RRAERITI AR
I—-FD 4y FHEREZSEY FPEADB 1 THEZ R
HTWw3., ARa—KES8S ¥y FTHE7=DHT7 XL
JRL7zARTI—=RTIOF =y 7Rl HERII 1/4 7
5. B RT3 =MD INSDF 2y ZITED R
T KEoTWVWA.

1710,12 D a— FMERFEIC L D Fich = h .
NY 774 7F eBPF 70l 0k —{TFORTLIAX
DHRIEHERL TWEDIDa— RDhAN—FEHE LW, B
PP RTF LI NMZEoTLIRARDHRNBELL KB XS
BRIV LEERTE e Th 5.
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K532 %y Z7DHERF =y ZEMADa— REHERY
IZRLTW3. eBPF 7025 A TALSREBERECHL
TWLWAHEICIDa— FpFETIN, ERF = v Z727h
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if (opcode = BPF_CALL) {
/x MUOET ANV T 0 b XL TDF 2y )
for (/+ ~ARBEOFIEZhZNIZOVWT /) {
Jx ARy IDERF =T x/
}

B5 2&Xvy2ZDERF =y a—F kernel/bpf/verifier.c

N3, Zo0 if HieED Syzkaller TEAN—TE TV
ol MEFHRICID —HEIN—FT B TEL.

FFEBIENHLOFRa— FBELL, HREXNTY
ZREDDH 5. BT A b x4 T05 eBPF 707 4
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REBDBIBDEFNFNIZDOWT AR Y 7 DRHRF 2 v 7
2175
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WFIELSAERTEI N TE S, eBPF 707 AND
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6. BAEHARE
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Directed Greybox Fuzzing[8] iZX AL 2T v R 7 7 ¥
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FEtra—nryyrarire—ru—r7 70T
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