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A Facial Image Generation-based Method for Supporting Users to
Identify Fraudulent Websites

SHINJI YAMAZAKIY®  DAISUKE MIYAMOTO!

Abstract: Phishing attacks are insidious fraudulent actions that use social engineering techniques to obtain
confidential information by stealth and are thus among one of most serious threats to the cyber society that
needs countermeasures. Numerous previous studies have explored anti-phishing methods, and a variety of
countermeasures have been proposed. These include developing computer software to detect phishing at-
tacks, educating users to recognize phishing attacks, and providing users with decision-making support tools
that can help them identify phishing attacks. Since user deception characterizes most phishing attacks, it is
essential to develop methods that support user decision-making processes. However, conventional methods
such as Secure Socket Layer (SSL) certificate display are too complex for average users to understand. There-
fore, in this study, we propose using face images as a simple form of information for presentation to users. In
this paper, we report on a questionnaire survey conducted on users (N=110) to analyze the effectiveness of
our proposed method, the results of which show that our method reduces the percentage of wrong answers
without compromising user convenience.
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Fig. 1 Example of a face image generated by StyleGAN2.
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Fig. 2 Schematic of our proposed system.
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Fig. 3 Implementation schematic of our proposed system.
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Fig. 5 An example image display by our proposed system. The
image associated with the FQDN (www.amazon.com) is
presented in the upper right area of the browser win-

dow.
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Algorithm 1 Interface Part
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recieve face_image from Model Part
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end if
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Algorithm 2 Model Part

recieve URL from InterfacePart

if image.associated_-with(URL.domain) exsits then
face_image <— cached_image[URL.domain]

else
noise <— GENERATERANDOMNUMBERS(URL.domain)
face_image <— GENERATIVEMODEL(noise)

end if

send face_image to Interface Part

function GENERATERANDOMENUMBERS(domain)
hashed_domain <— SHA256(domain)
for i =0,1,2,3 do
seeds|i] < hashed_domain[32: 32¢ + 31].to_int
end for
for i =0,1,..., NoiseSize — 1 do
random_numbers[i] <— RANDOM(seeds)
end for
return random_numbers
end function
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Fig. 6 Examples of images presented to participants as legitimate websites.

The same website was presented to Group A (left) and Group B (right).
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Fig. 7 Comparison between the proposal and control groups.

(n.s.:

Average answer score
BN Proposal . Control

B 8 —V—iHfliDfEZEt & NIRBEDI (ns.: ARAERL)
Fig. 8 Comparison of user evaluation between the proposal

and control groups. (n.s.: no significant differences.)

B9 AkIhifEg () £714v v 7ORLEDEAWIZ
AbETEEZFHEL ik (HX)
Fig. 9 Generated face image(left) and with saturation ad-

justed to the level of suspiciousness of phishing(right).

T3 L5 AV ARETHS. —HT, MO —F——
EBRHHELEZ TV OF vy v a2t R8T 5720, D
BONBPRES AT LA LTV EIT, 22— —
PREVAT LZFAL ZBOE{GERRE TORM?S,

no significant differences, *: p < 0.05, **: p < 0.01.)

MOZ=F=DBZD Tz TH A bEFHLTW WS
g DR IR T A R A I D, BIfEDE
T, EREAOHBEGOLA TR I RN, EED
EHEIZOVWTIESHOFETH 5.

5.2.2 FQDN TR < RX A Vv Z%ETTIC

EICDOWT

REY R T LDFEETIZI FQDN % il Sl % 4Lk L
TWEY, YT RAS UEEEDTITN AL V4% TLICH
W\ EERT DFENEZSNS. Eif LTiEE— AN
TUY—REBY —CAREATAEZDIZT T RAAL Y
HWREATBEETH->TH, VATLIET TV RicH
MWz BOHEEHEEIRRTEILHNTE, 2—¥—1Z
o THMAMMNER I RBIENEZ NS, — /T, MEir
CLULTOZII9RY—VCALEIZTa Yy IH 1 MaHRE
INTVWEEOY AT LOMHANEZoNS. Iz, ER
7 = 7% b legit.cloud.example.com &7 1 v ¥
¥4 b phish.cloud.example.com (ZXf LT, RAA %
cloud.example.com % JGIZEHEIGEDE LRI ND &, N
FHRE—OHEERE 2> T UEWHAITER{R>TLE
S, ZDEIRI IV RS —ELRENHLEZT vV T
DIRBFIISHOFEL U, KHFEOTAEDFERETIE FQDN
EILICEGERET > TWS.

BERERT BF

5.3 1—H—0DIE5DFICDWVT

Ty MRABEORESERE AT S L, RBEEEZHV
T e<{HitcEd, E2TOHRMIHUTHOIrSmWEmE
BUla—Y—2BEIELZ. —ATHEFEOREIIBVWTS,
o EECHEYICHNTER - - FETE. ZD
I 2 —F—DEHNTIESDEDNDH B0, H—RS
ETRBERMBECTLES. Z2hs, 22— —0DHMAIZ

— 311 —



HhEZERRELREFIEOMAR, J0#ELZAHETH
BIEXBRFEERETEIVATLORENEZSNS.

54 REVRATALICHTZHEIZIOWT
BEVATLINTE2HEL LT, BEREMHMEDEH
BERRTEZIETCA—Y—IZEHOY TV A1 b THD
CHRIERIEPEZONDS. AIROEETE, U
TYHA MIRIGT 2EBEIETARTCOLI—Y —TH—DH D
ThHhhH, HEZEIIRGLTERAUTHS.
B MIWIRT 2GR EBEZMB T+ v T A T
R’RTHILT, 2—HF—2HWT LI HENREZONS.
7272, RBEY AT A TIXILRFERE D IR E Tl % iR
LTEY, 749V T OREENZ DFE LIZTHT 5
ZEREELWEEZSND.

6. F&BH

AIFZETIE, BEXNZT 731 FOHBIZH Tz > T
DaA—Y—DREBRE %2 ZET 2HMFOTFIELEETH B
LLT, b MOEEGEAWTI - —DERIE R XIE
TEVATLERELZ., BEVATLOFERETIE, HE
LTW57 791 D FQDN 28> — K& LT GAN
LEBFEBAETIVIZAT VERI OB G&E A,
INEI—H—IZRRETEIE Ty TY 1 b EESE
WAz, 72, BEVATFLOBEMIET 572012
TYr— MR EERUSERORZ L2 25, REY
AT LFMEN 2 RO TICRERE BT E 2 Z LR

ént.it,74vy/7@ﬂﬁmk®@A DWTEH
HETY, BEFEOUE R OPEEIZ DOV THERDMET
BiTo7z.
S Xk

[1]  Anti-Phishing Working Group (APWG). Phishing at-
tack trends report — fourth quarter 2020, 2021.

[2] Elmer E.H. Lastdrager. Achieving a consensual defini-
tion of phishing based on a systematic review of the lit-
erature. Crime Science, Vol. 3, No. 9, pp. 1-16, 2014.

[3] Kaspersky. What is social engineering?, 2017.

[4]  Koceilah Rekouche. Early Phishing. pp. 1-9, 2011.

5] LI, BN, R R 2 I i x
Yo MBI BEFEORE. BE LRV T VY
KRIT A 2021.

[6] Min Wu, Robert C. Miller, and Simson L. Garfinkel. Do
security toolbars actually prevent phishing attacks? In
Proceedings of the SIGCHI Conference on Human Fac-
tors in Computing Systems, CHI '06, p. 601-610, New
York, NY, USA, 2006. Association for Computing Ma-
chinery.

[7]  Cristian Bravo-Lillo, Saranga Komanduri, Lorrie Faith
Cranor, Robert W. Reeder, Manya Sleeper, Julie Downs,
and Stuart Schechter. Your attention please: Designing
security-decision uis to make genuine risks harder to ig-
nore. In Proceedings of the Ninth Symposium on Usable
Privacy and Security, SOUPS ’13, New York, NY, USA,

ZDEHRDY =T

8]

[10]

[11]

[12]

[14]

[15]

[16]

—312—

2013. Association for Computing Machinery.

Adrienne Porter Felt, Alex Ainslie, Robert W. Reeder,
Sunny Consolvo, Somas Thyagaraja, Alan Bettes, Helen
Harris, and Jeff Grimes. Improving ssl warnings: Com-
prehension and adherence. In Proceedings of the 33rd
Annual ACM Conference on Human Factors in Com-
puting Systems, CHI "15, p. 2893-2902, New York, NY,
USA, 2015. Association for Computing Machinery.
Adrienne Porter Felt, Robert W. Reeder, Alex Ainslie,
Helen Harris, Max Walker, Christopher Thompson,
Mustafa Emre Acer, Elisabeth Morant, and Sunny Con-
solvo. Rethinking connection security indicators. In Pro-
ceedings of the Twelfth USENIX Conference on Usable
Privacy and Security, SOUPS ’16, p. 1-13, USA, 2016.
USENIX Association.

Christopher Thompson, Martin Shelton, Emily Stark,
Maximilian Walker, Emily Schechter, and Adri-
enne Porter Felt. The web’s identity crisis: Understand-
ing the effectiveness of website identity indicators. In
Proceedings of the 28th USENIX Conference on Se-
curity Symposium, SEC’19, p. 1715-1732, USA, 2019.
USENIX Association.

Tan Goodfellow, Jean Pouget-Abadie, Mehdi Mirza, Bing
Xu, David Warde-Farley, Sherjil Ozair, Aaron Courville,
and Yoshua Bengio. Generative adversarial networks.
Communications of the ACM, Vol. 63, No. 11, pp. 139—
144, 2020.

Aaron Blum, Brad Wardman, Thamar Solorio, and Gary
Warner. Lexical feature based phishing url detection
using online learning. In Proceedings of the 3rd ACM
Workshop on Artificial Intelligence and Security, AlSec
10, p. 54-60, New York, NY, USA, 2010. Association for
Computing Machinery.

Rami M. Mohammad, Fadi Thabtah, and Lee Mc-
Cluskey. Predicting phishing websites based on self-
structuring neural network. Neural Computing and Ap-
plications, Vol. 25, No. 2, pp. 443-458, 2014.
Mohammed Nazim Feroz and Susan Mengel. Phishing
url detection using url ranking. In 2015 IEEE Interna-
tional Congress on Big Data, pp. 635-638, 2015.
Ankesh Anand, Kshitij Gorde, Joel Ruben Antony Mo-
niz, Noseong Park, Tanmoy Chakraborty, and Bei-Tseng
Chu. Phishing url detection with oversampling based on
text generative adversarial networks. In 2018 IEEE In-
ternational Conference on Big Data (Big Data), pp.
1168-1177, 2018.

Ahmed AlEroud and George Karabatis. Bypassing de-
tection of url-based phishing attacks using generative ad-
versarial deep neural networks. In Proceedings of the
Sizth International Workshop on Security and Privacy
Analytics, IWSPA 20, p. 53-60, New York, NY, USA,
2020. Association for Computing Machinery.

Alexa Internet. Alexa - top sites, 2021.



