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Proposal and Implementation of User Authorization Method
Preventing Error State and Confliction

Takumi Mori ' Masahiro Fujita! Yoichi Shibata! Nori Matsuda

Abstract: Strong data protection is required for handling confidential data on file servers. Recently, it has increased to access
confidential data stored into on-premises servers or private cloud from various environments such as inside/outside a company,
day/night, domestic/overseas. Therefore, reducing the risks of information leakage by stronger authentication and stricter access
control using user reliability is important. A conventional fixed ACL (access control list) authorization cannot change access rules
dynamically with file contents changes. We developed a method that integrates authorization conditions such as file attributes,
contents, and access routes to configure an ontology, and dynamically generates and applies access policies using the ontology
when accessing a file. Our method realizes that availability is not impaired even if the dynamic access policy is inconsistent (error
state), and the access policy can be followed even if the contents of files are modified. In addition, we developed a prototype system
on KeyCloak (an OSS authorization server) and verified the feasibility in an evaluation environment assuming remote access in a
company. Through implementation and evaluation, we clarified the issues for practical use such as the ontology input I/F and the
validation of the input ontology.
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HEAEEND. BRI, MEv AT s M L=
—PDOALrTHXRANMIESTT 7 A N~DT 7 & AREN
WETDHZ L EMR L.

{ "name™ "root",
"children": [
"name": "R
"parent": "root",
"evaluation": "true",

"children": [ {
"name": "pj1",
"parent": "¥EF%",

"arealLevel": "level4",
"secretLevel": "50",

"children": [ {
"name": "pj3",
"parent”: "pj1",

"arealLevel": "level2",
"secretLevel": "10"

5,
{ "name": "pj2",
"parent": "pj1",
"arealLevel": "level3",
"secretLevel": "15"
H
},
{ "name™ "REX",
"parent": "¥5",
"rule": "IEEF"
]
},
{ "name": "FFB",
"parent": "root",
"evaluation": "true",
"children": [ {
"name": /SecurltyDepartment
"parent": F)?J:
"directory": ontology/publlc,
"children": [ {
"name":
"/SecurityDepartment/SecurityOfficel",
"parent": "SecurityDepartment",
"directory": "ontology/securityl"
{ "name": "/SecurityDepartment/SecurityOffice2",
"parent": "SecurityDepartment",
}'idirectory": "ontology/security2"
},
{ "name": "kEHE"
"parent": "FFE",
"rule": "IEEL"
]
5,

{ "name™ "7 7t X",
"parent": "root",
"evaluation": "true",

"children": [ {
"name": *i%
"parent": 7'&7(’?*1‘3%
) "time": " 10-1
{ "name": u*ipqn
parent“ "7 7 AIRER",
"time": "08-20",
"children [{
"name" EF"
parent" "HA
"time": "08-20"

{ "name": 7\?"Hz
"parent™: "7 5 2R,
"time": "HE "

1]

B 9 fER LR NAL—N(F v hrd—)
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webapps
— dynauthapp GAfES AT LDHR—LFT 4 L7 R V)
— ontology
|
F securityl
[
| Lprotect1.txt ( bu 73 time:08-20 (27 7 & A A[)
|
- security2
|
Lprotect2.txt (cu 23 time:08-20 |27 2 & A )

10 Webdav — DT 4 L' 7 h U & 7 7 & 2R

07 A

|
T 7' ARTE]
(=7 —HiE)

77 AW
(7 7 A IVEKR)
Frobu =iz kDRl

(F—PBREEa YT FAL)

T ARMBD FHA
private
protectl.txt
Directory:ontology/securityl/

X 11 BfES AT AT EHif

5. B

RIEFEI O BICxt 5885 F L wd. T 1280
HHTHAERS RO 7 4=V T I LTih%. 7
g CIx, ¥V E— 77 AZMEEL, 2—FD
FTRCE], V£ — MEFICOSIT, RERH & Vo 2R
HIZRBEHR 2 W= T 7 2 AR A b e o—I2 LY il
FIEETH Y, BRIRFABICEH T2 ENHETHD Z
EBbhotz. el b, FHEEREICEW T2 —F D7
7 2 AL T 2 BT & WV o T BiIc A b 5 2
FRIZVTNEA BB T D ENTE D, BEFOBHR
AR T H FRROHEITEBR T 200 5 D720
MEFINLE > TNDEVWS Z LFENES 2D,

Wiz, 2 2HO BN TH B ERICEIT 72 LI FECH
BIZHOW TR RS, RERORRELZ @ L TE LN
R SICELDT.

1 ODOFREE LT, RIHERAT 2 BEORENRD S.
R LB BEE, UL L VAT AR SE AT IR
FoTW W, ZDEE, BIEOHTIC Keycloak ] O HBHE
DENRIZIRD XD, TORESNIBHEEMBITCE 5
Uy I EMBIAILTEL ZENREE L.

# 5 AGAoEMIZ T ZHE
No. ERLRE x i J5
1. |REICHERT 2B TORBAITHEMNT L 2 L BRE

DUPTE EnsJEM%E Keycloak i Cfif
rcEsakolcLTsL.

2. | brY—DAN|ENRL, IRV Y =KD

I/F WiET— X% AT D UF &2k

RERSE

3 A b P —DEL|Fy ba P —ERELUSNDEIC
S DIRFE X AR, e 7 OERIC
Ko THEHT .

4, [BRIa 7 OA v kv |RAMMLE % Keycloak IZHEHI L,
V=D T 4= AR |Ea S hb 4 b Y—0R,
o4 ELZT).

5, A hrY— ) — REMHRT 7 B RAEMHEERERT D
WCHRET 57 7 & A2, BNF il E2BRAT S
DO REIFX CENEELL

6. [EHL—NLOFEE |2—FA XT3 OER
T, FEER) v —x2 T 4 —
H—2y, REV— MANZ T 2 2
BRDD.

2ODOMEIL, A bRV —DANIVF THDH. KX
TiEA Y bav—@3y ) — RT3, BIETIE
json B CHEBEGLIR L TWDE A, EAMICY->TIE, K
72 FlRk AV — NV EFRN I AR Gl T & DA
RARTHB.

3 ODOEEEIE, B L— L LTHER LAY br Y
—ZDLDODIELSORFETHD. ZHFARFRICR- 72
FETCIEHARVWLOD, AU haY—DERSL/ — RIZRES
NDEBONL—/VOIEL S, (TEPO CTRIAET <& T
HD. PIzIE, bV EREUANAOFEICL DL E 2

RS OEREZB LAY baP—DEERDH .

4 SOOFEL, BAaesoFr v d—~D7 4 — K
Ny 7 Thd. AFRX, BEEROBEEZ VBRI 238
EITHO720, BaxORFAT 7 a DL PEITHERY A2
NEMERTIMLERD S, RA— NZide 7R ER S
éﬁw,mﬁ@%ﬁﬁ%iﬂmf&ém,%h%ﬁ/bm
C—DIEIEILT 4 — RNy 7 F DA BITNNERE 2 D
BHsbH., X—2Arbhuar—rHNERAIa I hb 04
b a O—EIED —BIIBECREFT L TV A2, K0 ERhED
HDITENBEII D EEZLND.

5 OHDOFEE LT, v huav— /) —RIBETHT
7R ALMORBRFTERD D, 77 ALMITHER O
K THRETEAZENLET L. EEOREOFL D7
DOMRNT T P & BIET 5 DOIXIEFICEHE LV =%, BNF
FRERED IS MONTERTRIAT AL EEXDH. T
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7L, BE2OLIIZHPIRLT VIR ETHAMELH D
728, BAKMARED 2 DN TIEA b ke L CHREHT
LMENHD.

BB 6 DOOFMMEIE, EHALV—LOEETHD. AR
ECIE, v bav—7 — BRI 2 S/ESNDLZ &
R, BHEOF Y Y —EERICEMT 5 2 E R TE RN
ke Lz, EHAAL—LVEFEL TWhew. JLERS

T, 77t2*#@ﬁ Br DR ke LT, =2—W &
@4V&77V5V%M£k#éﬁA@ XV =2—HiskE
WRY v —2 7 —H—IC L DRERFEMTHD. L
»L,J—%k®4y&77v3y#%$bﬁw%é%w
ﬁ%~ﬂm%ﬁ%nﬂ%:4y&§&vay%ﬁé:&ﬁ
TEh e havERRT25EIE, v S BEOBSD
HRAEY = MUTERT20BRNEEZLND.

6. £&H

KFEETIL, 2—HFDOT Vv ANE— 55 Y T A A I
\HRFET BN 72 38GE - BB O— 2 DFEBGELE LT, 4
Ve =AW ERE RS - G L.

Frtuad—2HAn5Z LT, BAICEEORIEOE R
ERWDZ ERA[EEL 720, BWICE T 78 AR Y &
—ABEASEHZENTREE RoTz. 22—V ORIMITIG L
TREENROT 72 AHIRT 5 2 & ¢, FHHRFRO Y
A7 ERESEDZENTES. £z, BEfFD 0SS DR
P — T 5 Keycloak I[ZFET 5H Z & T, EFHLOERIZHE
ESNDIEZEH L.

AFTHE, A bhrY—2HWEEBNEATOAX—L0
mEL, HIREOFHBENTOY 4 —2 ) T 1 BGEEE
M L7z, 51%1%, RIEV AT AIC L CEBICBEENS
TIRBANL—IVEREL, BT A= ERET LR
BEITH. FOLET, EHAL—LVERWD Z ENRNR
TR — AR, BB & ORSFEE 21TV, FEA L
HALG iR T 5.
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