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A Study on Requirements and a Protocol for Secure Communication

through Middleboxes
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Abstract: Internet communication today involves middleboxes, aiming at improving quality of communi-
cation and security of hosts. Transport Layer Security (TLS) protocols have been designed only for com-
munication between exactly two hosts, and thus, they cannot provide security in the cases that middleboxes
require permission to read and write plaintext data. Several studies have designed protocols to provide se-
curity for such communication, however, they have the following problems: Requirements for protocols have
not been systematically organized. They assume only the case that all hosts and middleboxes are honest.
Therefore, if one of the hosts and middleboxes is compromised by an adversary, security of the session can
completely be compromised. In this paper, we organize the requirements proposed in existing studies and
design a protocol in which an adversary can only cause minimal impacts on security of a session even if the
adversary compromises any of the hosts and middleboxes in the session.
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Fig. 2 Encryption/decryption and MAC tag generation/verification at middleboxes.
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