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Clarification of Malware Dynamic Analysis Tasks by User
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Abstract: A malware dynamic analysis is one of the most important works to ensure efficient monitoring and incident responses.
However, analysis items in the analysis are not systematically documented. Hence, analysts rely on their own knowledge, and this
becomes the barriers which are the identification of the problems in analysis and the training of the analyst. In this research, to
clarify the tasks and problems in a dynamic analysis, we conducted a user investigation. In the investigation, we requested the
analysis to three analysts and conducted hearings about the tasks and problems. As the result, we extracted forty tasks and clarified
seven problems. In addition, to obtain the knowledge for efficient training, we consider the difference of the tasks between the
analysts. As the result of the considerations, we found that long-experienced analysts analyze not only a malware and its behavior
but also generalized information such as the malware family.
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Figure 1 The Flow of User Survey
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