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Are Connected Cars Discovered from The Internet?

Takahiro Ueda'® Takayuki Sasaki> Katsunari Yoshioka" Tsutomu Matsumoto'

Abstract: As the number of Internet-connected cars (so-called "connected cars") is increasing, there are concerns about the
increase of cyber-attacks targeting these cars, but the actual threats are still unclear. In this study, we focus on the case where an
On-Board Equipment (OBE) is directly attacked from the Internet and investigate the actual situation. The first step is to verify
whether OBE can actually be found by wide-area scanning. In the primary experiment using Censys, the Internet-wide scan system,
1435 devices of 5 different OBE products were discovered. The security of these discovered devices was not optimal, some of
which even run Telnet, a well-known target of cyber attacks. Given the result from the experiment, we constructed a simple low-
interaction honeypot that imitates one of the discovered OBE products using the responses collected from the actual discovered
devices. We have observed frequent accesses and attacks on the honeypot although we could not confirm any attack that specifically
targets the device functionality as an OBE. In the future, we should expect more cars being connected and thus targeted. Therefore,
we propose a framework for observing cyber threats to connected cars that continuously searches OBE by wide-area scanning,
collecting responses from the discovered devices, automatically constructing honeypots using the collected responses, and
observing attacks targeting the devices.

Keywords: Connected cars, Observation of cyber-attack, OBE, Wide-scan, Honeypot
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