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Abstract: Software vulnerabilities pose a risk of bringing serious losses to organizations. In order to minimize
the risk of vulnerabilities being exploited, security professionals should address the more serious vulnerabili-
ties first. For this purpose, it is necessary to assess the vulnerability. In this paper, we propose new method
to assess vulnerabilities based on vulnerability descriptions by adding topic specificity of words to existing
research. Through comparative experiments, we confirmed that our method using the topic specificity of
words outperforms the existing studies in many items.
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ZDDI, BRI T) ST L -2 —7ThbH
CVSS (Common Vulnerability Scoring System) [1] 25H v
Hih. CVSS IEFHEHE 125 2 5 2 & THeIIHEDHAIEE
PEREENS, AFIC L EEHOFHIE, T A FAVKE
<, WEFMERFIOIZIC ke 2 5. it,ﬁ%%ﬁ%#:U
T A DOEBIHEBL ChRITUE, I AT RITIREMED
%é.%@tb,%%@@ﬁ@%ﬁ/Z%Aﬁ*b%ﬂ%.

INFETIT, Motz HEEHES 2 s RE ST
% [2], 3], [4]. Le & [4] 1%, WSMOBE LIcEIVTH
BT CVSSFHili§ 5 FE2RE L T ab. AT,
B B 722 £ 7V T CVSS @ 6 D DIEARFEAMELED Z 2
NEFRGERHEE L TVD Le HOFHIH L THFED k
Yy JEAEELZEAT L FEEREL, 2OTFHNEEICS
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2. FEEEMERRF EREEBEMEX T T T L —
LT —7
AHFFE T, HegitRkp) ¥ Td % CVE (Common Vulner-
abilities and Exposures) [5], Me§5EA T 7Y v 77 L — 24
7 —2T&5 CVSS (Common Vulnerability Scoring Sys-
tem) [1] # V5.

2.1 CVE

CVE &, 585 olfEggik 24 e LT, MITRE
PHRELTCVL#EMTTHA. CVE IZIFFEIZ CVE-ID,
CVE Description (PLF, Haggiksia & 5), S8 URL
D3I ODHERIE TN T WD, AL TIE, WESTED HE)
RO 720D AT E LT, MesgiEitila v 5.,

2.2 CVSS

CVSS 1, 15 AT & OREFFHEII T 2 L1 7% 5F A
FHETH L. CVSS 1, FAAFHMIANE, BURGFMALE, R
BRI ZEHED 3 DD FEHED S % B REFZETIX, FEHEFEE
2 & o TEILES, CoFMBETHIHMTE M52 O
b O DR % RIS 2 FEAEFALAE O R R & BB TH
NTAHZEZRHNE LTWS, CVSS v2 OFERFHILFEAE X
Access Vector, Access Complexity, Authentication, Con-
fidentiality Impact, Integrity Impact, Availability Impact
D6 DOFHMEBE 25 %2 5. FHIEE E, FhEi 3 i
DFFEFEL A D O, FEiFE IS 1 D OMgstEic o & E2hE
NOEHED»S 1 2T O-IRT 5. £hzPE0sHEKICA
T3 % &, CVSS HAME (0.0~10.0) 255 H &5, CVSS
HEAMEIZEEDS T, 3B (Low: 0.1~3.9, Medium: 4.0~
6.9, High: 7.0~10.0) DFEEIPRE NS,

3. BEMRE

3.1 fEEMERCRICE D < BEEIE A IERTM

Le & [4] &, WeggMERtal % HvC CVSS ZEARFHMIEHE &
WIHEZOWTHEET A FEZIREL T L., TNV
® n-gram (Bag of Words) & HEEL )LD n-gram % filA
HEORTFEHART PVEER L, BEEETVDOAT L
LTwa., $72, ARSIELIEE M E £ 7 )L 0
WETHIBRZ, TV FLIT— 7 B 5ET 5 — ki 7554
MEETIE 7% <, CVE OFATHKZ b L 127 — 5 D&l %
179 R AR — 2D EMFEFEZIREL T D. Thid,
IYE7 MR T MR BRI RICB VT, Tl
EXRTRLE0WE)ICTAZILEAHME LTS,

3.2 FFEELEF 1Y T« XEDEEL

Zhu & [7] 1%, FEMEE(LL ¥ 2 7 1 LEH S I0C (In-
dicator of Compromise) ¥l L, B % 4R 1255
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p(wlt)
S =

2L, w EEHIGROERE, k7L (PEv ), T
370t DIRE, p(w) EICEEEICB T 5 85k w O
B, pwlt) 3TNVt OFTOHGEw OMIETH 5.

Zhu 5%, S(w) L EWEABR 728, ZOHELYE
BLRHEE AL, MMEEETVOANICHCTY S,

4. REFE HEOME Yy VEREZHWE
YR T

Meggtkicti & AJ1E LT, CVSS v2 D 6 2 DHEARFHiHE
L RANEDHEE AT .

4.1 7x X MR

7 F 2 MEPLIEICOWTIE, Le & [4] & RO A fT
9. M)t (punctuation) R A kv 77— K (stop words)
¥WET D, 77 AN% (Bl input.c) % EOHGEE%E Sk
L ) IRD 72012, MR Dk A» 12221 % & &)k
HOHR%HEET L, Ay 7T7—=F)AMELT, nltk[§]
& scikit-learn [9] DA by TT— R A bz HWwA, $72,
TRTOXFH/NLTFAIEHRST 5. 2612, LFHNEELE
5%, [H B x££I HEE (] @ “allow” & “allows”) %
FRRICHR ) 72012, AT I 7 %41). 2T, nltk 7
477 1) ® Porter Stemmer 7V T XA [10] & V5.

4.2 e

FiE11E, Le 5 OF LD HEE n-gram - L7 n-gram 1§
B ICHEED Yy VEAFEEXERB L0 TH L. Fik
21X, Word2Vec % fl\» THLEE R LS n-gram % X7 bV
LU, Zhu 5 [7) BHVZHEFED b ¥ v 7 [ E Ol
S(w) ZHNFEDLELHFEL X - LFLRVENEND
SN MV OFESNR T PVEEBE LTHWS, 2O
TlE, ZNENOFEIZOWTH AT 5.
421 FE1: Le bDFFHEICHED Iy VEBEEEE

B L 7= n-gram O1ER

FiE 1 OBEIZONWT, 1 12RT.

A7 = — XCld, 9, Meioritali2: & Kk n-gram (w)
L F n-gram (c) MW T 2. TDL X, Le bIIRICE
D) bZFOHENE LN LEOEEGN TR L L BRIFS
N5 m/NME B % B5E n-gram Tl 0.001, 3L n-gram
TIZ01 & LTWw/z, FHELITHE, 120F7XXVICBWT
DHRELCBIND, TXVIHEB R BFEZ R L 2V )
2T B72012, TV RS Z BEEL LT
12 0.001, XLFLANLTIZ0.1 & L THFE n-gram & XF
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Fig. 1 Outline of the method 1.
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Fig. 2 Outline of the method 2.

n-gram OV A MEER L7 2T, &@XHFIHLTERD

ZEEH L 5 HEE n-gram & LF n-gram REKT 5. 2
CTRFNLZHFEL NUAY ML ELFL NV ML
LIEA. DB, Le 5 & FARIS, HFHEL NV ML L
LFELANUARY PV EREE L, BEECEANRT PV ETERT
L. INEEMFEEETVICAT L TIFEZITH .

Tl 7 = —ATlE, ZNENOWEITHERLEIZ BV CTHEE
n-gram, XF n-gram Z{ER L, IO EHES L THEE
TR MVEERT 5. 2 E G AW TE T TV
AL TTHEATH .
422 FE2:Le 5SOFKICHED My VEHFELH

BOSMERE AU 5 EuhE

F: 2 OBEIZOWT, B 2 IIRT.

A7 = — AT, 9, FELEAERIZT VTR
Ha gk et 20 & HGE & F n-gram Z T 5. 72721,

I % & D728, LFEL ANV O/ 1S 0.01

ELTWwA, HEEE T ngram IDWT, TNHDMH
%A S SICHEE - LF n-gram O b ¥y 7 EEE S(w;),
S(cj) ZEMHET 5. KIZ, MR & HEE D L 12X ) -
7oA MEAJE LT, Gensim[11] @ Word2Vec & Fl\»
THFEOGEERBLZ L, Word2Vec HiFEE 7L % VR
T 5. LFLARVTIE, LFEEZ ngram O n OKZEITTH
LCTYUAMEERL, 2hb % Word2Vec D AT & L CHl
HAEFTVy, Word2Vec LFETNEIEKRT 5. 728 213,
“hello world” &9 UAYH - 72854, 3-gram T, [“hel”,
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“lo”, “wor”, “1d”], [“he”, “llo”, “wo”, “rld”], [“h”, “ell”,
“o W” “orl”, “d”] L\ ) 3FEHDO Y A DA T B, A
72 ClE, Word2Vec DFBIFDI/INT XA —F I LF LN -
HERL AL & b IO ABRITEIE 300, VA ¥ Ry ¥ A
A5 &5 5.

HEEDO MYy JEFE—E%L Sy = (S(w1), S(wa), -,
S(wp)), Word2Vec HEEE TV L o THT) SN HEEN
7 MVv—8i% Vi = (Viw, V2w, , Vpw), Hae®DHBOIEL
—%% Fy = (fiws fows+ » fpw), XF n-gram D b ¥y 7
EAE—%% Se = (S(c1),S(c2), -+, S(cq)), Word2Vec
LFEETNIZE o THI) EN7LFE n-gram X7~V —
E% Vo= (Vie, Vae,* ,Vge), LT n-gram O HHEHE—
% Fo = (fies faer - 5 foo) ET A PHHFENT PV
Waverages THELFNT MV Coverage ST ORTHEE
ns.

Sw © Foy Vi
Waverage = ~=~ a/
7 Y S(widn;
Sco F. Ve
Caverage = <= o, _
9 32 S8(es)n;

WKE o 72 HEENR T MV R LFERT MV EES
L, HWEESLFANRY PVEERT 5. T e BTV
WA LTIl 4T 5 .

Tl 7 = — XTI, ZNZNOMEFHHERLBRIZBVTHEE
R n-gram O HIAIEL & T A D Word2Vece € 7 )V
DRI Ve S(w), S(c) &HWTEHHFENRS L
LT VR L, #HET A2 LT, HEET

N7 M VEERT A, SHhEBWFEEFVICASILCE
WAEAT .
5. FEEB

T, T2 & Le 5OTFEIIOWTI ATV, gy
PEEHIC BT B HEED b ¥y 7 47 R i E B o A %1k
IZDOWTHRGET 5.

5.1 EBRAZE

7—%+ v h& LT, NVD (National Vulnerability
Database) [12] (288 S L Tw 2 1988 4E 7> & 2018 4F
D 113,292 DO We 55 = F v T\ 5. i 55 1 e ak 12
* REJECT **OFE#AdH 5 b D% CVSS v2 D% Fi -
TV W DIZOWTIEREZEL, 105,124 RO REssE = ik
9. 2015 EL T O T — & 2l T — 4 (76,241 1), 2016
HEPBFEDOT—5 T A MT—% (28,883 1F) & L THW/ .
FEERCTH W EWE T 7N L QRS E0IEEEE, R 1
127”9, LGBM & LightGBM, XGB l& XGBoost, LR I
Logistic Regression 3% L T\ 4. T, Le H2VEERT
L7 BT LR HRE I E 2T VT W,
72720, F2 Tl tfidf 9, HEE n-gram O n (E
1ELTw3
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Table 2 Experimental results.

H ARG 2 FiE1 FiE2 Le bDOFE
Accuracy | Macro | Weighted | Accuracy | Macro | Weighted | Accuracy | Macro | Weighted
F-Score | F-Score F-Score | F-Score F-Score | F-Score
Confidentiality 0.736 0.726 0.737 0.709 0.701 0.711 0.729 0.719 0.730
Integrity 0.763 0.750 0.764 0.727 0.715 0.729 0.763 0.749 0.764
Availability 0.710 0.707 0.709 0.719 0715 0.720 0.712 0.711 0.712
Access Vector 0.914 0.537 0.899 0914 0.553 0.903 0.914 0.540 0.901
Access Complexity 0.704 0,469 0.674 0,704 0470 0,677 0.698 0.460 0.668
Authentication 0.876 0.447 0.847 0.864 0.426 0.832 0.875 0.442 0.844
Severity 0.666 0.589 0.664 0.685 0.566 0.673 0.670 0.596 0.668
e 225 . —
1 BWFEETVEARSHELE 6. =L

Table 1 Machine learning models and NLP settings.

EATHhELE  WREE | HE XF | tf-idf
£7 /U | n-gram | n-gram
Confidentiality LGBM 1 2-6 -
Integrity XGB 1-3 2-6 -
Availability LGBM 1 2-6 -
Access Vector XGB 1-3 2-6 4
Access Complexity | LGBM 1 2-6 -
Authentication LR 1-2 2-6 -
Severity LGBM 1-4 2-6 -
5.2 EERIER
FEERERER 2 1RT. TNENOFHEHEO T TR Y =
WEEZE THRTRT .
FH1E, ZCOHEHATLe bOFHELID bEC Lo T

WL ZENGhA. T2, Ko TWAHHIZBWTY
HEVETLTWLENWZ LS5 H b, T4bL, HEED b
Vo 7EHEYEET 52 L TTIRBEDSTEL TV,
F 72, FP: 21, Availability, Access Vector, Access
Complexity, Severity TIid Le 5O FE L ) FUKE IS
(%o Twh, —H7T, Confidentiality % Integrity |22\
Tid Le 5OFHE LT FIURHEAMET LT 5. Han
5 [2] ® Gong 5 [3] 1, ATk 2 & FEARICNEGIERCE DX
7 b IALIZ Word2Vec & HV T %75, 434HIZ CNN (Con-
volutional Neural Network) % LSTM (Long short-term
memory) ZHLTWS., TNHIILTOHEOIFU %
FR LA BP RN EE TV TH L. FHE2 TR
HEEOWEBZ M L Tn505, UPOBEEDEIEL %
BLTwhw, IN6nZ by, HEOHEIELEE L
A EETVICBWT, HERODHEBIIAERITH L &

ZAbND., T EE LS E T T VICB W TG
DI AEHOHENEDOHFEZAT ) Z E DG ROFETH 5.
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ICEBEHMIiA4T D & L DA DOMETH 5.
HEE AR, WBEO [BIEENRO -0 05
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