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Abstract: The aim of this study is to identify the effective methods to encourage small and medium-sized
financial institutions to implement information security measures. In particular, this study introduced the
nudge approach into the encouragement methods executed by the competent authority. First, we selected the
information security risks that each institution should address based on the assessment of the probability and
impact of these risks. Next, we derived measures for each risk and evaluated their effectiveness in preventing
incidents and their cost. The measures that were highly evaluated in both were selected. Finally, we devised
methods to encourage the institutions to implement the selected measures with reference to nudges. For
each method, the predicted promoting effect was evaluated by interviewing the officials of the competent au-
thority. As a result, the method in which the competent authority shares the good practices for information
security that were performed in other institutions with similar characteristics was evaluated to be the most
effective. Finally, we discussed the issues involved in executing the encouragement methods such as the cost
and impacts on top management.
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Table 1 Mean scores of probability and impact assessment of

risks with corresponding actions.
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Table 2 Mean scores of evaluated effectiveness and costs of risk measures.
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Table 3 Nudge classification to consider encouragement meth-
ods.
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Table 4 Mean scores of evaluated effectiveness and cost of en-

couragement methods.
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