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A Fast and Secure VMI Mechanism for Malware Analysis

Abstract: As a means of quickly analyzing malware behavior and attack methods, a technique called Vir-
tual Machine Introspection (VMI) is used to observe the internal state of programs on a virtual machine. A
typical VMI system mainly takes either an out-of-the-box (i.e., with hypervisor) or in-the-box (i.e., within
the virtual machine) approach; however, these two approaches involve a trade-off between the analysis speed
and the security of protectiong and hiding the analysis system. In this paper, we propose FastVMIX that
realizes fast and secure VMI. FastVMIX reduces the number of context switches to the hypervisor during
malware analysis by inserting an analysis agent in the target virtual machine, while protecting and hiding
the agent’s memory area by switching memory protection with EPTP switching of VMFUNC and huge pages
supported by Intel CPUs. In addition, we used a para-pass-through hypervisor to reduce the overhead of
virtualization and improve the degree of hiding. This paper reports several experimental results of FastVMIX
built on BitVisor.
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1GB Huge Page iICH 2R THD Ny 7 7 B HiAHT
H—E R

NANR=NA Pt 59— R

1GB Huge Page DH—FRILAANDIvE>S KnE

FVIFINDAYTH R MERDFEE

jJ_

1GB Huge Page AND PIC N1+ opO—F

F 2 —VPZEMTHER L~ v ©> 2 L7z 1GB Huge Page
Z, A=V Y 7T 5RETH L. ZhiC
XD H—ANZERDHIZ 1GB Huge Page 23522 [E
EINDZLITh5.

FVIFNLDT R
TLA—NIZTYMYKRA Y IPDTRLRE, 22—
ZEETDORAR Y 7 RA v XROMEERET 2 HE %
PER_CPU_SECTION (% CPU a7iZvy ¥y 7 X
NBFREFIZHEE. GS LY RAXR—RTT7 7 RAE1
%) ICIRTET AHERETH 5. RIFLIZIERIE S — 2
NEY 22— LRI TR PICAL F Y BBET 3.
INHDBEMRIa 7 I ICEL BN DH B 720,
PER_CPU_SECTION IZfRTE3 5.
FILADA 7€y MEROERIE 4.1 Hi TR 7 PIC
NAFVIEH=FNVNOERSCEB 2T 2. 20
72D ERT RLADA 7€y MEREIET %54
BET®H 5. £ PER.CPUSECTION iZH 3, 1—
PREBDAX v 77 N L AORIFHEE, H7—H1DR
X277 FLADREHEB, A VIFLDI AT A
a—L7 F L RAORFEHBOEIRE TS 5.

1GB
Huge Page DHIZ PIC NA F V%2 u— N3 BFEEET
H 3. ZHIX kernel read_file_from_path BT 5 z
LBNIRAPBENLF V=2 VDOHIZr— T
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5. B=FLZEANL FVIFEBEBOR-JIRFEZH
TW25 DT, memepy EEZHWT I EEE 1GB
Huge Page DHCat—35%. B, kb33 L5
12, DAL F O ZITS £TIE, I—2
£ 2 — Ui Huge Page DH G Bt AE = 5T
TOHRZELTWS.

Z DR
BEZS AT L a—»FELE =1, PICANA FUN
D7 v 7 BEBICIBEPRE LS Iy U RAL Y b7
RL AR EEMZIMETDHS. AT La—1LDT
Y PURAL Y P2 LT, INTOx80 (E]DiAA), sysenter
4, syscall i DK E L 3O oN D5, SEIE
syscall i FDAIIHIE L7z, syscall iDL b UK
4 > ME MSR (Model-specific register, CPU 2 712
B 2R BEREE) @ TA32_LSTAR (0xC0000082)
KIS TwWa. SEE 2% wrmsr @5 CEE
EEZLTZVMYVRA Y b 2FEEHZ .

Z Oh%
B AT LAI—ANYFSD7 FLRZITLOT Y
PURAYPDT FLRICYIDBEZ 2B 22175,
4.2.3 HTRRTz X 512 MSR NDE ZIAA & HiAiA A
WEANAR= NP Ko THREINRTWS D, KAl
FHOMEOEZAAL LY FPYRL Y PDT FL
AL PICAA FVND 7 v 7 BEOME) EFFRIXhT
W3R LHEENTES.

1GB Huge Page ICHZO7 BNy 7 7DHEAHEL B

N IN— N1 FDHERE

5.

5.1
AREBETIIR 1LISRT 4 20T LZEMT 3. T4b

JHDN Y 7 713 1GB Huge Page IZIFEL, I —*%
NERIZe Yy BV 7ENTWE. 20702 —V2EH
PHDY 7 TR MEZMNT, vl eiiAst TEEL S
ELTWS.

NAPR=NAF YT 2 2
& T FastVMIX OFELRENELIRE S Z 212k 5. ]
ko 7=H12i%, 1GB Huge Page D&, 7LD R
TLA—=)LDITY FYKRAL Y M7 RLR, PIC NA F
) O1E#R% hypercall (N4 2S— 34 FOEREZ L H
TR RS, T —VZETH — 2L OREZ U H
TIRTLa— e MR BHTREEL T2,
bS5 —EFHHED 72 D hypercall ZFEONH 5. #IHA
e Thbn 2 Bl T 22XV 7 4 BEEE =, >
AT LIREENS.

FF
Bl VP

5, RIEEREEZ Y 3 Linnx ZEEXB5E5TH S
native, 41U Y F LD BitVisor LT EFE® Linux ZEifE
B 7=ETH S BitVisor, Out-of-the-box FHD N A
F VN> A7 5 BT EFO Linux 2EfFX 155 TH
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£ 1 FHiET L
e Iz

native JEH @ Linux
BitVisor A1) 2 F LD BitVisor
DRAKVUF  Je{THf%E [5)
FastVMIX REFE

K2 EEONYFv—s DETHH
N> F 7= 7 T [sec]

native  BitVisor DRAKVUF FastVMIX
1M [d] 0.051 0.055 75.049 0.275
10M [|] 0.487 0.503 757.362 2.789

% DRAKVUF, %2> 25 4 LT EZLO Linux 2
XRGETHS FastVMIX D 4 D TH 3. Fidd oD
EFLD S5, native ¥ BitVisor 1334 7V fENTHERE R
BLTWARVWEICEFEREINW. ZThsDETFIVIRET
EOWREA — =~y FEHSL T 2 HIYTHEE L 7=.
FHECIZEEDO RN Y F < — 2 & LMBench([8] Z{fF L
2. BEORYF<—21F, SRAT AT —)LIZET B
PEHEITZ e 2HMNELTEBD, getpid VAT La—
N IM Bl 7213 10M [El#E D3R U179 5. LMBench &
UNIX Al DL A4 F vy, Ny RiRZHEIT ARy F2—
JTH5.

i tZ Intel CPU Core i7-9700 (8 @7, 3GHz) %#f#
AL/, XEVIZ12GB TH 3. KiHliET LV THEHAT 2
Linux 77— VD= a 1F 4.15 1IZFi— L 7=.

5.2 FH@EFER
5.2.1 BEORVFI—7
BIEONR Y F~v =212 K 2FHiifEREZR 2 1R L. R

& D, BitVisor & native OLHRFEIXIZIZE L WHER

127 572, —7, FastVMIX X native IZLERTEB & #

5.73 (5B - 725 DD, DRAKVUF 12T 271.55 1%

ORI o 7.

5.2.2 LMBench

LMBench TEOLNERON, FHITELORKZWH D

BRSTITRT. LAT VI EANY FIEOKEL 2012

DB,

SRATLOA-NLATVY RIDPLESITRT LI,
BBIZEERVF—2 LHEL &5 RfERICTR - 7.
£3TIE, YRAFLA—ALAFYIMRRINTVAS.
FastVMIX (X DRAKVUF IZHR, K 337 {5
no =,

FATIE, Z7ANF 4 A2V TREAD select & AT
LA=NDLATUVIPRENTVWSE., ZAHFET
kO RfEEAASNS. FastVMIX i DRAKVUF
R, BK 237 f5E D o 7=,

5T, %Y VI —T T 7A4NT 4 A7 Y TEAD
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K3 YRFLA-ALATFUY

AT LA=NL AT VY [ms)

native BitVisor DRAKVUF FastVMIX

read 0.1179 0.1181 94.203 0.30674
write 0.089 0.0889 93.0164 0.276
stat 0.3319 0.3316 82.9851 0.5347
fstat 0.1178 0.1181 84.9844 0.294
open/close  0.1178 0.1181 84.9844 0.294

R4 774V F4 A7V TFRAD slelect YAFLa—LL AT

v
slelect ¥ A7 53— A4 7 [ms)
native  BitVisor DRAKVUF FastVMIX
10 [E  0.1822 0.1804 85.3676 0.3595
100 [B]  0.7656 0.7645 81.8286 0.9411
250 [@]  1.7192 1.7231 86.2222 1.8735
500 [8]  3.3696 3.3696 85.9839 3.525

K5 XY NT—T T2 ANT 4 AT YT RAD slelect ¥ AT A
A= NV ATV
slelect ¥ X7 53— A4 7 [ms)

native  BitVisor DRAKVUF FastVMIX
101 0.2300 0.2319 84.5077 0.4157
100 [8]  1.9475 1.9393 86.2667 2.0886
250 [@]  4.7659 4.7767 94.4912 4.8868
500 [{]  9.6017 9.5448 104.7843 9.5393
K6 FvbU—ILATVY
2y MU —=21L ATV [ms
native  BitVisor DRAKVUF  FastVMIX
TCP 6.5244 6.6740 337.2004 13.3315
UDP 5.3639 5.3582 267.4606 11.8572
TCP/IP  8.4030 8.4083 503.0000 10.3250

select AT LA —NDLATVIHRRINT VWS,
INBHEL &S RIEMAIREINTWVWS. FastVMIX
X DRAKVUF 2HR, £k 203 530 - 7=
TOCAMEE v—AbLHRRXbADRY bT—2I12K3
Tt ZABEEOL A F U O REEILE. BIEHERER
EK6ITRT. T AMEELA T OoNTH Y
AF L=V AT RELRICHEANASND D
DD, FBiHMHETFLEORERL IS AT L= 1A
TR TS WHERE o 7z,
Vv Mk 7ut AEBERLRM L 4TI
X% 7ot ARGEERD RIS LTy RIEHEGE
Bfiol. MIEREREERTIORT. Vory b EHWE
HBIETlX, native, FastVMIX, BitVisor 23ZIZ[F
Y FiEIZ LT, DRAKVUF &0 h/h& <,
native 2R, 45.56 %, FastVMIX 12X, 42.66
EREMm o, —HA4 FIELTE, AFL6a—
VL AT ITIEWVEAD A S L7z, native 23— &
RKEWEZ7RL, BitVisor 28 ZUTEWEZ R T .
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RT7T Vrvbe A EB T AREEDO AV RIE

7't ZREED N FiE [MB /sec]

native  BitVisor DRAKVUF  FastVMIX

AF_UNIX 17631 16492 387 16505

RAT 7132 6676 388 5695
File reread

Bandwiddth [MBisec]

= native == BitVisor DRAKVUF == FastVMIX

20000

15000

10000

5000

0

0.2 0.4 06 08 1.0

Memory size [MB]

3 77 ANHAALEED IR LIROTIEN Y NiE

File open2close reread

Bandwiddth [MBisec]

= native == BitVisor DRAKVUF == FastVMIX

20000

15000

10000

5000

0

0.2 0.4 06 0.8 1.0

Memory size [MB]

7 7 ANDFHAAAG, B AL ZEDIRLZE EDOFHAN
ML

FastVMIX 13 21512 HREIT/NEWEZ R L
(native IZHEAT 1.25 582 - 72), DRAKVUF X
native IZLEX 18.38 5D - 7=.

XEYD IFIFEREHFDORXEV 77 RAZITo EDF

HAEYAY NiEZE 3~9 ITRT.

77 ANDEHAEE (K3 X 4) BL T, native
¥ BitVisor 28ZIZ[FA5F T, FastVMIX 732 Ui
{. %7z, DRAKVUF L TZzh 5 3 DizR
TRELEL->TW= R, K6 T, YRATALa—
N ATy OFHiiAER & A CHEAAA SRz, Th
!X mmap, open, read, close, munmap *# DR L7
LEDRERTHD, SRTLA-NDLATUIDBKR
B EEZTWRIePEZLN5.

mmap L7z EDOFHIXEY Y RIE (K5) &, &
TOFHEE 7 AIEEFE CEZ R L TWe, TRE
AT L=V ATV IDORIETHEP DI epd
EZzohb.

beopy Z#E DR L725E (K9) &, 77 70N
RELSERIHRE 2o 7. native, FastVMIX,
BitVisor (Z—E7 5 LN 2057 <IZANY FIEIX T2
5. —J} DRAKVUF I, b EN222DF FIY
RLTWL. L2l, BINTRIHIZRESRL DD
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File mmap reread
== native == BitVisor DRAKVUF == FastVMIX
mmky=\§>

T
3 40000
@
=
<
2
£ 20000
5
[1]

0

0.2 0.4 06 08 1.0

Memory size [MB]

5 mmap LT7ZEALZE ZDOFEGNY FIF

File mmap openZ2close reread
== native == BitVisor DRAKVUF == FastVMIX

20000

15000

10000

Bandwiddth [MB/sec]

5000

0

0.2 0.4 0.6 0.8 1.0

Memory size [MB]

mmap L CHiAAAL, B - L2 Lz ZOFEINY R

libc bcopy unaligned

== native == BitVisor DRAKVUF == FastVMIX

150000

100000

50000

Bandwiddth [MB/sec]

0.2 0.4 0.6 0.8 1.0

Memory size [MB]

7 bcopy Z#DIEL L7zt 2OV ViR

DD, PORFTAEXIZFFE LY. ZAETRATLa—
N4 F ¥ ED b beopy DIFENTEIT, 2t —
PAZXWRELRDZE ZRDBEHEICKRD, EH/NEL
BRBEDIZEHEZOLNS.

XEY DHRABEEZXTRNTOY R 7 L TRER, 5
EREsNE. THES AT LAa—ARFEE LW
DTH5.

FHOIC

AL TIIEEL ORI VMI BfTA 5 AT A

FastVMIX #4122, FHliL/=. FastVMIX I3E#7% VMI %
17972912 In-the-box AREZ LD, 22 THELZEF2Y
T4 VRIS AT L% EPTP Switching & HugePage
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Memory read bandwidth
== native == BitVisor DRAKVUF == FastVMIX

30000

20000

10000

Bandwiddth [MB/sec]

0.2 0.4 0.6 0.8 1.0

Memory size [MB]

K8 XEVHAAADNY FIR

Memory write bandwidth
== native == BitVisor DRAKVUF == FastVMIX
20000

N

15000

10000

Bandwiddth [MB/sec]

5000

0.2 04 0.6 0.8 1.0

Memory size [MB]
B9 XEVEZRALONY NIE

ERWZERRR =Y T — T REICTHE L7z, FHliT
BEEORYF<—2 ¥ LMBench Z HHWTIRER S A5 A
AT LN TEAEZR RO 2 & B ERIVITR L 7.
SHOEH Y LT, Windows 72 ¥ DD OS IZH5 X &
52k, PIC A4 FVDEKELEEZEZTWS. KT PIC
NAF ) OEREEICOVWTIE, BRIETL, 7740
AT LR VT — 7 OEMPMBINAITZAS LI
g5,

BE 3
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