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Spectral Fingerprinting of Dimming White LEDs
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Abstract: Light-emitting diode (LED) is widely used for lighting and indicators. There is a recent line of
works on fingerprinting LEDs, and they have a wide variety of applications, including supply-chain integrity
and device authentication. White LEDs for lighting commonly have dimming capability using pulse-width
modulation (PWM). There is a conventional preliminary work of fingerprinting dimmable white LEDs; how-
ever, (i) it does not evaluate the classification performance and (ii) the method is inefficient as we should
repeat the measurements with different duty cycles. To tackle the problem, we study a method for fin-
gerprinting dimmable white LEDs using a machine-learning classifier. In the proposed method, we train a
multi-class classifier by feeding many spectra with different duty cycles. By using the classifier, we can ignore
the duty cycle during the measurement, which significantly reduces the effort for measurement. With the
spectral data from 40 LED samples from the same lot, the proposed method achieved the success rate of
98.5% in the 40-class classificaton experiment, which is comparable to the conventional results by Toh et al.
using only 10 samples without dimming.
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Table 1 Data format from the spectrometer.
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HELED

/ | \/\ﬁ
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Wave length[nm]

1 Hf LED Offfig & A7 b
Fig. 1 White LED and its spectrum.
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Fig. 2 Dimming based on Pulse width moduration.
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Table 2 Classification result with 10 samples under a constant

current in the previous study [9].
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Logistic [lJ& 0.99
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Decision Tree (4H) 0.76
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Multilayer Perceptrin 0.94
Support Vevctor Machine (434#) 0.22
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Table 3 Comparison of previous and proposed methods.
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Fig. 3 Experimental setup.
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Fig. 4 Block diagram of the Experimental setup.
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Fig. 5 Evaluation of reproducibility in measurements: spec-
tra from the same sample and duty cycle with repeated

measurements.
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Fig. 6 Spectra of the same sample under the different duty

cycles.
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Fig. 7 Spectra from 40 samples under the 50% of duty cycle.
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Fig. 8 Spectra from 40 samples under the 50% of duty cycle
(magnification of Fig. 6 around 450 nm).
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Table 5 The target parameters for the grid-search parameter tuning in the machine

learning algorithm.

ol o

INT A—=2%

K-Nearest Neighbor

Perceptron

Logistic [Al)7

GaussianNB

Decision tree (473H)

Random Forest (434H)

Multilayer perceptron

Support Vector Machine (438

Adaptive Boosting

n_neighbors=[1, 3, 5, 7, 9, 11, 13, 15, 17, 19, 21, 23, 35, 27, 29], weights=[“uniform”, “distance”],
leaf_size=[10, 20, 30, 40, 50, 60, 70, 80, 90], p=[1, 2]

alpha=|[le-5, le-4, 1le-3, le-2, le-1, 1, le+1, le+2, le+3, le+4, le+5],

max_iter=[1000, 2000, 3000], tol=[1le-6, le-5, le-4, 1le-3, le-2, le-1]

C=[le-5, le-4, 1le-3, le-2, le-1, 1, le+1, le+2, le+3, le+4, le+5],

solver=[“liblinear”, “newton-cg”, “lbfgs”, “sag”, “saga’],

multi_class=[“auto”, “ovr”, “multinomal”], max_iter=[100, 500, 1000]

var_smoothing=[1e-10, 1le-9, le-8, le-7, le-6, le-5, le-4, le-3, le-2, le-1, 1, le+1, le+2, le+3,
le+4, le+5]

criterion=[“gini”, “entropy”], max_depth=[1, 50, 100, 150, 200, None],

min_samples_split=[1, 2, 3, 4, 5, 6, 7, 8, 9], min_samples_leaf=[1, 2, 3, 4, 5, 6, 7, 8, 9]
n_estimator=[10, 20, 30, 40, 50, 60, 70, 80, 90, 100], criterion=[“gini”, “entropy”],
max_depth=[1, 50, 100, 200, None|, bootstrap=[True, False|, min_samples_split=[2, 5, 10],
min_samples_leaf=[1, 5, 10]

hidden_layer_sizes=[10, 100, 1000], solver=[“sgd”, “adam”, “Ibfgs”],

activation=[“identity”, “logistic”, “tanh”, “relu”],

learning_rate=[“constant”, “invscaling”, “adaptive”], learning_rate_init=[0.1, 0.01, 0.001]
C=[le-5, le-4, 1e-3, 1le-2, le-1, 1, le+1, le+2, le+3, le+4, le+5],

kernel=[“linear”, “poly”, “rbf”, “sigmoid”], gamma=[“scale”, “auto”]
base_estimator=DecisionTreeClassifier(max_depth=n)[n=5, 6, 7, 8, 9],

learning_rate=[0.5, 1.0, 1.5], n_estimators=[50, 60, 70, 80, 90, 100],

algorithm=[“SAMME”, “SAMME.R”]
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F AL ZEWFEETLIT) XL TERIICHWZ T 2 — 5 —&

Table A-1 Post-tuning parameters for each machine learning algorithm.

Wz T A—H
K-Nearest Neighbor n_neighbors=1, leaf_size=10
Perceptron alpha=1e-5, tol=1e-6
Logistic )5 C=10, solver="“newton-cg”, max_iter=1000
GaussianNB var_smoothing=1

Decision tree (%3H)
Random Forest (54H)
Multilayer perceptron

learning_rate_init=0.01,
Support Vector Machine (43-4f)
Adaptive Boosting

C=1e-2, kernel="“linear”

criterion=“entropy”, max_depth=150
n_estimator=90, criterion=“entropy”, max_depth=50, bootstrap=False

hidden_layer_sizes=1000, activation="“tanh”, solver="*“sgd”, learning_rate=“adaptive”,

base_estimator=DecisionTreeClassifier(max_depth=9), learning_rate=0.5, n_estimators=100
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