
Electronic Preprint for Journal of Information Processing Vol.29

Regular Paper

Empirical Analysis of Security and Power-Saving Features
of Port Knocking Technique Applied to an IoT Device

Aamir H. Bokhari1,a) Yuta Inoue1 Seiya Kato1 Katsunari Yoshioka1,2

TsutomuMatsumoto1,2

Received: November 30, 2020, Accepted: June 7, 2021

Abstract: The digital boom brought empowerment to seamless connectivity by enabling manufacturers to harness
the power of the Internet into their products, opening up the world of the Internet of Things (IoT). However, such
connectivity has also brought the side effect of such power being abused by unscrupulous agents, who scan open ports
for services and exploit vulnerabilities in the system. The Mirai botnet malware attack is one such example that caused
havoc by compromising millions of IoT devices having unpatched/weaker security. There is an increasing need to
enable IoT devices to be fully patched and secured, but such methods are often under attack. This paper examines a
stealth technology and its impact on the CPU and power consumption to secure resource-constraint IoT devices that
are growing exponentially. By enabling secure remote operations and management of such devices using a unique but
practical method of security called “Port Knocking,” we can ensure timely patching of security vulnerabilities in a safe
and stealthy manner. Our experimental results on a resource-constraint IoT device show that port knocking not only
secures the device and provides a secure remote management option but also helps in keeping its power consumption
low. The results obtained make it an effective security layer for securing resource-constraint IoT devices.

Keywords: authentication, IoT security, port knocking, remote management

1. Introduction

In the 21st century, the Internet of Things (IoT) has opened up a
new horizon for entrepreneurs and hackers. According to a well-
known security company “Norton,” the number of IoT devices is
estimated to reach 21 billion by 2025 [1]. The booming 5G tech-
nology means billions of IoT devices can connect directly to the
Internet using the 5G speeds over the cellular networks [2], which
would make them more susceptible to direct Internet attacks [1].
The current situation in the year 2020 is that Gartner expects over
25% of known attacks to involve IoT, whereas the IT security
budgets for IoT would be less than 10% [3]. The IoT device re-
sources are also getting scarce due to small sizes designed for
portable use. This may result in fewer or almost no traditional se-
curity features due to the resource constraints in the IoT devices.
These issues will increase the opportunities for hacking [4], [5].
Furthermore, botnets are using self-propagating malware, such as
“Mirai” for attack purposes. The first large scale attack on a sin-
gle enterprise was witnessed in the year 2016 that used millions
of compromised IoT devices by the “Mirai” botnet malware, the
code of which is now available on the Internet for anyone to use
or modify [1], [6], [7]. Therefore, with the growth of the IoT
market, the attack field is equally broadening and cyber-attacks
exploiting IoT vulnerabilities in network services and inadequate
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security are on the rise. On the other hand, the end-users do not
have adequate technical knowledge to fix security issues by them-
selves. The lack of security management and limited resources on
IoT devices has, therefore, become a big challenge.

One possible approach is to keep the security of IoT devices
up-to-date using the remote management feature. But, the re-
search shows that such features are also subject to common at-
tacks on well-known services, such as Telnet, FTP, SSH, and
Web [1], [5], [6], [8], [9]. These remote management services
are among the top 20 most scanned ports and often are an ideal
target for exploitation as they provide direct access to the system
with escalated privileges [10]. In order to secure the remote man-
agement capability, it would require incorporating additional se-
curity measures on the already resource-constrained IoT devices.
Conventional security methods, such as firewall white-listing or
VPN are resource consuming, and therefore, are often used at
the enterprise level or among computing devices that have a lot
more resources available than the resource-constrained IoT de-
vices. Also, such perimeter defenses usually require technical
knowledge to configure and maintain those high-end computing
devices with appropriate security rules and patches. In the case
of IoT devices, such conventional security methods are not so
practical to use due to the limitation of available resources and
the lack of user knowledge. Thus, a lightweight, secure solu-
tion for remote management is required in IoT devices. Port
knocking is one such technique in which a port can be config-
ured to remain hidden (closed) until receiving a predetermined
set of knocks (packets) on different ports in a specific order. Re-
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search literature shows that studies have been conducted on var-
ious port knocking methods often used for the remote manage-
ment of large systems and importing them into the IoT world
as well [11], [12], [13], [14], [15]. However, such studies have
been mainly focused on port knocking algorithms, authentication,
and various attacks or complexity of an algorithm being used for
knocking and its impact on the performance in terms of protocols,
physical memory, or network bandwidth. Also, security testing
has often been only in a controlled environment using penetra-
tion testing and not exposing the IoT device with port knocking
feature directly to the Internet over the cellular network. Existing
research is missing an important piece of information that can
greatly impact the intended use of an already resource-constraint
IoT device. We must also examine the impact of a security feature
on CPU usage and power consumption to ensure that the addi-
tional security features do not impact negatively on the resource-
constraint IoT devices. These elements are vital as IoT devices
footprint is becoming smaller and smaller along with the diver-
sity in usage. Therefore, to the best of our knowledge, the below
research questions remain unclear:
( 1 ) How much computing power (CPU consumption) would the

port knocking security feature add to an already resource-
constraint IoT device?

( 2 ) With respect to the high-speed cellular connectivity of IoT
devices, how effective would this security feature be in
blocking unwanted access to the protected service when the
IoT device is exposed to the Internet directly without other
security layers or a firewall?

( 3 ) What would be the impact of adding the stealth port knock-
ing security feature on the power consumption of the IoT
device?

In order to find answers to the above research questions, we
narrowed our scope to focus on IoT devices with cellular connec-
tivity, such as those used in smart cities, smart bicycles, goods
tracking, flood monitoring, agriculture monitoring, medical mon-
itoring, wearables, etc. Such use cases need cellular IoT in or-
der to ensure mobility and coverage for their intended use. We
initially experimented for a short period (2 weeks) to obtain pre-
liminary results and then later on tested over a longer period (7
weeks) to verify the results. An IoT device was used to test two
types of port knocking methods. The first method was based on
the python script applying the pseudo-random number generator
(PRNG) and the chaotic random number generator (CRNG) al-
gorithms [8]. The second method was also based on the python
script, but applying a stream cipher using the Authenticated En-
cryption with Associated Data (AEAD) algorithms [15]. The de-
tails of testing and analysis are provided in Section 3. Based on
our test results, we can summarize the answers to our research
questions as follows:
(i) The CPU consumption test showed that when the stealth port

knocking feature was implemented using the stream cipher
with AEAD algorithm on the IoT device, it would add a
maximum overhead of 15% of the CPU power. Whereas,
the PRNG-CRNG algorithm would add an overhead of 50%
of the CPU power.

(ii) The security effectiveness test (by exposing directly to the

Internet via 3G without any other security layers) showed
that the IoT device with the stealth feature protecting the
SSH service running on the default port was able to block all
unwanted accesses for 42 days, while the unprotected ser-
vices received 431,142 requests from 5,424 hosts in these 42
days.

(iii) The power consumption test showed that the IoT device with
the stealth port knocking feature would actually decrease
power consumption compared to the one without such a fea-
ture because of receiving a lesser number of packets due to
the hidden service. The gap between them slowly increases
with time as we observed an average of 0.12 W difference
in the first week, but then it grew to an average of 0.25 W
in later weeks due to longer exposure of visible SSH default
port to the Internet.

Hence, based on the results of the experiments conducted to
measure the effect of using the stealth security feature of port
knocking on the resource-constraint IoT device, we can conclude
that the experimental results imply that the power consumption
overhead by receiving incoming session requests (from scan-
ners/malware on the Internet) without port knocking would easily
exceed the power consumption for running the port knocking ser-
vice. Thus, running the stealth port knocking service would be
beneficial in terms of not only security enhancement but also of
the power consumption on a resource-constraint IoT device.

2. Related Work

Remote management methods have always been an ideal tar-
get for hacking into a system. Research papers [16], [17], [18],
[19], [20] talk about a stealthy method of port knocking that is
commonly used by the system administrators of large systems
for avoiding attacks on remote management services. With the
increase in attacks on IoT devices, the focus has turned towards
the port knocking feature and finding the kind of algorithms that
can be used in the Internet of Things environment. Due to the
popularity of IoT, a lot of research has been directed towards IoT
threats, vulnerabilities, attacks, limitations, authentication, and
challenges [4], [5], [6], [14], [15], [21]. Many researchers have
also examined the security of IoT and possible countermeasures.
For example, paper [4] highlights the issues with IoT devices and
various types of IoT attacks along with possible countermeasures.
It rules out the use of conventional cryptography in small IoT de-
vices or limits it due to resource constraints. In paper [21], the
authors introduce port knocking based on digital certificates for
strengthening the authentication between the IoT devices. An-
other paper [9] proposed an architecture of SSH honeypot based
on port knocking and intrusion detection systems for protecting a
server. The concept looks similar to our approach, but this study
was not focused on resource constraint IoT devices. The focus
was rather on honeypots and attacks on SSH service. However,
this paper strengthens the idea that port knocking can be used
for security purposes. The authors in paper [14] provided a port
knocking approach utilizing symmetric key encryption, Message
Authentication Code (MAC), and an encrypted keep-alive sys-
tem is used to secure the service port. However, it is limited to
TCP ports with static IP configuration only and was tested using a
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Fig. 1 Port knocking mechanism.

hardware (CPU = Intel Core i7 3770 @ 3.40 GHz; RAM = 8 GB
DDR3) having plenty of resources. With respect to resources,
only physical memory usage and network bandwidth were ex-
amined. This paper did not look at device power consumption,
which is more critical in today’s resource-constraint IoT devices.

According to another paper on security intelligence for the In-
dustry 4.0 revolution [22], the demand for more direct connectiv-
ity with the Internet will also open doors for major security man-
agement issues. The authors have discussed possible mitigation
techniques for raspberry-pi-based IoT devices using port knock-
ing with two-factor authentication as part of their solution. How-
ever, in this study port knocking was implemented on a router
and the IoT devices were behind the firewall. In paper [8], the
author has introduced an advanced method of port knocking that
can reduce attacks by producing difficult-to-guess port knocking
sequences based on PRNG and CRNG algorithms. As this so-
lution utilizes both TCP and UDP ports, therefore, it can be a
candidate for our purposes. Similarly, another paper [15] sug-
gests a different algorithm based on RFC7539 [23] that pairs the
ChaCha20 stream cipher with the Poly1305 authenticator to cre-
ate an AEAD scheme for use in the TLS protocol for high-speed
and lightweight IoT applications. A security analysis report by
KDDI Research Inc. concludes that they could not find a weak-
ness in the AEAD algorithm [24]. Therefore, this method can
also be a candidate for our purpose as it can be used for creating
random port knocking sequences and key generation.

2.1 Port Knocking
Port knocking is not a new concept as it has been used by

the system administrators to manage the servers remotely. How-
ever, its application on IoT devices is relatively new. A common
method of attack is to first look for open service ports using a port
scanner. In the case of port knocking, the service port is closed by
default and opens for service only for the requester that sends the
right sequence of packets to the firewall for authentication [25],
as shown in Fig. 1 that was created by referring to the paper [25].

In the case of Linux-based devices, a “knockd” daemon pro-
cess (server) monitors the knock sequence and open/close ports
via the “iptables”. This knock sequence must be randomly gener-
ated and synchronized between the client and the server in order
to avoid replay attacks or man-in-the-middle (MITM) type of at-
tacks. With the service port closed, the target port cannot be con-
firmed during scanning, and therefore, an attacker cannot target
it [25]. This stealthy feature of port knocking also helps in putting
up deterrence against zero-day attacks [22].

Fig. 2 PRNG-CRNG based port knocking.

Fig. 3 Stream-cipher-based port knocking.

Based on the research work in papers [8] and [15], we selected
two approaches for our port knocking test on the IoT device be-
cause they are lightweight, can be used in the IoT environment,
and can generate completely random numbers using two sets of
completely different algorithms as follows:

2.2 PRNG-CRNG based Port Knocking Daemon
In this approach, the port knocking mechanism (python script-

based “knockd” server) is set up by a Python script that produces
pseudo-random port numbers using the system time as a seed with
a PRNG algorithm, and then again combining the result with the
CRNG algorithm for producing random order of assigning pro-
tocol (TCP = 0 and UDP = 1) selections, as shown in Fig. 2 that
was created by referring to the paper [8].

This creates a system that always generates the same knock
sequence based on the same algorithms running on the server
and the client side. Due to the pseudo-random nature of the al-
gorithms and the stealthy way of hiding the service ports, this
method of port knocking mitigates denial of service (DoS), play-
back, and MITM attacks as well.

2.3 Stream-Cipher-based Port Knocking Daemon
The second method is also python-based “knockd” server, but

it uses ChaCha20 stream cipher with Poly1305 authenticator [15].
A 256-bit secret key is shared between server and client, gener-
ating a 512-bit key stream from the secret key and time using the
“Authenticated Encryption with Associated Data” algorithm, as
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defined in IETF’s RFC 8439 [26]. The key-stream is split into 10
knock sequences (1 sequence = 3 ports = 48 bits). The frequency
for updating the knock sequence is set at 60-sec intervals. The
key-stream is regenerated every 600-sec (10 min) intervals [27],
as shown in Fig. 3.

3. Proposed Method

In order to test the stealth port knocking feature for our re-
search, we selected a commonly available off-the-shelf IoT de-
vice from the Japanese manufacturer “Plat’Home” [28], [29],
having a raspberry-pi hardware configuration with a 3G option
for a direct Internet exposure using cellular network connectivity,
as shown in Table 1. Raspberry-pi is one of the popular off-the-
shelf hardware devices, supporting numerous IoT uses and appli-
cations, including as an IoT gateway for connecting various kinds
of sensors with applications.

3.1 Experiment Setup
The test equipment used and the way the experiment was con-

ducted in the lab can be seen in the photo, as shown in Fig. 4.
Various combinations of test setups were used to make sure we
can minimize any external influences on the power consumption
measurements and can obtain maximum possible accuracy.
3.1.1 Test-1: Port Knocking Effectiveness in Terms of CPU

Usage
First, we need to select a port knocking method that does not

put too much stress on the CPU of the IoT device. We installed
and tested both approaches (PRNG-CRNG based port knocking
and stream-cipher-based port knocking) on the same IoT test de-
vice one-by-one, targeting port 22/TCP for SSH service with port
knocking. We used the “dstat” command while connected to the
Internet via a 3G line for measuring the CPU usage in each case
using a log analyzer, as shown in Fig. 5.
3.1.2 Test-2: Port Knocking Effectiveness in Terms of Secu-

rity
Once we have identified an efficient port knocking method,

Table 1 IoT test devices.

Fig. 4 Lab experiment.

then we examined how effectively it could reduce the unautho-
rized SSH login attempts on a default port 22/TCP by setting up
the test as shown in Fig. 6. We used two IoT devices of the same
model and specifications. We installed the stealth port knocking
feature on one of them to hide the SSH service running on the
default port. We kept the other device running without the port
knocking feature so that we can compare the difference when both
are exposed directly to the Internet with the same 3G network
provider.
3.1.3 Test-3: Port Knocking Effectiveness in Terms of Power

Consumption
In order to examine the power consumed with and without the

port knocking feature, we used the same two identical IoTBX1
devices that were running on the same software and hardware.
USB testers were connected to each IoT device, and these testers
were then connected to a self-powered USB hub. A note PC was
also connected with the USB hub for observational purposes, as
shown in Fig. 7. We then calibrated the USB tester without con-

Fig. 5 Test-1 setup.

Fig. 6 Test-2 setup.

Fig. 7 Test-3 setup.
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Fig. 8 Test-1 results.

necting the two IoT devices for 24 hrs. and calibrated the two
IoT devices without running the port knocking feature for 24 hrs.
After the benchmarking, the stealth port knocking feature was en-
abled on the IoT device connected to the USB Tester-A. Whereas
the USB Tester-B was used to record the power consumption of
the IoT device without the port knocking feature. Both were di-
rectly connected to the Internet over the 3G cellular connection
from the same service provider. This way, we ensured that we
could take measurements at the same time on both devices for
comparison purposes.

3.2 Experiment Results
In the case of test-1 for finding out the effectiveness of port

knocking in terms of CPU usage, we found that the PRNG-CRNG
based port knocking method mostly consumed 50% of the CPU
resources while updating the knock sequence and generating the
key. Whereas in comparison, the stream-cipher-based port knock-
ing method only consumed 9% of the CPU when updating the
knock sequence, and the CPU usage was only 15% when gener-
ating the key, as shown in Fig. 8.

Therefore, further testing was done based on the second
method (stream cipher) to confirm the effectiveness of the stealth
port knocking feature by hiding the SSH service running on the
default port 22/TCP (when not in use but exposed to the Inter-
net) and the power consumption. For further testing, we used the
IoTBX1 model as it has more resource constraints than IoTVX2.

In the case of test-2, the stream-cipher-based port knocking
method was further tested for 6 weeks (42 days) from October
18, 2020 to November 29, 2020. The results showed that this
method of port knocking is quite effective from the security point
of view as it stealthily used the SSH service running on the port
22/TCP without any issue while the IoT device was directly ex-
posed to the Internet through the 3G cellular connection without
any additional security elements for 6 weeks. During this time,
we observed not a single unauthorized SSH login attempt on the
IoT test device running the stealth port knocking feature. This
is due to the fact that port 22/TCP was hidden and did not re-
spond to any unauthorized SYN packets it received. In compar-
ison, the device with no port knocking feature had 431,142 SSH
login attempts from 5,424 unique IP sources (hosts) due to its
visible SSH service running on the default port, as shown in Ta-
ble 2. This demonstrates that the stream-cipher-based port knock-
ing was able to reduce the attack surface significantly, adding to
the security of the IoT device.

Table 2 Port knocking security effectiveness (6 weeks test results).

Fig. 9 Voltage stability results.

Next, we look at the test-3 results for assessing power con-
sumption with and without the port knocking feature.
(a) Voltage Stability: In order to benchmark and make sure we
do not observe any other influence on the voltage being measured
by the USB testers, we connected only the two USB testers to
the USB hub and measured voltage for 24 hours on July 22–23,
2020. Both came out to be stable around 5.14 volts, as shown in
Fig. 9.
(b) Confirming power consumption without port knocking:
Next, we established the baseline (benchmark) by measuring the
power consumption of both IoT devices without port knocking
for 24 hours on July 24–25, 2020. This way, we can observe
how these IoT devices are consuming power with and without
the stealth port knocking feature running on any of them. We
observed almost similar readings (1.38 W on Tester-A connected
IoTBX1 and 1.37 W on Tester-B connected IoTBX1), as shown
in Fig. 10.
(c) Confirming power consumption with port knocking: Af-
ter ensuring we have stable readings without the port knocking,
we then enabled stream-cipher-based port knocking on the IoT
device connected to the USB Tester-A only. We measured the
power consumption of both IoT devices for over seven weeks (52
days), from August 3 thru 10, 2020 and from October 16 thru
November 30, 2020. We also observed the total number of pack-
ets received by each IoT device by running the “netstat–statistics”
command every hour. The results showed that the power con-
sumption is directly proportional to the packets received. Since
the IoT device connected to the USB Tester-A was running the
port knocking feature, therefore, the number of packets received
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Fig. 10 Power consumption without port knocking on both test devices.

Fig. 11 Power consumption and packets received with port knocking dur-
ing the first week of testing.

on its port 22/TCP was significantly less compared to the device
without the port knocking feature. The first week of data col-
lected showed that the IoT device without the port knocking fea-
ture had an increase of 0.17 W in its power consumption (1.52 W)
from its baseline. Whereas the one with the port knocking feature
had only a minimal increase of 0.02 W (1.40 W). The sample of
data collected in the first week is shown by the graphs in Figs. 11
and 12.

Another data sample collected in later weeks shows the same
trend of receiving a very high number of packets on the exposed
port compare to a significantly lesser number of packets on the
stealthily hidden port. The power consumed by the IoT device
without the port knocking was around 1.50 W. Whereas on the

Fig. 12 Power consumption and packets received without port knocking
during the first week of testing.

Fig. 13 Power consumption and packets received with port knocking dur-
ing the later week of testing.

one with the port knocking security feature, it was decreased to
1.30 W over the same period of time, as shown in Figs. 13 and
14. This shows a difference of approx. 0.20 W between them.
The maximum difference observed so far has been an average of
0.25 W.

Hence, the power consumption observed was always less on
the IoT device with the stealth port knocking feature than the one
with no such feature. The gap between them slowly increases
with time as we observed an average of 0.12 W difference in the
first week of testing (Figs. 11 and 12), but then it grew to an av-
erage of 0.25 W in the later weeks due to the longer exposure of
visible SSH default port to the Internet. This indicates that the
longer we use the IoT device with a port knocking feature, its
power consumption decreases further compared to the one with-
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Fig. 14 Power consumption and packets received without port knocking
during the later week of testing.

out the port knocking feature. The stealthy nature of the port
knocking method keeps the default SSH port hidden from the
Internet and makes the IoT device not respond to any scans or
inquiries for that service port unless the correct knock sequence
is received. As a result, the IoT device receives a lesser number
of packets than the one with an open service port exposed to the
Internet.

4. Conclusion

In the case of port knocking, the stream-cipher-based algo-
rithm was much more practical to use on resource-constrained
IoT devices. It not only kept the CPU usage to a very reasonable
level and hid the default service port effectively but also helped
in greatly reducing the unauthorized traffic coming to that ser-
vice port. Thereby it helps the resource-constraint IoT device
in consuming less power. This could provide a secure remote
management option for authorized users without causing much
overhead on existing resources of the IoT device. On the other
hand, without the stealth port knocking feature, the visible port
22/TCP responded to all the incoming SYN packets that allowed
the scanning hosts to follow up with other packets for complet-
ing the TCP handshake, enabling attempts to establish or exploit
the SSH service. Thereby, received more packets to process and
consumed more power than its counterpart that was running the
stealth port knocking security feature.

Hence, we can conclude that the experimental results imply
that the power consumption overhead by receiving incoming ses-
sion requests (from scanners/malware on the Internet) would eas-
ily exceed the power consumption for running port knocking ser-
vice. Therefore, running the stealth port knocking feature would
be beneficial in terms of not only security enhancement but also
power consumption.

5. Considerations

The current study was carried out by testing the port knocking
feature only for the SSH service using key-authentication on the
default port 22/TCP. We have tested it on the raspberry-pi hard-
ware platform for determining the effectiveness of hiding the port
from unauthorized traffic (from scanners/malware on the Internet)
and its effect on the IoT device’s power consumption, with and
without the stealth port knocking security feature. Our scenario
is applicable to those IoT devices that are directly connected to
the Internet using high-speed cellular networks. Careful consid-
erations were given to ensure we benchmark and calibrate mea-
suring devices before collecting the data to avoid any external
influence. Though this proposed solution has shown encourag-
ing results, however, we have not tested it for other services and
non-default ports. Also, when considering the defense-in-depth
approach, what other security methods can be applied and the
choice of security layers must take into account the available re-
sources, as we saw around 50% CPU utilization in the case of the
PRNG-CRNG based port knocking solution with our resource-
constrained IoT device.

6. Future Works

This study has provided us with some promising results for us-
ing the port knocking security concept with which we can provide
a secure channel for the remote management of an IoT device us-
ing the SSH service without exposing it to unwanted traffic. This
method also decreases the total number of packets received by
the IoT device on the hidden ports compared to the device with-
out the port knocking feature, which helps in maintaining a lower
power consumption.

For future work, this port knocking security feature can also
be coupled with other lightweight security options to provide
a layered defense (defense-in-depth) approach for the resource-
constraint IoT devices. Newly developed port knocking algo-
rithms should be tested to confirm their impact on CPU usage.
Expanding the effectiveness of this stealth port knocking feature
with other services running on the non-default TCP /UDP ports as
well as with multiple services at the same time is recommended to
provide more tested options available for the effective use of the
port knocking feature. As we have tested the concept of IoT de-
vices being directly exposed to the Internet via the high-speed 3G
cellular connection (instead of being behind a router/gateway fire-
wall), therefore, future verification options can include the forth-
coming smart cellular IoT devices having a direct 5G high-speed
connectivity to the Internet.
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