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BIE R x o) 7 4 KBV TENREREOZERSEALLTED, MHPFEO—D2 LThy PV —
I IRAMHI S AT 2 (Network-based Intrusion Detection System, NIDS) 23&iF 54 %. NIDS &4 v
Y — 2 BEML, RERBEZHAT 3. NIDS BT 2 X £ X ERMEIBIETOI, RoHEmEs
WX 3EERIEMERINTWS. 22T, KX TIRAE T — 2T 4 ¥ ZREAR (Gradient Boosting
Decision Tree, GBDT) % M\ /= NIDS #184$ %. GBDT 3#id b ¥ EHD—>TH b, mWiIlbEEh
WEoT, RADF—XIH L THEVHEETHRITE 3. T/, EWEE %W NIDS TIREERHE
iD= DIBAKBRED T —ZBPBRETHD, D NIDS HF—&ty PRI TVWS. R TiE
Kyoto 2016 Dataset # W THIRES R 7 L DK L iz, BFES A7 4 X DBAEENA LT 2 Z

R L 7.

1. FL&HIC

MNATBGE N RUEHEGERE O TEREF 2974 10
KREB 2021 T ZIH - 722N ERIC L 2 HE D 2
fie72oTHBY, ZOBERHBHEINLL TS [1]. TR O
BRI & [HIRE FE ST 2 HED—D2 e LT, v b —
TIRAMHIS A7 4 (Network-based Intrusion Detection
System, NIDS) 23®HF 51 5. NIDSEty v —2 %8
L, PIERBAEEZRAIT S, —7, ENREKEBROTFERI
Zlizbiz ), FILOREBEFEPIHARELTWS. 20D
728, BWFE T HORABRASRERANCET 2% <
DFEITONT V3.

P 2 W7z NIDS T, 2EFHlio 72 D12k
BREDT =Xy bOMETH 2. HE D NIDS H7—X%
oy PABERAMEIHATED, FIZIXZHSIE NIDS O
EtRE LD, FHiiH T — &t v + & LT Kyoto 2016
Dataset Z/E LT3 [2]. 3K [2] T, VX L7 4L
Z b (Random Forest, RF), &R (Decision Tree, DT),
F4 =74 X (Naive Bayes, NB), ¥ K— X7 X<
> (Support Vector Machine, SVM), k if%#i% (k-Nearest
Neighbor: k-NN), One Class SVM (OCSVM) O 6 f&%H
DERW LM EZE TR X 2 7ERBEOR/EELRLTY
5. —7, BEMEETFIRESR 2] THW b DL
D Z L OFEDD D, FICHEED D FEED—DOTH S
LR
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HNEL T — AT 4 ¥ 7 HREAR (Gradient Boosting Decision
Tree, GBDT) [3] I ZINILBEN Y& <, REHD T —&I1TxfL
THEWVEETHRITE 5.

72T, K#WXTIE GBDT #HW/= NIDS #2&E L,
Kyoto 2016 Dataset % W T3#E L iHii 21T S5 . BRI R
7 LD TIE, SCHK [2] TREINTWS 6 FliELRES
AT DT K B BREE O R R KRS 5.

LU, BEWEE % FIW72BEE D NIDS &, 22800 o
72HDF =Xty FIZOWT 2 BTIRARS. 3 BTIHIESR
3% NIDS THW2 GBDT ¥ #HEHETFAIZOWTIRN,
4 FTIZ Kyoto 2016 Dataset & FW 72 212 DWW TR
5. BRRIZ, 5 BTARMXEZT LD 3.

2. BOEHRE

2.1 #WFBZ=HAV NIDS

HEREF 2V 7 1 BV TENREREOFERIIZIICH
720, HILLWHEBFENHALEBEL TV, 2079, %
WEEE 2 V7R ARARCERERANCE T 2 EH &
nTn3,

Ambusaidi 5%, IDS ICERRFHERFELEERL, 2
DRFELGEIN T ¥ Least Square Support Vector Machine
(LSSVM) #%#HAAHEIDS #IBL L 4. %72, Om
5%, k-Means ¥ k ¥if%7%, Naive Bayes ZilA S HHE
o4 7Yy R IDS 2R L7z [5]. Hosseini 5132 v
= —&i#E{t (Ant Colony Optimization, ACO) ¥ kX)L
73 X4 (Firefly Algorithm) %fHA&DYE, ik
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L7z¥R— bRZ & -l (Support Vector Regression,
SVR) % F\T, Denial of Service (DoS) 12 ARE D
HIFEZRE LT [6]. Eskin &, Az L¥EEFIET
BHBYTARXN=2HEY kib#EE, One Class SVM
EHERALT, 7/ v URANC X 2R AR FEEREL
72 [7]. RT 513, Software-defined Networking (SDN) #%
Mz & o THlfEl x5 1 v b 7 —2 %3 Distributed Denial
of Service (DDoS) WEIZX L THFITH 2 Z ¥ % HIT,
Support Vector Machine (SVM) %f#H L 7z DDoS W%
DOHIFEZIER L7 [8]. Mukkamala 5%, =2—FL
2y U —27¥ SVM ZHW/ IDS Z R L THEgE 1T -
72 [9]. Masarat 5%, IDS D7D DOHBH S VX L7 #
VA7) ZL%RE L7 [10]. Stein 51X, EEH
7132 X5 (Genetic Algorithm, GA) % F W 72K
REPEREHEAGDOEIZBARMFELIRE L [11).
Amor 51X, IDSIZBIFRREREL F A4 —T XA XD
MRED B 21T - 72 [12].

2.2 NIDS Of:»DT—2tv b+

HIEE % W 72 NIDS TLEAE RFHli o 72 DI K 7%
HOT—XDBNETH Y, BiE, NIDS OFH, FHEiHT—
Kty b LT, BROTFT—Xty RS TNS.
TITIE, —BABEINTED, Y > TOFFHED
FEZHDITOVTIENS.
2.2.1 DARPA Intrusion Detection Data Sets

DARPA Intrusion Detection Data Sets (&, MIT Lincoln
Laboratory 2MER L, 1998 0 HRFALTVWE T —XEy
FTHB. 1998 4F, 1999 4F, 2000 FD 3 FEFH NI H
TW3., ZO7F—&ty NI, EBACERINZSY b
U — 7 BRI CIEE 28(E 0o N BRI B 0EE 2 iR
ASETELNbDTH S, GFhI2REOHFL LT
1%, DoS BNy 7y F—N—Tua—WBLL2H 3.
W{ET—&IE TCPDUMP FEA TR EhTWwa 728, JE
WICEMICHHATE S L WO R H 5.
2.2.2 KDD Cup 1999 Data

KDD Cup 1999 Data i, University of California Irvine,
Machine Learning Repository TAERTWE 7=ty
FCTHB. ZDF—X+Ev biE, 1998 DARPA Intrusion
Detection Data Set DET — X% b L IT/EH SN2 d D
T& 5. DARPA Intrusion Detection Data Sets & IF# 72
D, BET—FELy>a YRATHRKY, FLy>a i
DWTt vy ¥ a yOFiEFRE S L ICHH LR EZEB
MU T 42 KLDRZ PAOBATERHEEIATNS. £y
¥ a OG> o B Eh A REEIE, BE 2 MM
Dy ¥arwdBEAPHE—FRR MEOEE 100 £ v
YarveWHHBN Ty a vy RO EEDIIL, HEitL
THELNZDONEENE. RAu—FIZdBAA, IP 7
FLARR-IEELEENRV. TRTOTFT—RITIEHR
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DB ZRT 7D S, WEDELEITIIKED
b RIS, FEAH LA EhZh T — X HBHE
EhTBY, FHEHADO T —XIIXEEFHCE ENRVINE
T=EADPEENDZ L WIRHEDH B .
2.2.3 Kyoto 2006+ Dataset

Kyoto 2006+ Dataset &, %K NIDS O FHEifH 7 — &
tv b2 LTEL WS TWE KDD Cup 1999 Data 23
TR o722 e B3, #7272 NIDS OfHiif 7 — 2t v
P LTEREN2bDTH S, @BET—X2 LT, HiB
RECHKBINTWEINZ—Ry bOTF—XZ2HEHLT
ER X 72728, Traffic Data from Kyoto University’ s
Honeypots £ WO HETTAINTWVWS. [AINLTWS
DiF, 2006 F 11 AH 5 2009 48 AETOBET —&»
SIER SN2 DTH 5. 77— XDIEKGTEE KDD Cup
1999 Data ICHELLTH D, @EET -2ty a VB
Tz ORiIRER) S RHEZ R L TERE L
Kyoto 2006+ Dataset D&%, KDD Cup 1999 Data
DREEO—HRTH 5 14 MY, HEIEML 7 10 FEHE
DR EEZEDOE 4 ETH 5.
2.2.4 Kyoto 2016 Dataset

3207 —%ty MEERD & IR L Tk
B OBEEA % KT ETWRWI X, T— X DOUIER
BIPEWE W RN D 5. ZORELRIRT 5729,
Kyoto 2006+ Dataset DIEFICHEH X /e ==Ky D
7 — X A L TH 7212 Kyoto 2016 Dataset [2] ZFR &
nrz.
2.2.5 NSL-KDD Data set

iz KDD Cup 1999 Data 137 — & 25\, TTRIVTH
5, T=RY A APKEVWREDOREAPIERHINATNWS., 2
D7z, EEORFEIEIEL 72075, NSL-KDD Data set T
& 5. University of New Brunswick @ Canadian Institute
for Cybersecurity 2> it x LTV 3.
2.2.6 CSE-CIC-IDS2018

Communications Security Establishment & Canadian
Institute for Cybersecurity 238t 32 7 —&Xt v b.
Brute-force, Heartbleed, kv b3 I, DoS, DDoS, Web
W& BIXUOHNEPLDAR Y P —IADRAL NS 7D
DRRIBES FUIRFENTVS., WEAL V7 712F
50 RO T UHEEN, WEHEOHEBUTIZE 5 DO H
D, 208D 30 ARDY—N=DEFThTWVWS. F
7z, TRy MIWEF ¥y I FXxINZN T T4 v I 05
it 80 DR L BT, HvIrDF ¥ I F ¥
NIz AT LuTHREENTVS.
2.2.7 MWS Datasets

MWS Datasets [13,14] 1%, ~/L7 = 7 XRHFEAM E
K7 —2 > a v 7 (Anti-Malware Engineering Workshop,
MWS) THEMT2MAHAT -2ty v TH5. U TOHE
BoT—&ty PO ATVS.
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e Augma Dataset 2020 2021
Web 754 7Y bn=—HKy bTIEL 2K EE
Br—%
e FFRI Dataset 2013~2021
AR FFRI X2V 7 4 CTIEL v LY =7
DEIIENT T 7, RIEMRNTR S
e Soliton Dataset 2018~2021
TV R—7Z 4 XA EDR & InfoTrace Mark 11
TWELEwLY = 7EfER 2
e NICTER Dataset 2013~2021
B A N —BCRBIH - 7H7 - WS X7 4 NICTER
TIELEZX =32 b bIT7 4977 —&, X—)L
F— NITHNZ R TN Y ZA—LDF — &
e MWS Cup Dataset 2015~2020
MWS Cup 2015~2020 ZIF— 12 K DIERE
J2TF =&ty FRRRATA R, FEEHICH-
THERRL7zR 2 Y 7 b
e BOS 2014~2019
B FEREHEE [ A N —BEHT - DT T L5
BRIEHE DHALFERDFHE ) \TTHEML, HHEEaI 2
=7 4 HoRESI LB Y T — T ANOREFE
gL .7 —4&
e D3M (Drive-by-Download Data by Marionette)
2010~2015
2EE a3 2 =7 4 2 SRS Nz Web ERAI<
NY 2T T—&
e PRACTICE (AmpPot) Dataset 2015
AR =%y s EOF—TF iz —o3 (DNS, NTP
E) 2BABICLCEEZHEEIE2 2 TH—L X
WE AT 5 U BY — ¥ A EREE (DRDoS B
B) 2BLT -2ty b
e NCD in MWS Cup 2014
MWS Cup 2014 EFICER L 72KV A b TF—&
vy b
e PRACTICE Dataset 2013
HBHE TEESEEEIC X 29 4 N—KETH - BSIC
B3 2 HAF5EER ) (B§FF : PRACTICE) O ZsE)#i%e
SAT AT, AU =7 e REBHLZBEO®E - 7
74 v 7 (VY = 7 EEROBERE) 2RT T —X
e CCC DATAset 2008~2013
<Ay 2 TR IER LRy MEIT -2 HTD
D, CCCHEHEERIMEAT 29 A N=2 )=Vt
R—n=—Ry FTINELL~LY = 7k T AL
AXERY 7 b 6 WA ToOMALZ ) A MELeT—&

3. BEAT LA

3.1 BE
ARFWXTIE, AR T — R T 4 ¥ ZHEAR (Gradient Boost-
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ing Decision Tree, GBDT) % i\ 7z NIDS 2883 5.
GBDT 3#fiid h #Ho—oThb, N E L, &
HoF =2 L THEWHEETHRITE 2. 7—2 0
ayR7 4 ¥ ard Kaggle [15] THEWAAT + —< VR
PHTHEAINZL, TEIERT TV - a Yy TEHX
na.

3.2 [ET—RXT+1 VI REKR

GBDT &3 Gradient (ZJHCLFE Ti%) & Boosting (7~
> TNEEE) | Decision Tree (REAR) ZHAG DY
FIETH 2. GBDT OHEARL KRB 3 DOHRITOVTHR
N5,
3.2.1 BEEMETE

W E O LB, EZTFHEZTS> 22 THS.
FHIDIERED Y 5 DIFEEDORE X THII T2 e T
3. O% b, HEENNIVETFHNEMEEESHRIZ
MTEDL. ZTITRERNILTEHED 1 DWCHBIH T
EDH 5. AR TRIEAEE R TS 2 RE(LDOFIET,
HEOMAZRELT 2%E 2 b o TWV5. REMMDE
Bi% TAUX T BIEEFREINE LR D, FRIDIERKICKRS.
3.2.2 FTYHrIILEE

7B INVER I, BEORWEEEEERHAS
HET, BEELZELSTIFERTHS. 7Py IVERD
TR, SEXERTEDLD 2D, TOHTH GBDT I
FIHEN TV S DD Boosting TH 5. Boosting 1%, 9%
BIREGRELTENETNADN T — Ry ¥R T 2%Y
ME T 5. £/, EEHFATIGER > TWT, #iD
59 R BRORESFAN IR BRI L, 3R RO
2 DR RO EERE RO R EE I 5
BIERATS.
3.2.3 REK

AREEZ - W THBER R 21T 5 B8 O Fiko—o
TH3. RERIZ, WEEDLDIHEETFT—ZHRETL— b
J—REDLNE. ZIT, ZO7F— XD OREOH
THEDOLNLT— 22 —F L 2EIT 278 MEOM
ZER. ZOFHEBETHEIR, Theho/ —FTh
HEEDELIToTWL . ZOFIETHRERIHEINT
Wwe,

3.3 BFEFINL

#8493 % NIDS Tff 5 GBDT =714 %2K 11177, X1
X, FFEBRERIZEROED N ROGED GBDT %
KT, FREIZEIBEBWYE A4 75V TH 5 scikit-learn &,
GBDT %#%%3 % 72912 XGBoost [16] Z#H L1z, &<
I X —=2&1%, XGBoost DT 7 4L MEY LT, §59% &R
T AREARDENZ 400, HEXIX6 & L.
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Kyoto 2016
Dataset

&b
?C%g

FHEEBE (NEOREK)

1 GBDT €7V

4. FH
4.1 EERBRE

ZMH 5 [2] ¥ HEEkIZ, Kyoto 2016 Dataset @ 2006 4F 11
A28 2008 4E 12 A% 2 A Z 2 2XYIh, 2006 4F 11-12
AZHAM A, 2007 F 12 AZHBE B w5 k51 LT
MM ETERLE. 2LT, ZHS [2] & FAMKICHEAR 14
FED S5, 73V ERETDH S “Service” & “Flag”
RO 12 FifE R, S S 3 4 N—BIE L IEH 8
BT AT OmERE L. i L2 A o
7—X% GBDT KA LT 8%, BT —
RESE LT Rk, HE B 07— & 258 X2 CHAR
CxNEL, FkOBRELZM L c#8 LT M 259
FIT2FTHRIELE. 2o O E-ER» S,
IEfER (FRIDIEMEX, Accuracy), HER B FHIL
1EfE L 7=%05, Precision), MEI%E (K2 KE Y L THEI
L 7z#1#&, True Positive Rate, TPR), FRMHIE (IE#H7%X
WE 2B M L7 #E15E, False Positive Rate, FPR)
DA FEHEOIEEEEM Lz, B, EEAMEIC X 2HE
DIESDOEZ[ 72 10 FEAITROFIEEFER L LT
FHLE. #EEOERAXIUTOED TH 5.

Accuracy = TP+TN (1)
TP+ FP+TN+ FN

TP

Precision = m (2)
TP

TPR = p 7N )
FP

FPR = 5p 7N @)

Z 2T, TP (True Positive) 1358 & FHI L THEEICKE
72 o728, FP (False Positive) 13WE Yy FHIL 215
BRIZIER T o 728, TN (True Negative) ZIEH & FHl
U CTEBICIEFREZ > 72444, FN (False Negative) (X1EH
PRI DEBRERETH - - EEH® T 5.
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4.2 EEBRER

ZHAENC BT 3 GBDT O FEEDHEEE R 2 IIRT.
%7z, GBDT &7k [2] TRENT 6 FiEo MBI
LR EEEER 3ITRT. £3 &b, GBDTX6F
FICHAR T2 TOHEEIBWTIDEEOEVWETLTH
2Zehbrd. ¥z, 2HMZEL CGERAIR S FD X
BBz emnTcER HE (G-H), 0-J) Tikftolam et
NS AR E V. UL, BT — X I T — &
WIEREENRWIERY Y IANEENE D TH 5. ¥
F—RIZEENDFHE T — X DIEES > I, BRIEL
CIEEF Y TINTHZETES. LELEND, 28
T = RIZEENROEH T — X DIEF Y > TSR D
ERRFRCIERHIOTFETH D, HREIRET ZRICE R X
NV, DD, SHEBIEEE T — RICE TRV
T—ROEEFYTIVEELLAETZ IR TET, A
MEIAEEM Lz EZ 5N 5.

5. Fo

AL TIEAR Y VT =7 RBABAHIY X T 4 (Network-
based Intrusion Detection System, NIDS) D & ErE(L &
LT, Aft7—R7 4 ¥ 7 HRENR (Gradient Boosting De-
cision Tree, GBDT) %\ /= NIDS #{8£ L 7-. GBDT
BEEDHFEEDO—OTHD, mWLEENICE T, R
HoOF =2 L TbEmWEETHRITE 2. RS R T
2% XGBoost ZHWTHEEL, Kyoto 2016 Dataset % F
WTHE L iR T o 7z, EBRKRD S, GBDT & v
B R T LHHEATHR 2] D 6 FEX DERARLZ
DD, BMANEED @V L 2R L 7.

SROBEL LT, FEPHIOT —RITT 7 A4 N1
WG Ehs 2L 2BEL, DHE NIDS OREDHIT 5
N5, 1EP22HTHBRNIEBD, EWEE IR
BT —XDPRBEE L., ZOXIBRKEDT—RIIKE
ECM I FER X RO AT 2 e hZVh, 77
A N DRGSR DB 5 F O BLE A S ARIC R S 1
ZZeRErAYRY. L2L, MBET 27 —XI
HEPCRBICBOVWTRI DS D, #WEECIRL €T
NEREL THZOTULEREICRASH 5. Z0fFEDOK
F12Z, MHBHFET 27— X oM 2 DI - A3
27— XOWHANELRETH 05, 774 NMRHEPY Y —
ZADFIROBRTHETH 2. ZoFBEORZEL LT, ¥
BA[RELRIBEIC ) A XEMATT—XBEZREICT S Z
ETTIANSORELFEFRLUTRHTEFE (E T 7
ANY) BBHBD, ) AREMA 2107 —XEHEMT
%. —7, Google & Federated Learning ¥ \ 5 FERTFE
ZHREZEL T3 [17]. Federated Learning 1%, D 7N
A APTRL THEO 7T — 2 27 VOFIBICHER S 2 Fik
TH3. COFEOHNEL LT, a—INIH2T—R%
TNAZLETIRRL, 734 XRZIZFIFRL 727 24
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& 1 Kyoto 2016 Dataset 725 H\W7z 12 ORHYE

E2Ll SEA
(1) Duration tyraryoRX M)
(2) Source bytes REEANL P
(3) Duration bytes ZEANL MK

(4) Count
(5) Same_srv_rate
(6) Serror_rate

(7) Srv_serror_rate

(8) Dst_host_count

(9) Dst_host_srv_count

(10) Dst_host_same_src_port_rate

(11) Dst_host_serror_rate

(12) Dst_host_srv_serror_rate

Bt

B\E2BEOEy>arDsb, BEDLy > a Yy 25t IP 7 FLADFH UK
(4) TEELIzEy>arydd5h, BEDtEy ¥ a v ¥ — L ROEEDIFR UEE
(4) TEY LIy arddb, “SYN” =7 -2 - 7E#E
F2BEDEy Y a vy THREDEYy Y a2 Y — L ROEENFRILEYy > avD 55,
“SYN” =5 —MilEZ » 7=51&

ZEER— FPOFELBEE 100y a>Dib,
BEDEy > a Y eEEILIP 7 RLREFEEIP 7 F L AHE U
FEHEAR— AR CMEZE 100 £y a>vDH b,
BEDEy > a v 25t IP 7 FL A3 — b 2AOHEHEHF UK
(8) T#&Y LIty arddbh, BlEDty Y a vy e EETR— MR LEHE
(®) TYELELty > arm5h, “SYN' L7 Z o %HI&
(9) TEHE LIty >arddb, “SYN' =5 -0 o8&

£ 2 HBWBICBIT 5 GBDT O DR BEER
374 b INSEE 3723 Ee) 523
MW | ERREOH RN R DTS S DN LSS E 5 S SRR 5
A-B | 94.55% 98.83% 90.18%  1.07% ¥ 2V 7 4 10 K& B 2021. Available at
B-C | 96.14% 93.51%  99.17% 6.88% https://www.ipa.go.jp/security /vuln/10threats2021.html
C-D | 98.75% 98.44% 99.07%  1.57% (accessed Aug. 18, 2021). N )
D-E | 92.96% 95.05% 90.62%  4.71% 2] %Eg_ﬁzg)z ’J‘*?\‘Eilgﬁﬁ, ”lfgil(a §'J, %Ej)lf,& NIQ;&%
7T = v b I Kyoto ataset , 1A
B | 07.58%  96.26%  98.91%  3.84% AL RESCES, Vol 5%, No. 9, pp. 1450-1463 (2017).
F-G | 98.67% 98.20% 99.07% 1.72% [3]  Friedman, J. H.: Greedy Function Approximation: A
G-H | 91.81% 86.34% 99.38%  15.75% Gradient Boosting Machine, The Annals of Statistics,
H-I | 97.82% 98.67%  96.94% 1.31% Vol. 29, No. 5, pp. 1189-1232 (2001).
LJ | 89.00% 83.14% 98.92%  20.92% [4]  Ambusaidi, M. A., He, X., Nanda, P. and Tan, Z.:
JK | 98.64% 98.76%  98.53% 1.94% Building an Intrusior} Detecti(?n System Using a Filﬁer—
KL | 98.92% 98.96% 98.87% 1.04% Based Feature Selection Algorithm, IEEE Transactions
on Computers, Vol. 65, No. 10, pp. 2986-2998.
L-M | 97.69% 98.12% 97.23%

1.86% [5) Om, H. and Kundu, A.: A Hybrid System for Reduc-

& 3 GBDT t 6 FHEOPINERE

ing the False Alarm Rate of Anomaly Intrusion Detec-
tion System, Proceedings of the 1st International Con-
ference on Recent Advances in Information Technology

GBDT ¥ 96.04% 95.36% 97.24%  5.16% (RAIT 2012), pp. 131-136 (2012).

RF ¥ (2] 94.68%  94.46%  95.79%  6.43% [6] Hosseini, Z. S., Chabok, S. J. S. M. and Kamel,
DT “F4 [2] 94.33%  94.99%  94.07%  5.42% S. R.: DOS Intrusion Attack Detection by Using of
NB 4 [2] 84.02%  83.07%  86.88%  18.84% Improved SVR, Proceedings of the 2015 International

SVM ¥ [2] 91.67%  92.58%
k-NN 15 [2] 82.88%  81.48%
OCSVM 47 [2] | 81.44% 81.27%

91.13%  7.78%

85.69%  19.93% [7]  Eskin, E., Arnold, A., Prerau, M., Portnoy, L. and Stolfo,
82.81%  19.94% S.: A Geometric Framework for Unsupervised Anomaly

Congress on Technology, Communication and Knowl-
edge (ICTCK 2015), pp. 159-164 (2015).

Detection, Applications of Data Mining in Computer
Security, Vol. 6, pp. 77-101 (2002).

HTHET 2720, TIANTHRESLT — 2 IS [8] RT, K., Selvi, S. T. and Govindarajan, K.: DDoS De-
T 2 0E RN e bIToND. X5, E9 T tection and Analysis in SDN-Based Environment Us-

AN R TEREFAR CEHEE2HEHTx%. 7

ing Support Vector Machine Classifier, Proceedings of
6th International Conference on Advanced Computing

A NNEHRDF FIHAT U7 23 AT REIC 724U, (ICoAC 2014), pp. 205-210 (2014).
SHCWAKT — X HETRATF L WAT STy [ Mudamals, S. Janoski, G. and Sung, As Tntrusion
e ) T e - etection Using Neural Networks and Support Vector
HEGITD , PULHERED BV E TV Lo ThR A 7 7 87 Machines, Proceedings of the 2002 International Joint
TOHEFS LD S L HffIhTn3. %%fobiéﬂﬁ, Conference on Neural Networks (IJCNN 2002), pp.

Federated Learning % W\ T, NIDS 23212z L7

1702-1707 (2002).
[10] Masarat, S., Sharifian, S. and Taheri, H.: Modified Par-

TR efoT#EEL, NIDS OHIEICLD, 2TOT— allel Random Forest for Intrusion Detection Systems,
REEA L7228 e FRREDOWHRELZENT 5 AT LD The Journal of Supercomputing, Vol. 72, pp. 2235-2258
g ¢ 2016).
RO FETDH 3. (2016)

(© 2021 Information Processing Society of Japan
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[11] Stein, G., Chen, B., Wu, A. S. and Hua, K. A.: Decision
Tree Classifier for Network Intrusion Detection with GA-
Based Feature Selection, Proceedings of the 43rd Annual
Southeast Regional Conference (ACM-SE 43), Vol. 2,
pp. 136-141 (2005).

[12] Amor, N. B, Benferhat, S. and Elouedi, Z.: Naive Bayes
vs Decision Trees in Intrusion Detection Systems, Pro-
ceedings of the 2004 ACM symposium on Applied com-
puting (SAC 2004), pp. 420-424 (2004).

] = v v z7MNEMRREAMERY — 27 ¥ a3 v
7 (MWS) : MWS Datasets. Available at
http://www.iwsec.org/mws/datasets.html (accessed
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