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Abstract: With the spread of SDN network technology, the demand for network engineers has been increas-
ing, and many educational institutions have been conducting exercises to train engineers. In order to solve
this problem, Shinshu University has developed a hardware virtualization system. In order to solve this prob-
lem, Shinshu University is using hardware virtualization for efficient training. However, in the SDN training,
since the training environment was provided for each learner using the hardware virtualization method, the
number of training environments was limited. However, in SDN training, the number of training environ-
ments provided to each learner is limited because of the hardware virtualization method. In this study, we
propose to build SDN training environments using container virtualization. In this study, we constructed an
SDN training environment using container virtualization to lighten the environment where learners can use
technologies such as Docker, Open vSwitch, and trema. As a result, the memory efficiency was about twice
as high as that of hardware virtualization.
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Proposal for SDN exercise system using container virtualization
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Fig. 1 State in the exercise environment.
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V)—2Z3d—FK 1 docker IZ X% namespace DEFT
1| user@host:~$ docker run -it --rm ubuntu
bash
2| root@18f60303015d:/# unshare -u sh
3| unshare: unshare failed: Operation not

permitted

4| user@host:"$ docker run --cap-add
SYS_ADMIN -it --rm ubuntu bash
5| root@7db5e8900808:/# unshare -u sh
6| #

V—2Z3d—F 2 Ixd IZ &% namespace DELT

1| user@host:~$ 1lxc launch ubuntu container

2| Creating container

3| The local image ’ubuntu’ couldn\’t be
found, trying ’ubuntu:’ instead.

4| Starting container

5| user@host:”"$ 1lxc exec container bash

6| root@container: # unshare -u sh
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Table 1 Configure the SDN exercise server.

HH S

cpu Intel(R) Xeon(R) CPU E5-2640 v4
memory 128GB

host os Ubuntu 20.04.2 LTS

host kernel | 5.4.0-72-generic

3.2.2 Docker in Docker

Docker 2> 5 FWNT Docker T—E V2B La Y75
PRS2 5ETHD, R~ Y XD ERRICEET 5.
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Fig. 2 State in the exercise environment.
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Table 2 Configuration of the SDN Training Environment De-

velopment Environment.

HHE A

cpu Intel(R) Xeon(R) CPU E3-1225 v3
memory 32GB

host os Debian GNU/Linux 10 (buster)

host kernel Debian 4.19.181-1

v 0s 20.04.2 LTS (Focal Fossa)
5.4.0-1040-kvm

20.04.2 LTS (Focal Fossa)
Debian 4.19.181-1

vm kernel

container os

container kernel

& 3 SDN EHERKO CPU KM

Table 3 CPU usage time for SDN exercise environment.

aryr s r
{21 | 0 sec 0 sec
HEERE | 11 sec 17 sec
THERE | 16 sec 23 sec

7 H#% | 999 sec 1456 sec

ZoOWE 5Nz CPU - XEV OffiHE%Z, K3 BLU
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 workspace
Dockerfile

- Sending build context to Docker daemon 14.34kB
Step 1/2 : From alpine chl
---> 6dbboccs4674
Step 2/2 : RUN apk update &R apk add tcpdump chl
---> Using cache
---> efsesf3faaac ch1
Successfully built ef5e5f3f844c
Successfully tagged vhost/alpine:latest
eS5ecd34a0708872e3al1fac706fbaga3980766913866d5490852af4
«c13bfocge2
Sending build context to Docker daemon 14.34kB
Step 1/2 : From alpine
---> 6dbboccs4674
Step 2/2 : RUN apk update && apk add tcpdump
---> Using cache
---> efse5f3faaac
Successfully built ef5e5f3f844c
Successfully tagged vhost/alpine:latest

@aaa2c9bo1

root@sJeqsee-2ew2e74a: /workspace# trema run test.rb
Hub started.

Hello ox1!

received a packet_in

switch : 1

in_port: 1

src_addr: 62:e8:6c:b1:57:ac

received a packet_in

switch : 1

in_port: 2

src_addr: 2a:db:ee:98:09:99

FIS1> =
5160:252.135.42:57474. @0 A0

cookie=6xe,
p2o, priority= 1.@ in_port="8287e69000cd4_1" actions=output:
V]

+

00t@TS184500-20w2074a: /workspace# ovs-ofctl dump-flows vsw:

00t@TS184500-20w2074a: /workspace# ovs-ofctl dump-flows vsw

2021 8
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Y—JLESE

+ 0 @

root@TS]@AR@@ 20w2074a: /workspace#t docker exec vhostl p
ng -c 2 192.168.100.20

PING 192.168.100.20 (192.168.100.20): 56 data bytes

64 bytes from 192.168.100.20: seq=0 ttl=64 time=2026.747

00t@T5104500-26w2074a: /workspace# ovs-ofctl dump-flows vsw

64 bytes from 192.168.100.20: seq=1 ttl-64 time-1026.684

duration=2.810s, table=e, n_packets=4, n_bytes:

duration=1.807s, table-8, n packets=3, n_bytes.

JO0—F—JILER
‘:>hm—5—ﬁ@

p3s, prlorlty 100, in_port= bssdbﬂdeeaqld 1" actions=output:|
p287e69000cda 1"
00t@T5184500-20W2074a: /workspaces |

round-trip min/avg/max = 1026.684/1526.715/2026.747 ms
Iroot@TS184500- 20w2074a: /workspace# [|

PINGZEAT

® 3 S F-BREIHIE

Fig. 3 Screenshot of the implemented SDN training environment.
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Table 4 Memory usage of SDN exercise environment.

avy i~ >
TR | 0MB O0MB
EEIEE | 395.51MB  670.83MB
THERE | 471.77TMB  809.96MB
7 H#% | 257.59MB  959.06MB
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Fig. 4 Example of a complex network.
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