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Abstract: Personal location histories are collected by cell phone companies and location-based service
providers, and these information is effectively used in industry and the public sector. On the other hand,
since location histories contain private information, it is common to use them after anonymized processing
to protect. However, a number of attacks have been proposed to break the anonymity by referring to other
data that is different from the anonymized location histories and mapping them to the anonymized location
histories. One of these attacks is based on transition information, but the existing methods do not make
use of anything other than anonymous location histories and data for mapping to them. In recent years,
with the spread of smartphones and other devices, a large amount of location history can be obtained, so by
using this information as background knowledge, attacks that exceed the accuracy of conventional attacks
may become possible. In this paper, we mathematically derive an attack model that can use a large amount
of location information as background knowledge. We also implement the proposed method, and conducted
evaluation experiments using two different datasets and compared the results with existing methods. Then,
we found that the success rate of the proposed method increases as the amount of background knowledge
data increases, and when the amount of data reaches a sufficient level, the success rate of the proposed
method exceeds that of the existing methods.
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Fig. 1 Example of learning from location history that has miss-

ing location.
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Fig. 2 Attack flow of Shokri et al.’s method.
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Fig. 3 Example of mesh division.
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Fig. 5 How to create a transition probability matrix 6.
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Table 4 Observation range of location history.
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Fig. 6 Relationship between the number of users of location
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