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Abstract   It is necessary for a secure system development that requirements definition including security 
consideration should be performed. Besides, in a series of processes advancing from requirements definition to 
the design, the implementation, and the tests, it is essential that matters defined in the previous process should 
reflect the next process. We have developed a prototype of a secure system development support tool that helps 
activities from the security requirements definition process to the design process. The proposed tool provides us 
with the environment in which we extract and customize security requirements, transform the generated instance 
of the security requirements metamodel into the instance of the security design metamodel, and acquire the 
design diagram reflected by the requirements automatically. In this paper, we evaluate and consider the tool. 
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OS Microsoft®, Windows® XP 

Microsoft®, Visual C# .NET 2003 
MOF IKV++, Medini MM 2.0.4

Borland®, Janeva® 6.5 
UML Sparx Systems, Enterprise Architect

5.00.768

DB
 7

XML

DB

 3

1
2

島貫
テキストボックス
－171－



- 6 - 

XML

 7 DB

 3
ID SFR_PW_AVS 

 _1:[ _{ }:{}]
[ _{ }:{}]

[
_{ }:{}]

[ _{
}:{" "," ,"

",$others}]

 8

 9

 8

 9

 3
SFR_PW_AVS

MOF

UML
 10

島貫
テキストボックス
－172－



- 7 - 

 10: 

 4
SFR_PW_DEF

2
1 SFR_PW_QLP

1
SFR_PW_RCP

SFR_PW_DEF

 4
ID SFR_PW_DEF 

 _1: [ _{ }:{}]
[ _{

}:{"
",$others}]

[ _{ }:{"
"," ",$others}]

 SFR_PW_QLP 
SFR_PW_RCP 

 11: 

 12: 

 11
SFR_PW_QLP

SFR_PW_RCP

 12
SFR_PW_QLP

SFR_PW_RCP

2006
PC CPU: Intel®

Pentium® 4 3.0GHz : 2GB
MOF

1
UML

1

島貫
テキストボックス
－173－



- 8 - 

1

GUI

DB

1 1 4

UML

CC

 1

[1][8]

[1]
‘‘

’’
KBSE2005-20, Vol.105, No.270, 

pp.25-30 (2005). 
[2] Common Criteria for Information Technology 

Security Evaluation - Part 1: Introduction and 
general model, Part 2: Security Functional 
Requirements, Part 3: Security Assurance 
Requirements, Version 2.3, Common Criteria 
Sponsoring Organizations, (2005). 
http://www.commoncriteriaportal.org/

[3] IKV++ Technologies AG. 
http://www.ikv.de/

[4] International Standard ISO/IEC 15408:2005 
Information technology - Security techniques - 
Evaluation criteria for IT security - Part 1: 
Introduction and general model - Part 2: 
Security Functional Requirements, Part 3: 
Security Assurance Requirements, International 
Organization for Standardization, (2005). 

[5] Object Management Group, ‘‘Meta Object 
Facility (MOF) Specification, Version 1.4’’ 
(2002).
http://www.omg.org/docs/formal/02-04-03.pdf

[6] Object Management Group, ‘‘Meta Object 
Facility (MOF) 2.0 Core Specification,’’ (2003). 
http://www.omg.org/docs/ptc/04-10-15.pdf

[7] Object Management Group, ‘‘Unified Modeling 
Language: Superstructure, version 2.0’’ (2005). 
http://www.omg.org/docs/formal/05-07-04.pdf

[8]
‘‘Struts

”
2005-SIGSE-150, Vol.2005, No.119, pp.33-40 
(2005).

           E

島貫
テキストボックス
－174－




