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A Development of a Secure System Development Support Tool
using Metamodel

Hiroaki Oguro Naohisa Ichihara Toshiya Yoshimura Emi Meiseki

Research and Development Headquarters, NTT DATA Corporation

Abstract— It is necessary for a secure system development that requirements definition including security
consideration should be performed. Besides, in a series of processes advancing from requirements definition to
the design, the implementation, and the tests, it is essential that matters defined in the previous process should
reflect the next process. We have developed a prototype of a secure system development support tool that helps
activities from the security requirements definition process to the design process. The proposed tool provides us
with the environment in which we extract and customize security requirements, transform the generated instance
of the security requirements metamodel into the instance of the security design metamodel, and acquire the
design diagram reflected by the requirements automatically. In this paper, we evaluate and consider the tool.
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