gooooooood
IPSJ SIG Technical Report

Vol.2021-CSEC-94 No.29
Vol.2021-SPT-43 No.29
2021/7/20

Jdoodboodboodootdoodoodoodoodn

Juootgbotdbotdd

oooo! ooooot

oooooocovib-19000000000000000000000000000000000000
gooooocooooooboooooooobooOoooOoOboOoO0OoOoooOoboOoOoooOOoOoOooOoooOoboo
0000000000 000000000000 DevOpsO0OO0O0O0O0OCOOOOOOOOODODOODOO
00000D00O000000000DevOpsO0O0O00O0O0DOO0OOODOOOOOOODODOOOOOOOOO
00oooooooooopooooboo GhbPROUODUOOOOOOOOOOOOOOOOOOOOOOO
gooooooooooboooooooobooboooobOobo0oOooobOoboooooDboObOooooDbooO
goooooooooooooooooOoooOooooboOoo0ooooOooooooDoOoooooooobooO
ooooooooooooboooboooooooooooooboboo0ooooooooooooooooo
gooooocooooooboooooooboboOoooOoOOoOoO0OoOoooOoboO0O0ooOOobOOoOoOoooObooo
gooooooooooooooboobooooooooooooooooOOOOObbOOOOOooooooo
ooooooooooooooboooooooobooboooo

data for serverless application

YU TAMURA! YOSHIAKI ISOBE!

Abstract: Nowadays, demand of migrating business applications to cloud is increasing due to the increase
in telework because of COVID-19. Especially in analytical work, migrate using serverless method is being to
spread because the analysis program can be continuously updated like DevOps. However, this solution has
problems in continuous security design and operation. Especially in data security, GDPR requires proper
management according to the data property. However, it is difficult to decide appropriate storage for data
using input data’s properties because data and data properties change due to operation in serverless ap-
plication. These services cannot store data to appropriate storage. We proposed the method that tracks
how input data is modified by each process in a server-less application and recalculates its confidentiality
accordingly, making it possible to select an appropriate storage. We confirmed in the experiment all data is
stored in appropriate storage using this method.

Proposal of method to recalculation confidentiality cause to change
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Fig. 3 Abstruction of Confidentiality based Data Control.
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Fig. 5 Example of Confidentiality Recalculation.
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Fig. 6 Abstruction of Experimental System.
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Fig. 7 Imprementation.
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