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Abstract. Moving Target Defense (MTD), a technology to obfuscate system configuration information, can deter cyber attacks.
However, one of the side effects of MTD is that it makes it difficult for operators to understand the configuration information of
the system and the damage caused by cyber attacks.

We assume that the MTD is applied to a system that changes the software that processes external communication at any given time.
Operators can detect cyber-attacks from the logs, but if the software is switched in the middle of processing a session, it will be
difficult to track the session from the access log. In this paper, we describe the operation of MTD.

In this paper, we simulate the behavior of MTDs and verify the behavior required to track sessions from access logs on a single
host. Based on the verification results, we examined the functions required when multiple servers are linked.

As a result of the study, it was found that in order to run MTD in cooperation with multiple servers, it is necessary to maintain
performance and a mechanism to share sessions among multiple servers.
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root@omizweb102 shelll# nmap -sV -p80 $server_address

Starting Nmap 6.40 ( http://nmap.org ) at 2021-06-03 15:57 JST
Nmap scan report for $server_address

Host is up (0.00030s latency).

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.6 ((CentOS) PHP/5.4.16)

Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.57 seconds

[root@omizweb102 shelll# nmap -sV -p80 $server_address

Starting Nmap 6.40 ( http://nmap.org ) at 2021-06-03 15:57 JST
Nmap scan report for $server_address

Host is up (0.00030s latency).

PORT STATE SERVICE VERSION

80/tcp open http nginx 1.20.1

Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.54 seconds
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