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Abstract: 1t has been shown that deep learning can achieve very good performance various kinds of tasks
including image classification, object recognition, machine translation etc. Recently, deep learning based
malware detectors was proposed and showed promising performance. For applications of deep learning in
security-related field, robustness against adversarial perturbation is required. To make a robust malware
detector, analysis on existence and properties of adversarial examples is very important. In this article we in-
vestigate a method to make universal adversarial perturbations (UAP) for CNN-based malware detector. We
show the UAP generated by our method could cause misclassification of the CNN-based malware detector.
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Fig. 1 Structure of MalConv.
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2.3 Universal Adversarial Perturbation
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Algorithm 1 Universal Adversarial Perturbation against

Malware Detector

Input: MalwareDataPoint D, Regressor Pr,
Embending Em, thres §, ControlPerts c,
ObjectiveErrorRate 6

Output: Universal Perturbation Vector V

Init v < 0
while ErrorRate < 6 do
D’ — Shuffle(Em(D))
for each datapoint z; € D’ do
if Pr(z; +v) < 8 then
Av; — v+Iterative-FGSM(Pr,z; 4+ v)Xc
v — v+ Av;
end if
end for
ErrorRate = Err(D,v)
end while
V =re-Em(v)
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Table 1 Results table of error rates and confidence reduce rate for the proposed method

and random noise.

REFTE FUFNIAR
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Table 2 Error rate and confidence reduce rate for V' calcu-

lated for each standard deviation.

o= 0.01 0.05 0.1 0.5 1.0
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