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Synchronized Noise Signal Transmission for Secure Wireless Multihop

Networks by Intentional Collisions with Data Messages

Abstract: In wireless multihop communication, each intermediate wireless node forwards a data message
by broadcasting wireless signal carrying the data message to its wireless signal transmission range. Hence,
it is possible for a malicious wireless node in the range to overhear the wireless signal and get the data
message illegally. In order to make it difficult or impossible, part of 1hop- or 2hop-neighbor wireless nodes of
each intermediate wireless node transmit noise wireless signal synchronously and induce intentional collision
with the data message at the malicious wireless node. Here, protocols determining the neighbor wireless
nodes transmitting the noise wireless signal for each intermediate wireless node of the wireless multihop
transmission route and notifying the beginning and the duration of the noise signal transmission for each
data message are mandatory to be introduced. This paper proposes a protocol determining the noise sig-
nal transmitting neighbor nodes during route determination by an ad-hoc routing protocol and a protocol
notifying the time of noise signal transmission for each data message combined with the RT'S/CTS collision
avoidance protocol. The timing information notification for synchronized noise signal transmission does not
require additional time-overhead and no additional transmission delay of data messages is required though
no additional collisions among control signals are induced.

Keywords: Wireless multihop communiation, overhearing avoidance, jamming wireless signals, collisions,
synchronization method.
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