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A Cooperative Load Balancing Method for Edge Computing Resources
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Using Kubernetes and Service Mesh

Abstract: Edge Computing is attracting attention as a new paradigm that enables low latency response
and reduction of relay traffic by performing processing at the edge, which is located between the device
and the cloud. In the cloud, microservice architecture (MSA) using container virtualization, Kubernetes,
and service mesh is becoming popular. MSA is expected to enable efficient management and auto-scale of
edge infrastructure and edge application lifecycle. However, since the edge has limited computing resources
available, there is a limit to the processing capacity even if auto-scale is executed within an individual edge.
When a heavy load that exceeds the processing limit occurs at a particular edge, the processing capacity of
the edge is degraded, which can cause large-scale delays and service outages. In this article, we propose an
implementation method of cooperative load balancing on edge infrastructure using container virtualization,
Kubernetes, and service mesh. Specifically, we implement a controller that monitors the number of requests
per unit time to applications at the edge, and dynamically changes the service mesh configuration to forward
requests that exceed the processing limit of the edge to the neighboring edge or the cloud, which has more
resources. Through the experiments, we show that the average processing time of the application is improved
during heavy load occurrence.
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Fig. 1 Overview of Service Mesh Architecture
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Table 1 Representative Service Mesh Solutions

Name Data Plane Open Source

Istio Envoy Yes (Apache 2.0)
Linkerd2 linkerd-proxy  Yes (Apache 2.0)
Consul Connect Envoy Yes (MPL 2.0)
AWS App Mesh Envoy No

Traefik Mesh Traefik Proxy  Yes (Apache 2.0)
Kuma Envoy Yes (Apache 2.0)
Open Service Mesh | Envoy Yes (MIT License)
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1 apiVersion: networking.istio.io/vlalpha3
2 kind: VirtualService

3 metadata:

4 name: svcl

5 spec:

6 hosts:

7 - svcl.prod.svc.cluster.local

8  http:

9 - route:
10 - destination:
11 host: svcl.prod.svc.cluster.local
12 subset: v2
13 weight: 25
14 - destination:
15 host: svcl.prod.svc.cluster.local
16 subset: vl
17 weight: 75

(a) VirtualService DFZEHI

1 apiVersion: networking.istio.io/vialpha3
2 kind: DestinationRule

3 metadata:

4  name: svcl

5 spec:

6 host: svcl

7  trafficPolicy:

8 loadBalancer:

9 simple: ROUND_ROBIN

(b) DestinationRule OFE B

B 2 Istio 2B 3 ARSI D REH
Fig. 2 Example of Load Balancing Configuration in Istio
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Fig. 3 Overview of Cooperative Load Balancing among Neigh-
boring Edge Servers
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Table 2 K8s Cluster Environment for the Experiment

Cluster Name  Running Applications

Edgel EdgeApp, Istio
Edge2 EdgeApp, Istio
Cloud CloudApp, Istio,
Traffic Distribution Controller
Client ClientApp

£3 FRCAVIYZF Y27 N—Yay

Table 3 Software and Version for the Experiment

FEAE N=Tav
Kubernetes 1.18

Istio 1.9.0
Dynatrace SaaS 1.211.90
Dynatrace OneAgent 1.209.154
Dynatrace ActiveGate  1.205.144

— (RPM < RPMy,,, DH5E)
Win = 100, wous = 0
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