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The building and operation of SSH server for collecting password
authentication information and the attack detection method
using the system
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Abstract: SSH protocol is widely applied to UNIX-like operating systems because of the remote access
method’s capability with authentication and encryption technology. However, its purpose is to operate the
shell of the server directly, so the servers tend to become the target for the attackers who the company’s
confidential information. To observe the SSH accesses with password authentication, we build the recording
system for the authentication user name, password, RTT, authentication time, IP addresses and operate it
in our laboratory. In this paper, we describe the system structure and operational thing. We also propose
the attack detection method with this system under clearing the attacks’ characteristics for the SSH servers.
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