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Identification of toolchains used to build IoT malware with statically
linked libraries
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Abstract: With the increase in IoT devices, there is an increase in malware infecting IoT devices. Much of IoT malware are built
with static linking of library functions and all symbols such as function names and addresses are stripped, hindering function-level
analysis. Our previous study showed that pattern matching can identify all library functions statically linked to Intel 80386 IoT
malware and all toolchains used to build them, but it was not clear whether our method is effectively applied to IoT malware other
than Intel 80386. Therefore, we propose a method to apply our previous method to IoT malware other than Intel 80386. In addition,
we evaluated the effectiveness of our proposed method for identifying the toolchains used to build IoT malware other than Intel
80386. Our proposed method identified all toolchains used to build the 3,991 samples we collected. Only 14 toolchains had been
used to build the samples, and the all toolchains are available on the Web sites. We found that 91.4% of the samples other than Intel
80386 were built with the toolchain described in the installation guide of Mirai, and this result was similar to that of Intel 80386.
In order to share the results of this study with the anti-malware community, we published a list of the toolchain names of each
sample and the names and addresses of the library functions linked to each sample on GitHub.
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K1 PELEIAVT=TRIEOT —%7 7 F ¥ Z L D5
T4 77 VEROEEITE UL Ry Jp— )
T—%T I Fx G
i) B el = UPX UPX L4t
ARC 2 3 3 2 0 0 5
ARM 87 13 43 57 27 2 100
Intel 80386 3,082 17 937 2,162 1,141 193 3,099
MIPS 601 4 78 527 33 1 605
MIPS64 1 0 1 0 0 0 1
Motorola m68k 0 2 5 0 0 7
PowerPC 9 0 2 7 4 0
Renesas sh4 17 0 8 9 0 0 17
SPARC 4 0 3 1 0 0 4
x86-64 227 30 64 193 29 3 257
2 T ROBIEDT —XT 7 F v T L OHH £33 w777V 0HE
T—%T 7 Fx TRARE HE N =T 77 V4 AU HE
Intel 80386 3,040 76.17% Mirai 3,516 88.10%
MIPS 32-bit 601 15.06% Gafgyt 454 11.38%
x86-64 225 5.64% Tsunami 12 0.30%
ARM 32-bit 85 2.13% Silex 1 0.03%
Renesas sh4 17 0.43% S FEANRE 8 0.20%
Power PC 32-bit 9 0.23%
Motorola m6?k 7 0.18% 3. 54 j5 1y E&o)ﬁﬁ
SPARC 32-bit 4 0.10%
ARC 32-bit 2 0.05% FAT T IO~ a—RE, YA TF oA it
MIPS 64-bit 1 0.03% BT 57477 )avwr K (a4 73907877,
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Intel 80386 DFFELIE ¥ A 7 & % R_386_TLS_GOTIE <2,
SPARC D FLE % A4 7T 5H R SPARC _WDISP30 1%,
BliE SNHANT 2 RET TR, ANa—Ry U o h—
Lo TEXH2 NS, #il 21X, R_386_TLS_GOTIE |%V
VI — DAL [16] Xk TEXHRIOND. ZOM%
B 1ICRT. FTREROMSIIHEEOME TH LD, #
AR EFEAHTANT V FOLLAMERTE DM, 22T
AN a— R LTS,

32 475 BREDEE

T4 7T ) B DORETIE, RIKICEENDTRTO
BEo7 RLAZRELTNDL, ¥ —rvovF L7tk
DG LIZT FURADBEBOT NLATHD Z L2 MEEL,
[FIREIZ B34 2 R ET 5.

321 BE¥O7 FLROWE
B o7 FLAZRET 27200 TF1ELE LT, Nucleus
[17] < ByteWeight [18] 72 & Offx 7o FIESRE ST
5. LML, %< OTFEIT Intel 80386 <X° x86-64 72 K DY E
DT —=%T 7 F v IB L LEEFETH Y, BT ER
HENTWDS LY =7 ERBEEDOT NV ADFREN HP
Thd. TDD, 7477 VEKTRNT N AZEE
ST D2 R, MNATS N, NATO/NERTA4T T
YR E AT Z B H B, Fox BREE LI OBEIT T A
TIZVEETHY, BxOFEMOMETIEIT A 7T VK
DEEFTL SN TWD Z Lo, Lo FiEE M
DPICHMARFETCHEOT NLAZEBBET 52 L1127 5.
FOFEIT—FT7F¥ITLoTRRY, KO3 HDF
EOWTNNTHD.
*  CALL @07 FBMA O TMEOF T R
HRAKDT RV RAEBET
. Ja—n"t 7%y hF—7 (GOT) Ok v a v
DHBEEOT FLAERST S
o B¥o o — FEBOEBERICER T Dok S Bk
DT RLAZBET 5
T—F%77Fx T LICHEBOT FLAZRET L Hik
EELOELDOEE4ITRT.
BEEZIEOCETMEOANT > ROLEEOT FLX&
PESTAHFETIE, U727V T L= U= ThHD
Capstone[19] *°, W7 & 7 /La~< > K objdump % AT
W7 TNETY, &7 —%7 7 F ¥ OBEEBOFERH L
AT 562 ERL, TOMGOANT v FeEED
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5 800004b | 8d 04 1d 00 00 00 00 lea eax, [ebx]
6 | 8000052 | e8 fc ff ff ff call 0x8000053
U [
5 | 80529bf | 65 al 00 00 00 @0 mov eax, dword gs:[@]
6 | 80529c5 | 81 e8 94 00 00 00 sub eax, 4

X1 Yy h—okEbic X aEE O

# 4 BEHEOT FLAORGER

T—%77Fx | 7 KL AORISEFT
ARC bld DA ~LT R
ARM 32-bit blESDA~T R
MIPS GOT &2 v ay
MIPS64 GOT &7 vayv
Motorola m68k bstl i DA LT N
PowerPC bl DA ~RT R
Renesas sh4 KBE D = — NI O B O ik
SPARC call B DA ~RF v K
Intel 80386 call iy DA~ v R
x86-64 call B DA ~R5 v K

7 RLAE LTEETS. X2 IC Intel 80386 (233 1) 5 B4k
BEOVH Lol & 73, [ 2 @ 347 H T call frf THI% & I
CHLTWAHDT, call mBOANT Ly RIZEELTEN
727 RLAZBEBOT FLA L LTRETS.

Ja—)LF 7ty hF—70 (GOT) &%, Bk s
DT FLAKET L2, EOTRLRARZI VY7 &
NTHELIIMOHESL L 57 FLADELEGERT 5
7varyThh, NMFTIDY v ITRERFEITRIZT KL
NEEk & 5. MIPS ORIKTIE, 74 77 U B & §IC
EETHLAETho THMAEINZEEOT KL AR
GOT &7 va VikEnNdi-wd, 7 va viElEd &
WZGOT D7 RLVARAEH A XEFHEL, GOT &7 va v
RSN TWAT RLAZIAFICEIY B LEKOT R L
AL LTCHEETA. 12720, GOT DML WL D0
BOT RUATIERWT RLABREENDZ LB H DN,
ORI IET 5 OB TS, X312 MIPS @ GOT
v varoflErRd. GOT B2 v a VOEENS 4 34
NP OT RL2E LTRET .

shd 7—x7 7 F v TiE, &0 =— FMEKOBERZIC
BRI DI SEBIC O FBI O 7 L ARFEEE I T
%. BABEMOHTERL, BEEOT FLARTEREATH
LHEBESRLUL A ICEBOT NvxEdr—FNL, L
VAZEREL THEELFOH Y. X412 shd 1285
BIFOH LoflZ2Rd. M40 14TETrl LY RAZITHRE
L7727 RLURARICEEEN TVEEKOT L 2Za—
LThb, 6fTED jmp B DOART Y RiZrl LY RAZ %
BEL, BMEAEPOHLTWS. 9 {THIIFMORH LET
» 5 random BAELDT FLAREEKINTWD., 2D 91T
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cmp eax, Oxfffffooeo

jbe ©x804a7c2

call 0x8048452

neg ebx

mov DWORD PTR [eax], ebx

804a7af 3d o0 fo ff ff
804a7b4 76 @Oc
804a7b6 e8 97 dc ff ff
804a7bb 7 db
804a7bd 89 18

uuh wnNnE

%] 2 Intel 80386 FR{IKDF]  (kill %k D =2 — FKFH)

GOT &2/ a3 BEo7 FLx
00 40 d5 20 0x40d520
00 40 d2 20 0x40d220
00 40 cc do 0x40ccdo
00 46 40 60 0x464060
00 40 d3 fo 0x40d3f0

X 3 MIPS #{ED GOT &7 3 > Dl D

1 40cb74 03 di1 mov.l @x40cb84, ri
2 | 40cb76 e6 2f mov.l ri4, @-ri5

3 | 40cb78 3 6e mov  ri15, ri4

4 | 40cb7a e3 6f mov  ril4, ri5

5 | 40cb7c f6 6e mov.l @ril5+, ri4

6 | 40cb7e 2b 41 jmp @rl

7 40cb80 09 00 nop

8 40cb82 09 00 nop

9 40cb84 88 cb 40 00

4 shd BAKDOH] (rand B D = — F)

HOT7 RLAZBEEKO7 RL2E LTRET 5.

322 BHEDRE

R LT ARE = EHNT, R"E—re TS
LA DOBEERITY. 1220, NSRBI/ F—
I, B IRV a— FEi R LR T—&T 52 L RZWN
72, BHIONRE—r~ o F o 7 TINS R Z B
5. 22T, NESHREEEIIX AN, FUTOMEE LTE
B"TD. ZORETRE— E—H LT FLRAE XA
NEBZOBEEOT FLALT L. &b, —HLET K
VAFRECHRE LT RUAENLBAT S, KICT R
U ARRITIR S To RFERE O 7 N L ATkt L T/h S 72 B3%k
DOINE— BARENIZIZ X S FULTF O — 2 Zffio T
B AERET .

FROXANS FPORSEFETED &S 2%k E RS
Y, —HTETEDS NI 2 — Rk e
LT TRHETDZ LD, REREIZRDD
VENRH L., o, XXM MOESE, 7—F%7 27T %D
ety MURGET L2720, 7T—X77F v Z LTk
E&RRETDIZLICRD. 22T, W O1OBEICS
WT XA MOESEANL MDD 1234 FETEFTL
THREARRE SR, ZTORE, KRR E ST Intel
80386 Tl 7 /34 I, PowerPC TiL 5 /31 b, m68k <> sh4,
SPARC TlX 4 Ak, ZNUSNOT —F7 7 F ¥ TiL 6N
A RNTHBEIERbyrolz. 7B, XA FOEXIZUA
LRI —ROEIIIEENR. ¥ —r<vF 7k
BB ORE T, —HMOBKIITA T VK THD
TEERFEE LD, BBAIEBOERM? S FETRW
BABHDH. IO a— RRFE—TH 5 MBBEL B
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BnhZ ERFEATHERET D, YARA —/LIC B W CHEAD
BEDOIZDODTANRRI— FBRKFRTRETDHZELHS.
TOEICTAT T IVEBAERETE RN ERH DM,
FATZVEETH D Z LICHEEWVITRLS, WL OOk
WERELTWAOT, KT 1207477 U EKIC
R LT 1O LB 28 E LI-EaE, Bks 25T
L7z L+ 2% R TIEY — L F oA v 2BETDHI &
MWHITH D720, BEROBBOFEM» S 1 >OBEIIK
HIEEZITDRV). I, BRKICHEESINTTA T T Y
BEOATIZT N THELZEE, V—AF oA U EHE
L7zl 5. ZudYy —nF oA URnENETA T
T UBEENEL Y, BTRETERNTA T 7Y B3 E
ET272DThHD.

33 Y—ILFIAUDEE

YV F = A VORFETE, T_TOTAT7 7Y BEEE
BrECERLE, X —r~oF oL —
DERTDY —NVTF = A L ERIEOEL RIZEHR SN
—NF A ETH. 2B, VAT oA DOERERN
oY —LF A ERUETHDZ EBNFERTHEEDY —
NF 2 NZBWT, $_TOITA 7T VKA ETE
LH|EVRDD. O LI RGE, ARTCIIEEOY —LTF
A VOFNSREEHWY — L F oA VA DHETHTD.

4. Y—ILFzAVDREL DM

41 Y—LFIA 2 DRE

N2 THRBEEDOELITY VT oA v RE LR
WT, K<HBNEBEGFEOY =V F oA U EFBHL TV
JxTHEENLRLTNDEZEX LS. RIFRETHE, £<
MONTBEAFD Y — VT = A L OREEY — L OGN
D3 ODOY—=)LF = A HEFY —/b (Buildroot, Yocto,
Crosstool-NG) &, Mirai ®A A h—/L A K [20] 27
#HINTWD Firmware Linux U —RXEZFDO®%MTH D
Aboriginal Linux, & 512, Y —/LF = A VHEEY — LD
Buildroot TE/L RENTZY — AT = v EABRLTWE T
nY= FOHING, 2507 1Y =7 bk (Synopsys, Bootlin)
DR T Y — N F = A 2B LIEEF TEEOY — v
FoA UEEELT.

VNV TF A VEBETLZY—LEY— DY Y — R
HEzRSITT. RS5OMBEY -V THEEINTZY — LT
A VIZEEND CTAT TV ECTUEALLDBTA
77 VD NRE = ThD YARA V— VB AR LTz,
—NTF oA T EITER LT YARA L— VT 7 A LT
GitHub | CABI LTV 5 [13].
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#5 VI F oA LDOEREY—L £ 6 WMEY— N =2T 77 I OBK

RSy — L yY—=2H Ry —L (BB LY —nF=Aqr (TE) R E

Firmware Linux 0.9.6 ~ 0.9.11 [21] 2009/04/02 ~ 2010/03/29 Firmware Linux 0.9.6 3,830

Aboriginal Linux 1.0.0 ~ 1.4.5 [22] 2010/09/04 ~2016/01/11 GCC 4.1.2, binutils 2.17, uClibe 0.9.30.1

Buildroot 2018.02 ~ 2019.05 [23] 2018/04/10 ~ 2019/06/02 Aboriginal Linux 1.1.0 8

Yocto BitBake 1.40 [24] 2018/11/15 GCC 4.2.1, binutils 2.17, uClibc 0.9.32

Crosstool-NG 1.23.0 ~ 1.24.0 [25] 2017/04/19 ~2019/04/13 Aboriginal Linux 1.1.1 6

Buildroot 2017/10/31 GCC 4.2.1, binutils 2.17, uClibc 0.9.32.1

(Synopsys prebuilt toolchain [26] ) Aboriginal Linux 1.2.0 17

Buildroot 2018/11 GCC 4.2.1, binutils 2.17, uClibc 0.9.33.2

(Bootlin prebuilt toolchain [27] ) Aboriginal Linux 1.2.1 11

GCC 4.2.1, binutils 397a64b3, uClibc 0.9.33.2

42 Y—ILF A VDEERR

Aboriginal Linux 1.2.4 27
ST = A DOREERAT S TAER, TS TORKOY GCC 4.2.1, binutils 397a64b3, uClibe 0.9.33.2
—NF =2 CERFELL. TOMEER6ITTT. $T R
N e Aboriginal Linux 1.2.6 22
; T B L RS o
POREE, 14 WRONT N OMEY — L TREE LY GCC 4.2.1, binutils 2.17, uClibc 0.9.33.2
NF A TELFENTW., £, V=L F A % o :
) 1A & 2 Aboriginal Linux 1.4.3 6
FETETMN, N X W7o T -
WRTIRE, AT T RAMSTEDR >R Crosstool GCC 4.2.1, binutils 397a64b3, uClibc 0.9.33.2
NG &< 13 DY — L F = A 5 Web A b B - -
45 TABENTNED Enb, BETRTOVAY Aboriginal Linux 1.4.4 %
) N enb, ~ ~J
R : - GCC 4.2.1, binutils 2.17, musl 1.1.12
TS Web BIZABENTZAALFT VDY —NF = A %Al - : ; X
- . . Buildroot 2018.08 1686 (Bootlin toolchain) 15
AL TWEZ EMFEH S/, Firmware Linux 0.9.6 @7 — o ]
o v GCC 7.3.0, binutils 2.29.1, uClibc-ng 1.0.30
NF =AU TEN RESNIREDRIEF LT, ZOK
o . e . Buildroot 2018.08 core2 (Bootlin toolchain) 7
RlI%, Mirai DA A h—/L 74 K7 Firmware Linux 0.9.6 GCC 73.0. binutils 2.29.1. uClib 10,30
.3.0, binutils 2.29.1, uClibe-ng 1.0.
DY —NF A VEMALTOEEDEEZLNS. :
Buildroot 2018.08 core-i7 (Bootlin toolchain) 2
e — — GCC 7.3.0, binutils 2.29.1, musl 1.1.19
43 BREEESATSY : -
BIKOBZEL 5475 ) =L OEAEE 7 15T Buildroot 2(1)18.081 arc700 (Si/nopsys toolchain) 2
- - . . GCC 7.1.1, binutils2.29 , uClibc-ng 1.0.26
LA SN TS T4 77 Ui uClibe T -7, uClibe ST IR
Crosstool-NG 1.24.0-rc1 1686 2

X Linux O IGALEZRBIT O T A 77V THY, glibe &
RTRET, BRSBTS T 7 V0oFTHL <5
N4 771)Thsb. iz, musl OBRER 1.0%E £
oo musliZ 7 A 77 VSR T BT ) LV TER SR * 1 BEOERSEL A7 7 ) oG

GCC 8.2.0, binutils 2.30, musl 1.1.19

TEY, BEEESNT v s 7 AckEbE TS = FA4 77 LN~ EE
Aboriginal Linux TIZ/N— 3 14400 musl 374 7 5 C uClibe 3,951 99.00%
UDEREL LTHREINTND I 0D IO L) RiERIC C musl 40 1.00%
ot
x 8 WEY—LEXLT =TT 7 I ORRK
44 Y—LFIAEILIITIFTRY “NT=T 773
SREOREY —L (Y= F = A ) ORFERRE b ey —n Mirai  Gafeyt  Tsunami
Lis, 3 2O T =T 77 3 OMEY — VOB E S Firmware Intel 80386 2,902 53 0
Brite. #Ha2R 81”7 . Intel 80386 LISADT —F T 7 Linux  Intel 80386 LI4k 489 366 12
F ¥ @D 867 fR{A AN Firmware Linux 0.9.6 i L TE/L K & Aboriginal  Intel 80386 53 1 0
NTEY, Intel 80386 & [AAKIZ Firmware Linux 0.9.6 DA Linux Intel 80386 LAk 45 13 0
BREbEholz, e, ~Avv=2T7 7730 2L ORI Ttel 80386 3 ) 0
b Intel 80386 & [FI£RIC Firmware Linux 0.9.6 TE/L R & Buildroot Intel 80386 LLAk 4 0 0

NI-BEER Kb Eno7=. & 512, Intel 80386 LIAAD T
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—X7 7 F v Tb Intel 80386 & [FIERIZ Mirai DAL\
MREIpoTe, BT —FT7 7 F X OBIEICONTHIT S
L, ARM 32-bit @ #{& Tix, Firmware Linux £ Y %
Aboriginal Linux % FI|H] 92 MK 234 7> > 7. Aboriginal
Linux T 120026 A Ly FZ A7 7 JIZ NPTL Z 3R L
TWDZENRHEENST U 2SN TnSED, Z0D
BEEZZ =\~ /L T = 7 BA% 4 S Firmware Linux O
\Z& 72 7% Aboriginal Linux O lEHIHT LWWN—Ta VB R
BIFIEIR L TV DD TE RV N EZEZBILD.

5. E®

MIPS @ ELF 7 7 A /L CIiEE#DOT R LA GOT &7
va IR EINTWDHZD, GOT &7 ¥ a Y OEEHND
WIETOT FLAZBEHEO7 LA LTI L. L
L, MIPS @ GOT &7 > a v d%iHIcIE, WNEEEK
_dl_runtime_resolve ®7 KL AR, ELF ~v X D7 KL A,
BEDET TV 27 h~DT RLAREREMENTERY,
T_TOH GOT ¥ 73 a VOENEEOT FLALITRS
RO, EBIFEDF TV 27 h~DT RLADT Y R
FIIMRER T IR 23 H 5. AR TIL GOT &7 v
DT RTOTY MY BEKEOT FLRAERELT, 7
AT T VBEBERSECTE R holn &, FHTHT LT
NLTTATTIVBEETRN & 2R LT\, A3
mrgﬁyb X TFH) COMRNLBERBEN D 72D o T

FHCTHRT HLER S DMENLVHEITIL T DL
ﬁ%%@k?é%%#%é

SPARC OFRTIE, memepy BE% o> NETEI% I M4, B %L
DIFET D 2 & 2R L TWD, AT RV
b, B4 OREEITDRP TN, BABKLREET D
VENDH BHEEIEL, YARA V— v EART B L&
__leaf noname memcpy D X 5 72 B4 &2 BRI AT
X, BHERETES.

6. WBRESERDERE

ARFIETIE, Frex DN TEE L7 TIE[12]2° Intel 80386 LA
ST —X%T 7 F ¥ ORIRIZH L CTHETH 2 0274
5728, Intel 80386 & LSO EEFH 10D T —F 7 7 F
¥ OBRIZHONWTY =V TF = A VOB ELRRTZ. N=—
Ry P TUIEELT 3,991 O~ = 7Kz LTy —
NF = A VEFFE LICHER, T XTOMRED BV RIZEA
INTEY—NF oA VERBELE. TTORKIL, 145
HOY—NF =2 L OVTANTEL FENTEY, BIK
E7—XT 7 F v TEITERT D EMMRIT L EENS T
HOY—=LF 2 ONTANTENLRER TV
96.0%D AN Mirai DA > A b= A RTRMENT
7~ Firmware Linux 0.9.6 ®Y — /L F =14 ' TEJNL K&
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THEY, Intel 80386 LIAADIEIAD 91.4%D K7D Firmware
Linux0.9.6 ZfEH L TEL REN TV, 2o ofRIE
Intel 80386 DK L [AERDFERTHS. C 7477 Vit
1K 99.0%7%% uClibe, 1.0%7%% musl % L TV /=,
SHOFEE LT, BEHOBEHORKRVIAZNETONS.
INEWT AT T VBEKIFtO T 4 7T U S E R U YARA
N—NVEFESZENHY, ZOX 7 YARAL—L L~
FLESS, 1| DO LT, B0 %4 M e &
B, ZRLOEMSIE LWERERTT A LEN
b5, EEOEEFEBREFERANVICTDZ LT, BEERK
NiabbEZEZ LS. BEROKEEIRITRE S0 2 BE
T OEGFEMBRICE SO TIRESND 20, FFTA4 7T
WO DIRTFRREfRITT 5 2 L T, BBROBE#HERKY
AT ENFREICARD. S 65 E LT, Go X Rust
REDH LWSETE L RENTZHRESL LLVM R—2 0D
Clang TEN RENTZHRIKDOT A4 77 VKLY —LF =
A DRFENRZRET bD.
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