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Experimental Feature Extraction for Detecting Mining Malware
in the Botnet Detecting Infrastructure

Junya Murakami®'  Takashi Yamanoue'!

Abstract: We discuss the possibility of detecting the mining malware communications using our botnet detecting infrastructure
using beneficial botnet. We have used the features of mining malware communications for this detection. The features are collected
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by using Wireshark, by assuming that mining-ware communications are similar to the mining-malware communications.
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Bhorat-1  IPW-3 PG TCP-26  UDP

EMdlessA Port A Address 8 Port 8 Packets Bytes Packets A—B BytesA — B PacketsB — A BytesB — A Rel Stant Dum';on

|192.168.116 55665 136.243.102.154 443 22 8574 1
|192.168.116 SS670 136243102154 443 20 8575 9
1192168116 55666 136.243.102.154 443 15 2219 8
1192.168.11.6 55169 83.99,142.163 443 10 674 s
[192.168,11.6 55669 136243.102.154 443 43 14k 2
|192.168.116 55171 136243.102.154 443 9 624 6
192168.116 54982 136243102154 443 9 624 6
192168116 55168 136243.102154 443 8 570 s
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192.168.11.6 55504 136.243,102.154 443 62 13k %
192168116 55160 8899.142163 443 &2 13k 2%
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Standard deviation

PCl PC2 PC3
1.197 1.0340 0.7050

Proportion of variance 0.478 0.3564 0.1656

cumulative Proportion
B 12 BEHERE, w5,

Fx OFEIIBNTUL, v~/ =7 02T Tl
L C\W5i#{§ % Wireshark TH¥ 7T ¥ L, 7 v hDE
BOBEERENORMAHL, TOREEHLMNCL
koLl T3,

5.2 Fine-Grain Feature Extraction from Malware from
Malware’s Scan Behavior Based on Spectrum Analysis
LS IE ANy bOside IP 7 FLADRE D
SPectrum Analysis for Distinction and Extraction of malware
features (SPADE) (2 & » CTHEZ —V =L, ~ LU=
T ORI T D AT 8T AT FEERE LIZ[4].
ST =T ORI 28 THEHUL TS, Fix D
FJETIL, 5855 IP 7 RL A D@ OBEREE 77 7k L
fEREEZHRY, BEOMEEZRZ TS, FHx OBFFET
b =27 U7 BREMEL TV DEfEEZ Ty 7 F v L
TNEOGES 1P T RV AOEBOEERE S T 7L
TR ABER Y — U 8 U R 2377203, B
PEDHHFEER ST D5 ENTE R T.
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0.478 0.8344 1.0000

BHEBERPREINTFE

5.3 Using R for Anomaly Detection in Network Traffic

Denis Hock & (37— ORILEE, SHTHAE, FH OEE
DR L, Ry bU =7 REORHIZHEIL TN TOH
fE%Z R THEITTE 2 REHA S AT Ol 21T > 72 [5].
SEIFERNT 74 v VRN GEHAEINTZA N v 7 D
HRHREICEESWT b T 7 4 v 7 B 2 LT %78,
TxOWZETIE, ~A =0 7=V =T ICAEZKY, <
A =270 =7 OBEEOREE L LITRMERAZTND.

6. BhYIC

AT~ A = 7 O@IE» B F#AH A LT, BiE
BRI 1 O A Botnet WHHHE T~ A = 7 Oi@fs & T Listh
DIBFEZE DRI TE D A[REM: 2 7R L7=. MinerGate 23E{E L
TWLEEDBEL~YA= TNV T 2T IIREYA =
T LTWD L ZxOlfFE I 72 8E OBLRIFE R 5 EIRE
LTWBN, w0 =T BMALDIFIETY A NVAKE Y
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7 MRS SOOI RE L TODEAITHRMMAEL <
RAHAREMENRH D, LirL, ERO~A =0T 02T %%
vra— REETCUANVARRY 7 MRS L5 e~
NI 2T PITI~A =0 7 OBFIIRATE DEENH
5. AR THRATZFIEOATHEDO VA = I~V x
TERMTDHZ ST LW, ETOHFEO~ /LY =TI
OWTCIHkk A 7 7 u—F HIECTHRITHZ L REETH
2720, ZRMICHRNEZRADVLERS D, ZEHICEX
2T RBRABE LI LT, FEOXMKREABE SN
Bh, WEEPOLOBBEEPISZENEHLL D,

HEME Botnet @D Agent Bot (2D CIEEEE 9 2 HH

Wz nE"ry bR T 5L 5. AEIZRICES
THRBREDO Ty FOWMBEZITH Z EIZHOWTIEBE L
TWRWA, RRED N » b D HA T OERI R
NEND AN HD. IPT RL AT LD v FEIEIC
EBR™H D Z L I2OW T Sub-LAN DR A kDA
25 E—JEIC Wiki R—VICEETE AL TLED
e, SHBRFTLILERD .

~A =V T REEL TV A & X OBIEOREOMHES R
THEEEZINT I, T4 —FT7—= T &5 L ERM
PMEL 2 D[26]1Z E MO FENTITo2. 7T v IRy 7 R
WZR> TN & ZAZHAICT 272, R TAHkR &%
ATz, LAL, FFEOMECRHEOER, ~Av v =T 0
BRERICEHLTIE, 40L2AT 41— TF7—=2 7 TfTo
TZIZODIEMRETHD.

AR TH - To~A = INEEL TS & & OWE
EZDMOBIE D/ Y NEH, FOMOBFIZIE T DR
ROMEOINOHIIT — X245 HB b L TV LERH
5.

BB A0 —#IT
ZI LD TT.
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