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Development of a method to identify malware threats to control
systems using attack technique information
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Abstract: As more control systems are connected with IT systems, the number of cyber attacks on control systems has been
increasing. Especially, a growing number of control systems are damaged by the spread of malware in recent years. In order to
prevent damage by malware, it is necessary to evaluate possible impacts of malware taking system configurations into account and
take appropriate countermeasures. However, it is often difficult to obtain detailed configuration data including OS and software
names due to difficulty in introducing asset management systems. In this case, evaluation of malware impacts requires manual
analysis by experts and becomes a time-consuming process. In order to solve this problem, we devised a set of rules which derives
threats to control systems from a list of attack techniques and developed a method to identify possible threats caused by specific
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malware using the rules.
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