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Abstract RBAC (Role Based Access Control) is an approach to protecting the
confidential information from the illegal accesses in a variety of information sys-
tems. The RBAC description, once designed, is sometimes modified due to a cer-
tain change in the organization. Unexpected defects might sneak in the RBAC
description if it is modified in a careless manner. In this paper, we propose a
formal definition of the RBAC description checking in terms of three viewpoinis;
the well-formedness, the consistency, and the validity. The proposed method
We further

propose a heuristic approach to finding feasible solutions to remedy the defects.

is implemented in a Prolog-based tool for the automatic checking.
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