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Federated Learning-Based Network Intrusion Detection with a
Feature Selection Approach

Yang Qin! Masaaki Kondo!

Abstract: In the past few years, with the increase and diversity of network attacks, machine learning has shown its efficiency in
realizing intrusion detection. Federated Learning (FL) has been proposed as a distributed machine learning approach, which
collaboratively trains a prediction model by aggregating local models of users without sharing their privacy-sensitive data.
However, since the attacks are becoming more sophisticated and targeted, there is a growing need to enhance detectin models
according to the characteristics of attack type. Moreover, choosing effective feature sets from the network traffic characteristics is
considered one of the most important tasks of data preprocessing. To tackle the problems above, we first suggest a greedy algorithm
to help select features that achieve better intrusion detection accuracy regarding different attack categories. Afterward, multiple
global models are generated by the server in federated learning, according to the decided features of edge devices. For evaluating
the effectiveness of the proposed approach, simulation experiments based on the latest on-device neural network for anomaly
detection are conducted over the NSL-KDD dataset. Experimental results demonstrate greatly improved accuracy of our method.
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i R D4 B Dos | Probe | R2L | U2R | &A
No. Yo | M| W | W | K
1 duration 0 0 0 0 0
2 protocol type 1 0 0 0 0
3 service 0 0 1 0 0
4 flag 1 0 0 0 1
5 src_bytes 0 0 0 0 0
6 dst_bytes 0 0 0 0 0
7 land 0 0 0 0 1
8 wrong fragment 8 0 0 0 0
9 urgent 0 0 1 0 0
10 hot 0 0 0 0 1
11 num_failed logins 0 0 0 0 1
12 logged in 0 1 0 0 1
13 num_compromised 1 0 0 1 1
14 root_shell 1 0 0 1 0
15 su_attempted 0 0 0 0 1
16 num_root 0 1 1 0 1
17 num_file creations 0 0 0 1 1
18 num_shells 1 1 1 0 0
19 num_access_files 0 0 1 0 0
20 num_outbound cmds 0 0 0 1 1
21 is_host login 0 1 0 0 0
22 is_guest login 0 0 1 0 1
23 count 0 0 0 0 0
24 srv_count 0 0 0 0 0
25 serror_rate 0 0 0 0 0
26 SIV_serror_rate 0 1 1 0 0
27 rerror_rate 0 0 0 0 0
28 SIV_Terror rate 0 1 0 0 0
29 same_srv_rate 1 0 0 0 1
30 diff srv_rate 0 0 0 0 0
31 srv_diff host rate 0 1 0 0 0
32 dst_host_count 0 0 0 0 0
33 dst_host_srv_count 0 0 0 1 1
34 dst_host_same_srv_rate 0 0 0 0 0
35 dst_host diff srv_rate 0 0 0 0 1
36 dst_host_same src_port_rate 0 0 1 0 0
37 dst_host _srv_diff host rate 0 0 0 1 0
38 dst_host_serror_rate 1 0 0 0 1
39 dst_host_srv_serror_rate 0 0 0 0 0
40 dst_host_rerror_rate 0 0 1 0 0
41 dst_host_srv_rerror_rate 0 0 0 0 0
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