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Abstract: Some of the threats of computers and networks cause unusual traffic unlike your own. We believe
that a discrimination method to determine whether a certain series of traffic is similar to your own traffic or
not is useful. In this paper, we propose such discrimination method by learning one’s behavior of the traffic
based on the log of the firewall with application identification function. For the learning phase of the pro-
posed method, we create a classifier that receives a communication application sequence generated from the
firewall log and outputs a numerical value that represents how much the sequence is like target user’s. In the
recognition phase, we discriminate the communication application sequence generated by applying the same
method as in the learning phase to the firewall log using the classifier. In the experiments of the proposed
method, the average value of AUC was 0.76037, which means that the proposed method is considered to
achieve an acceptable discrimination ability. Moreover, it took about one hour to generate the classifier by
using firewall logs for one month for each individual who is targeted. These results show that the proposed
method is effective.
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Fig. 1 Overview of the proposed method.
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Fig. 2 Assumed network environment.
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Fig. 3 Overview of the classifier.
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Table 2 Number of firewall log used in the experiment.
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Table 3 The devices (OS) used by the experimenters.
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Fig. 6 An example of ROC curve.
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Fig. 7 Flow of calculating false positive rate and true positive

rate.
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F4 BETTVIr—Ta oY

Table 4 Number of communication application sequence.

EFETLIP T8 EETIP
D5rHED 1) DIrHEL L

B g ) 41,207 1 40,367 1
AR GRiH) 16,093 15,919 1+
- A 19,014 14 18,432 1
1—%B 56,602 14 55,843
I—HC 9,344 1F 9,054 1
-4 D 19,587 1 19,123 1

i, MAOBEOT ) r—rarviiloarsi,rs, Zo
il N\ D18 DIRFE 2 228 L CTHER L 723028 2 Vv C,
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PR TLFERIREL TS, FEESOMBEY, @A
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6.2 fER

AR L7z 4 ORI 2O ROC HifEZ2E 8 725X 11 12
R, INHDOMIZBWT, KEOHIEIFNEINE 572
W AEOHBEEL TS, TER L2230 L
T, WA EHEOFMAOBEET 7)) r—a yHlE 2 —
PFADBET TV r—a vl eillatbel-7—5 %
ANELTHZL ZOMPFEREGRELT, 52 HT
R L7207 E TR L 72 ROC BIEAS & B o) 2 — 4
ADMBETHE., ANWELLTHERIZT—FD)b1—HA

844



BERAIEF=EmEE Vol.62 No.3 838-847 (Mar. 2021)

1
0.8 -
0.6 -
o
o
-
0.4 -
F5 AUC:0.76037
I-YA ——
0.2 1-Y¥B ——
1—4C ——
1—-%D ——
0 '
0 0.2 0.4 0.6 0.8 1
FPR

8 WEBAAIEZINE - IP S8k ) @ ROC i
Fig. 8 ROC Curve using data sorted by communication start

time and separated by IP address.
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Fig. 9 ROC Curve using data sorted by communication start

time and not separated by IP address.
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Fig. 10 ROC Curve using data sorted by communication end
time and separated by IP address.
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Fig. 11 ROC Curve using data sorted by communication end
time and not separated by IP address.

® 5 AUC OFHfHE
Table 5 The average of AUC.

PAZTCIP HETT IP

GEER L oD
A TRZE | 0.66817 0.72424
SRS BAGEREZIE | 0.72832 0.76037

R 6 WIS OARICE L 2R [#]

Table 6 The generated time of a classifier [sec].

PAETCIP EETT IP

GEER L SEEH D
JAEHET R 1,179 1,513
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