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method by Auto-Encoder

Abstract: As a method of achieving both effective utilization of big data including secret data and privacy
protection, there is an increasing demand for secret calculation that performs calculations while keeping data
confidential. Recently, much research has been done using secret calculations for data analysis, including
machine learning. In this paper, we will work on the realization of highly accurate secret computation aiming
at the detection rate equivalent to plaintext, with the aim of utilizing it for anomaly detection by the auto-
encoder. Using concealed data by secret sharing, secret computation including real numbers is performed in
learning and inference, and in evaluation using NSL-KDD data set, about 77% detection equivalent to plain
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Secret computation method using real numbers for anomaly detection

text in small-scale node configuration The rate was obtained.
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Fig. 1 Anomaly detection procedure in this paper
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Table 1 Number of data in NSL-KDD dataset.
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Table 2 Features selected by preliminary classification of NSL-
KDD dataset.
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service

coun
serror-rate
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rerror-rate
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TP+FP+FN+TN

(11)
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TP
Precision = ————— 12
recision = m e (12)
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L7248k, FN(False Negative) \3E2H 7 — X %o TIEH L
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ST 5. F/. X200 9FEORHE LML, WD
B L MES DU Z1TH T, Auto-Encoder 12 & 2%EB
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Table 3 Comparison of anomaly detection with and without

secret sharing.

Accuracy Precision Recall F-measure
MWETERL | 73.2% 94.2% 56.4%  70.6%
MWEIHDD | 76.9% 92.3% 64.8%  76.1%

4.2.3 ARRICE|TIWESHET oI ETOWEDH
i E MHROKFMY

3%, %1% (Accuracy, Precision, Recall, F-measure)

OMENBICBT BZIHR M(z) = X5 e’ + a OFH

r; BEUZHEADIE k-1 DIRIFHEICOWTRT. 22T

R Q =219 —1, WESEGEn=8 5. X 3Tl M
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Fig. 2 Effect on detection rate of secret sharing method and

decryption method of this paper
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Fig. 3 Polynomial coefficient dependence of detection rate
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