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Abstract: According to the IPA’ s ”10 Major Security Threats”, the threat of targeted attacks on orga-
nizations is Targeted attacks have been recognized as a major threat to Japanese organizations, as it was
ranked first in the last year. With this background, machine learning NIDS has been studied in recent years,
and we have also proposed a NIDS system that acquires communication data of installed organizations and
uses them for machine learning. In this system, the conditions for generating the discriminator (features,
algorithm and training data) are it is predetermined for a particular pair. However, the discriminator gener-
ation conditions required to achieve higher accuracy and shorter learning time change day by day within the
installation organization. Therefore, in this study, we prepared several discriminator generation conditions,
selected one of them dynamically appropriate, and we study and preliminary evaluation of a method to
generate a discriminator dynamically.
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Machine Learning-based NIDS That Collects Learning Data Within an
Organization and Updates Discriminators on a Regular Basis
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{ODFERTE 7.

6. FFHELRXTLDER

£2, £3, FA4DOVWTHIZBVWTHEFBEEOKRER
EEND 572 1/13 DIEFBEOHE T — X IIEEH K Z
T2 ZeHAL. bbb, EH IR 2E(E
DZEFINCHE LG EMIETERVW I b oTz. L
ML, £2, RIXBOLTUI /13 2BEREIRELTH
WHEETERBEOHENTETCWE LD, TOXSRE
BrEAL LTH¥ET XX a2l 50, 561 CHH
BLETOEEOTFT -2ty VEART 22 TEOEE
WKHMETEZ e EZONS. T/, SEOFMBERRETIX
BHRCEENARZA T LEoEORE CHERBENT
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& 2 HI7l# (One Day)
Table 2 Classifier(One Dataset)

Vol.2021-DPS-186 No.58
Vol.2021-CSEC-92 No.58

HE 7 — 2 HUGH FPR TPR
2021/01/01 0.45758% 99.95712%
2021/01/02 0.37648% 99.96780%
2021/01/03 0.48369% 99.98620%
2021/01/04 0.38068% 99.96489%
2021/01/05 0.53004% 99.88964%
2021/01/06 0.48178% 99.97846%
2021/01/07 0.64667% 99.93992%
2021/01/08 0.91209% 99.95948%
2021/01/09 0.62837% 99.98634%
2021/01/10 1.16060% 99.98685%
2021/01/11 0.38143% 99.97399%
2021/01/12 0.38148% 99.95317%
2021/01/13 68.69951% 99.94491%
2021/01/14 0.47039% 99.35123%
2021/01/15 3.08815% 99.97906%
2021/01/16 0.02227% 99.37897%
2021/01/17 0.02344% 99.82614%
2021/01/18 0.02755% 99.88130%
2021/01/19 0.02594% 99.87129%
2021/01/20 0.01821% 99.76280%
2021/01/21 0.02178% 99.85297%
2021/01/22 0.02444% 99.87826%
2021/01/23 0.02731% 99.91886%
2021/01/24 XYTFYAR | A¥TFYAH
2021/01/25 AYTFFYAH | A¥FFYAH
2021/01/26 XYTFYAH | A FFYAH
2021/01/27 XYTFYAH | X¥TFYAH
2021/01/28 BIHF—&7% L | fiHF—&7%L
2021/01/29 0.04680% 99.98096%
2021/01/30 0.05176% 99.90526%
2021/01/31 0.05795% 98.37694%

FIME 3.05486% 99.82510%

MHoTLE-7D, MR ILEETH S 443 FHHR— b ZERV
7HIERERE, BTHZ DT — X TiX 99.84894%, 1;HM 2D
F— X TiE 1 EMAA 99.88528%, 2 BEMIFTA 99.87520%
Yhol-. Tibb, HLWVEEDHERHEIZ T 258
HFOBEINT 2HEBEIETLTCORL oI 2D
ol FHEiY AT ACBWTHIERERA EXE 5720
21, XD IEHBEAROEREEZED TT BDERD B
YEZL. WEREECEHLTUIVWThOEEF—&ty b
XA BWTHEWEETHRIFEETH o 72, Z4uE, »
=—Rvy b ORBEAPFE BN TIIRZ S EFH LRV
CeDFEETHhHIZEEZLNS. LL, 0.01%L FOH
MIZBVWTEBHEOEEH DK E o7, SRIOFHH S 27
LATEY Y FRy 7 ZTELNKEEED O 2 ICEHE
WS Y 7 LT ERITo 7208, N5 DREEE L LT
SARAFEITS ZENEFTI ALY = 7 OEELRE Z 5 7=
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2021/3/16
& 3 85 (Seven Day)
Table 3 Classifier(Seven Dataset)

HE 7 — 2 HUGH FPR TPR
2021/01/01 0.46952% 99.96594%
2021/01/02 0.42007% 99.98178%
2021/01/03 0.41629% 99.98423%
2021/01/04 0.41637% 99.97794%
2021/01/05 0.48258% 99.96499%
2021/01/06 0.67528% 99.96554%
2021/01/07 0.45624% 99.96060%
2021/01/08 1.01982% 99.95630%
2021/01/09 0.47576% 99.97337%
2021/01/10 0.46424% 99.98869%
2021/01/11 0.44166% 99.99212%
2021/01/12 0.42164% 99.98219%
2021/01/13 73.07012% 99.95278%
2021/01/14 0.46516% 99.96363%
2021/01/15 0.05198% 99.98342%
2021/01/16 0.03951% 99.95927%
2021/01/17 0.03359% 99.91157%
2021/01/18 0.03179% 99.89929%
2021/01/19 0.03075% 99.90007%
2021/01/20 0.02743% 99.83710%
2021/01/21 0.02417% 99.87032%
2021/01/22 0.02249% 99.87058%
2021/01/23 0.02316% 99.90314%
2021/01/24 XyTFYAA | X¥TFYRH
2021/01/25 AYTFYRAH | AV TFYRH
2021/01/26 AYTFYAH | XY TFYAH
2021/01/27 XYTFYAH | X7+ Y RH
2021/01/28 0.02835% 99.84684%
2021/01/29 0.03675% 99.91887%
2021/01/30 0.05834% 99.92506%
2021/01/31 0.05862% 99.97825%

FEfE 2.96895% 99.94125%

RFDIIFES ATREL 72 5.
7. FH

AT, BEWFE— 2 NIDS Q¥ ICBEWTARH
ENTWET7T =&ty PRERALRE, 7—&XEUSHik Y
AR EALR D E W HIEHEE BMSEE O HERDE T IO
RMZEERE T — XLy FTRY 7LE A LR,
H & ZA(L s 2@ ENEICHIET E RV WS S ICOW
THRM L. 22 THA1Z, NIDS OFEMHBTY 714
A LCIERE(E L BIEEE RIS L, H & #bic Bz
1O MMEEERI NIDS 3 27 LA DIRBEZRTo 72, 1REF v
N — 2B LRI Y b — 2 BREERL, ERICH 4
DEEDHIEERIT o 1AER, EBEFOYET—2E v b
KBV TIEHBEICBVLWTILBENED AMLZIC
WHETERVWHDD¥YE T -2y PNRFDLREET
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& 4 HjI# (Fourteen Day)
Table 4 Classifier(Fourteen Dataset)

HE 7 — 2 HUFH FPR TPR
2021/01/01 0.45360% 99.97595%
2021/01/02 0.43196% 99.97945%
2021/01/03 0.43215% 99.98564%
2021/01/04 0.41637% 99.98020%
2021/01/05 0.46675% 99.97222%
2021/01/06 0.74241% 99.97282%
2021/01/07 0.43244% 99.97702%
2021/01/08 1.11319% 99.95253%
2021/01/09 1.53501% 99.97092%
2021/01/10 0.43222% 99.98054%
2021/01/11 0.38545% 99.98082%
2021/01/12 0.40557% 99.97041%
2021/01/13 77.00958% 99.94353%
2021/01/14 1.69864% 99.96852%
2021/01/15 88.80062% 99.98167%
2021/01/16 93.81644% 99.98007%
2021/01/17 93.50900% 99.98081%
2021/01/18 96.51315% 99.97751%
2021/01/19 71.82603% 99.98351%
2021/01/20 95.52928% 99.97020%
2021/01/21 0.04166% 99.97538%
2021/01/22 0.04107% 99.97279%
2021/01/23 0.03889% 99.96536%
2021/01/24 XYTFYAR | A¥TFYAH
2021/01/25 XYTFYAH | AYTFUYARH
2021/01/26 AYTFFYRAH | AVTFURH
2021/01/27 AVTFFYRH | AVTFURH
2021/01/28 0.02233% 99.83696%
2021/01/29 0.02324% 99.79653%
2021/01/30 0.03268% 99.78904%
2021/01/31 0.03356% 99.89165%

FIME 23.19197% 99.95229%

WIEHARETH B v EZ N 5. EHEERETIRVWIThICE
WTH 9% EX WS @WIEECRAIDAIRETH o 2. F
72, "= Ry bADRR L= a YT AVHY LR
R KB VI LB Y — VEO BRI ORHEE
5Z5ZETHRARDA EIZORNE DT RVWLEE X
bhb.

FERRIREBEA DI R D 7= DI FHN DY 2 N ZEEDDH
%7 7 A MTBINT % Z 2T, MAZERET 3 [14] £ O
HbHb. INHEOFE T - XIERLHREEET NG
R OB NS AT LD F 2V 7 1 N72[HE
R LRETIMETH S, AMERI AT AICBVWTEZ
SNZERNBHEFEE LT FA=F I TIAT Ry T
(Adversarial Attack) EMHIN 2 D DHH 2. THUIFEE
T—RIZ)ARXRT=RERED Z 2k O ARRDHFIE N
ZTHAIHFRFEINTO T PR BR3ERe LT
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HHXNTLES ZTH 5. BRI AT L TEZRINE
COBETFT—REFATZ I THEETFT—&RIZ )4 X %R
EAKEHBEETH I TODDOREFBETH 2 L HF
LTLES WS 22 ThHs. HERTIEIAIHTZE
BRRNPIESTETORY. Zhz2SH%ON T L
TWEZW., /2, REEREOKFEBLEEADNIED 7=
» FPGA I X 2 BT EITOREND 5.

SE KRB O — X, JSPS Bl BT & 20K11818,
19K11968, 19H04108 DI X H1To 7.
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