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Method for collecting process behavior in the Kernel to
identify User Operations

Abstract: In order to construct an environment for continuous observation of an attacker in a targeted
attack, it is necessary to simulate the usual use of the target computer by users. In order to construct such
an observation environment efficiently, we are considering recording information about the sequence of op-
erations by actual users and reproducing them based on the recorded information. In this paper, we report
on the design, implementation, and evaluation of a software program that obtains information necessary to
reproduce the user’s application operations, specifically, the process behavior in kernel mode in Windows.
The software collects process and thread information in kernel mode, such as session information gener-
ated when a user logs on to the local system, token information, and events such as application execution
and file operations. We have confirmed that we can identify continuous user operations from the acquired
information.
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MinifilterC 3TN 5. 2D, THEDOT VF v 4
NABEDT 4 VR — K I 4 NOUBICHIEEh, 774
WS AT HARTANCIRIIEEINS., 77 ANVEEL XY
F OEFETETE, 77 A NVOEBELZERUBEIL =15
WEMNT 5729, ELEFRERFEEHIF & L T Filter,
FSFilter t v 7, FSFilter 7277 4 ¥ 7 4 E=X —1%F
bhd. DILORED,S, REFERICBIZ 774 VEHE
JBIEDFSRTIE T 7 AL AT LIKELR VT 7 4L
IJOMBEDT v 72 LTI=T 4 LR RIANEFHOFEE
5D, T, 7ANMEXII=I ¥ ICXoTEHINAM
DI 4NE—=FITANOHELZT 52t 5720,
BERAREREE O TR D LA TH % Filter A— K 71—
TR ZRET S.
4.3.2 FOLXBHROWNE
TANZRIANZESTTI7ANDEERR T v 7 Lz
BXI21T 5 T a RERIE D EEICOWTIERS. 7 1L
REIANTE, [/JOERZToRAL Y N TFrERADT
ot X ID ZHE 3 2 %L L T GetCurrentProcess 23 H
BEXNTW3. GetCurrentProcess BIEIXF 572 L D BIEK
T, Rhfr LTFat ANy FLEKRY. £/, 7rk
AN R & EPROCESS #iE R % S 3 % PsLookup-
ProcessByProcessId BAE(TId, 518ucmE A Y Rk
2T D D EPROCESS gtk zEd Z 2T, Jutx
N RVIZRES % EPRROCESS ##i& k% ESAIRET H
5. INLOMBEHAGHODETHHAT S Z2ICkoT,
ALY b7t 2D EPROCESS #EREZEG ST 5. 77
ANEBEARY PTIETRE, fFRIC7nt 2 ID/4,
fERITA L v R ID/#, fERICAL Y FO GUL 75 7%
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EPROCESS FILE OBJECT

FilePointer FileName

K 8 EPROCESS #ER» 55ET7 7 A LD T NARZADMD J5

ETHREAD KTHREAD

Teb ThreadFlags

ThreadFlags _.l Thit

GuiThread | |

K 9 ETHREAD #i&{£%» & ThreadFlags D3l b J7

EPROCESS #H& R 55T 7 7 A LD 7 AR RIS T
BHEEZR 8 ITRT.

EPROCESS #s{AD X > \2 7 7 4 AZEBEHL TV
% ImageFileName 23 %. L» L, 774 AHTTaER
DFEITT7 7 A NVDREERITD DEIAHERTH Y, Ef77 7
ANDINRAWRD NG, ZIT, ET7 741D
NRZAERRT 272D 8 TRTHIEEHWTZ » 4 LA
Tz bOBUREEITS. 77 ANET T2 NI T 74
NDIEREBEHT B I —FNVF T2 N THY, 74X
2% FileName X Y NTEM T2,

UEDHETT7 7 ANVEFARY MIBT S a2 RE
WOBISHARED REZEIT o 72, TrL R IDRETT 7 4
LD T ANRZLNDIERIE, Fat RERA R CUE
LB EEAT AL I Lo THIBAEETH 3.

4.3.3 AL v FBERONE

TANZEREIANZESTTI7ANDEFREE T v 7 Lz
BICATS ALy RIHFRINEDFZEICOWTHANS. 7 41
X REFZANTIE, 1/O BKEfToTBERADHL Y+ A
L v F® ETHREAD #i&E 4% 1R8 3 PsGetCurrentThread
BB HEXNTWS., 2T, PsGetCurrentThread B
BEHWT, ALy k7527, AL vy R ID OBYGEITS.
X 9 12 ETHREAD A2 &5 KTHREAD &Rzl D
ThreadFlags ® GuiThread 7 7 7% SR $ % HIE%ERT.

ETHREAD &A% EPROCESS #itifk & [FRETh —
ANE—FRIZBIZ2ALy FOEHABEERTH 3.
KTHREAD &K IZ ALy FIZB T 24l %2EHT 3
WG TH 5. KTHREAD #iE{ATIX, ThreadFlags &
WS long MDD 7 7 7 DEEHNDH D, ThreadFlags DA 7
v b 7bit OMETEHMINTNVWE 77 7B GUI ALy
FDT757izoTWVW5.

F7z, AL v FID X Cid » 50§ %1T75. Cid I& Win-
dows IZBI} 2 7utXID 2 AL v R ID ZAKFHICEREL
TWAAITT, ALy FOMAITIX Cid Z2fHAT 2z
MEZBWN. FD/, REETIE ETHREAD fERD X
DCdZRBFTZITALy RID DIEEDFEHR L §5.
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5. &

REFEHECIC Lo T2—Fhu sty Liztyyay
B2 T e RAOEHERERRETDH 2 0%, F—N
Ay FIZK BT OVTHHES 2. ABETIX, FHE5RET,
PRRERTAM, MEREFHEiIC OV TR S,

5.1 FHEIRIE

WREFETE, 1—FNVE—F FIANEHWTEE
BiTolz. 2D, BEDOT7 TV r—ary e i)
BT s —E X 20N H 5. £/, WIETIX
Microsoft IZ X 2 BH D WH —FILE—F KT 4 NTH)
YEMEEERAT S 72, NRD 0S 27 X bE— NTEFT 2
REDDH D, 2T, EEREE % AW REEERSE I TEIE
MEEZAT 5. BEFREOMK TR 1 1TRT.

xR 1 AR

HH WA
AA B+ OS Windows10 Version19042.746

<> =& | VMWare WorkStation

KA CPU a7# | 2

HDYTREY 2GB

72+ 0S Windows10 Version19042.631

5.2 HEREFTH

AT TIE, 3ETHRE, nrty, Fuk 24E,
7 7 A NMEEDEA XY MTBWTHR E T 3 [EHHIUE
ENTWVW BT 5.
5.2.1 FPfifER

10, 11 T, notepad.exe IZBIF BUNE L 72454 D
HHROAEY XY T BEBERICYTIIDDTHS.
10 1%, notepad.exe {285 T ut AIFGHMEINE L 7=
BERTHDZ. avrFIA4 VA R—I T 74 RIF,
% %4 PROCESS_INFO ##i&{&® CommandLine X >N ¥
ImageFileName X > XDH A4 X THEIHT KL 255 Oxle
DA 7ty FOMEICZRZIUEGASI N TV S Z & 2R
L7, [k, ®11TlE, LOGON_INFO #3kd User-
Name, AuthorityName X Y NT/REN SV A X THIHT
FLADS 0x20 DA 71 v P DOEIZZELZNMIGT 2
BRSO EINTVE e 2R L. £, 774K
B, B7F OV THREBICIEETE TV 2 & 2l
L, B VRRCIE L=ty a> 1D, v+ 1D
73 notepad.exe TR L2 EHE —, T2 Z L BHEE L /2.

AFHIICBNWT, 2—HF I ko TEREINT-a 2 F v
tyra i TEREINETe A Tldy 21D, B
IF IDREDEy Y a VIHRICK - THHECE 22
ZRLTz. £oT, BEFRICL > TIELZEFRT2—
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8: kd» dd exffffasez2e1277e08
ffffaSe2"@1277088 ©08800ac ©OO2EE08 808601co BOBAE268
ffffase2"@1277918 eoeaGedc 90020808 82460846 ffffelss
ffffaSe2" 81277628 ©043060822 085cE63a 82608857 BOH4826e
ffffaSe2" 81277838 ©077686f ©85cea73 88708873 80746273
ffffa5@2" 81277848 00606865 092208633 B826eB@5c BO74636T
fffface2 81277858 ©0780065 80648661 8865882 BB658873
ffffa5e2" @1277868 ©0280822 885cH0808 883fe83f 8943885c
ffffa5e2" @1277878 ©05ce83a 986908657 8264086e 6077086
8: kd» dt _PROCESS_INFO exffffase2el27768e
KMDFDriverli! PROCESS_INFO

+0x800 Size 1 @xac

+0xB888 Pid : 9x9800200R  BeeER1ce Void

+8x@18 PPid : Bx8P0880ee” Beasdedc Void
+0x@18 CommandLine 1 Bx46
+8x81a ImageFileName T Bx46

10 notepad.exe IZBF % 71t A HH

8: kd> dd exffffase281278808

ffffa582 01278688 0B000B4a BEEGEGESE ©8801715 80808208
ffffa582" 812780818 ©B88916=7 BBEG8E8E 88891413 8028888a
ffffase2 01278820 00650674 88748873 084480808 08538845
ffffa582" 81278838 ©B85408684b BB56884f ©6836882d 80438846
ffffase2 e1273040 00470638 98300045 00060068 00208880
ffffase2 01278856 00200668 B8000600 808808 C8L0Be80
ffffase2 @1273060 00200600 EB000E00 ©E0EDE68 08Q08880
ffffase2 @1273876 00200600 BG000E00 08060068 08208880
@: kd> dt _LOGON_INFO exffffasezel273eee

KMDFDriverl!_ LOGON_INFO

+0x@80 Size : 8xda
+0x088 LogonId : _LUID
+8x01@ BuddylLogonId : _LUID
+0x818 SessionId T ex91413
+8x81c UserName . Bxa
+8x@1le AuthorityName 1 exze

11 notepad.exe IZBF 3t v > a VI

FizkoTturstrrInztysaryNoFat XDEE
PHANT RN TES.

5.3 fERESTA

AFHECLX, REFEECRITHE D 24—~y FZit
W3 270, AFEzEA L ARG FEEIC BT 1000
\DA XY b REHEILBEOFEERFHIL 7.

5.3.1 FHfiS %

RBEFIETE, I1—2xNVA 7Pz VATEHRIND
HROWEEITS. ZD7®d, ms & —X—TOFHAITE
IEMEZREHID T ONIR WATREEDI D 5. £ 2T, h—*
AATps A —X—TOEMED XA LRAR Y T2 TG
AJHE 72 KeQueryPerformanceCounter BIE % FI\WV 5. Ke-
QueryPerformanceCounter B, 7 v v 7 BEEHS—E
BAN—=Fo 72 A<%2RAT 2720, 7y 7EAEKRT
BRES2 2T, YRA7 LBERD S ORHZEHIT S
EDTES. 22T, ZoNEEHVTREFEOBAH]
OB ZFEIL, ZPE L 52 TH=—1Ny FOEHH
z2175.

5.4 FH@EFER

1000 £ R M ZFHH L 2B F — N v R OFEMHIZ,
#7371.3us ¥R o7z, MEFETIE, 2 —FRIERDO I —
INF TV 27 FDBERE EHER R A LRARY TRBEY
T5. XA LARXRY T THAZNS Unix Time TIEBREE
W& 5T s A — X TORLBRDATREE DS, REFHEOA —
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ANy RiZa—PEEICE LS EET 24—y R TIiX
20,

6. o

KX TIE, 2 —FIC &k o THRIES =T 1t 2 DEEH)
PRERRER A — A A TP 2 7 FADIBRELHRT 2 F
BIZOWTIZDOWTHR?Z, a2l d ARV b, TatR
ERRARY b, 77 ANVEEHA XY MZOWTHRDIER
PINEL, MIEICTZ—HIZEIZARV P ERFETES Z
CEMRLE. n S ARV INTE, A 79T
IVERTERVZ—FIFRICOWT, st ryzihb
INETZZrTrZT ARy MBI 22 —FEHROIN
EEAREL L7z, TR RERARY P T, TrEZAD
FiES 2ty a VERRER L 7z 22—V OBERIERE IX
£33 TEEDEY Y a VERE OMIGIHTATEEE L
2. iz, T ANEHEARY FPTIE, Y%7 74 LVDE
HEfTolTatR ALy FOBEHREINEST S 22T
2—HFourtr L TwbtysaryNTDT 7 A LiEE
DOFREEMBT 2EREBR T EAREE Lz, Lo L,
I—=HF DT R & v FHEHZERE T 5 KEHEE [5]6] b
RBENTED, GUI 7 AV — a Y OREZITOHED
Hb. 2T, 5HRCUI 7TV —avicBir3 GUI
ayR—3 OB HAGDE S Z e THINT 5
ZeRMETT 5.
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