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Design and Implementation of Software Switch using Coq

Abstract: As more and more devices are connected to the network, the importance of Network functions,
including switches, is increasing. Switches have the function of connecting networks and users’ devices, and it
is important to design safe software switches even for software switches which are easy to manage. However,
since network disturbance often occurs in software switches due to bugs and errors, we have to verify the
operation of them. An interactive theorem prover language, called Coq, can prove some defined functions and
formulas on the program. In this paper, a software switch controlling the MAC addresses of each device is
designed and implemented using Raw Socket, which is one of the packet handling mechanisms. Especially, we
verified the operation of the MAC addresses management in Coq. As a result, formally verified fundamental
implementation of the software switch was realized.
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Y—23d—F 1 Coq TOHDEH & HIHILETE
1 Definition map (A :

Type) := string —A.
3 Definition empty {A : Type} (v : A) : map A

(fun _ => v).

6 Theorem apply_empty : forall (A : Type) (x :
string) (v : A),
7 (empty v) x = v.
8 Proof.
intros.
10 unfold empty.
11 reflexivity.
12 Qed.

1.8 for all (A : Type) (x : string), empty x = v

v

A: Type
19 X

ér_r;;)_t): X _= \
v

A Type
X : string

1.10

(__!:_>_v)x=v

v

A: Type
X : string

111

V=V

2 apply empty DFFFHDIRN

WHhRBZATNTHLTD v ERTEETHS Z e Z2RT.
6 TH» S 11 fTEIZ ETEFE L7z empty (X3 2EED
ELXZATZEMTHS. ThbbD, empty IZL->T
DK 5Tz map BHOEBUZFIEE LTwhkd{EE 5 %
IO LRINZMEIEVvTHE I EVIFT2EETHS.
81THD S 11 TTHDFERADE7IEM 2 12ih - TEtH S 5.

SITHTHHLZWRE VWO ZERPHEEINS.
RICEBOMEZEALCEEL, AT 2 e 280e 75E
T5. 10fTHT empty & WO % 317HL 41THTE
ELEOCEMT 2. 20 10 fTHOELDHFHEINZ WA
BABANIHL TS v 2 RTEKTHZ I 2RLTEH
D, Zo7aAPNEINE L 11THDO LSRRk
5. reflexivity 3EB e HHOMMEEZF =z v 7T 5a~
YRETHD, ELWI eI h s LatH»Kb 5.
D & 512 Coq TEHK T vt 2% B Z 21257 CREAD
EDHNS.

BT map ZHEHTT 2 72D DB update & Z DEHED
MEEZAT 5 B OVWTH 3 &Y —Ra—F 21TV T
AT 5.

map IZH7218 7 — X 2N T 2 BRI21E key & 72 2 EDBE
WKIFET A LRV K > TEfER R 2. BHICHEET
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update m x v1

mapl{key=x, value=v1}ZA&HH L 1=0)

map(Ckey=x(value=v0)1‘dr % map(Ckey=xM"7R0)

Y Y

key=xMvalueDiE%= EHT
{key=x, value=v0}

FRTZICLUT 2481

{key=x, value=v1}

{key=x, value=v1}

& 1

Lemma update_shadow CH&:E Lemma update_eq CHR3IE

3 map DEHOIN

V—2Zd—F 2 map OFEHEAE update ¥ Z DEIEDRGEE

1 Definition update {A : Type} (m : map A) (x
: string) (v : A) :=
2 fun x’ =if eqb_string x x’ then v
else m x’.
3
4 Theorem egb_string refl : forall s : string,
5 true = eqb_string s s.
6
7 Theorem update_eq : forall (A : Type) (m :
map A) x v,
8 (update m x v) x = v.
9 Proof.
10 intros. unfold update.
11 rewrite<-egb_string_refl. reflexivity
12 Qed.
13
14 Axiom functional_extensionality : forall {X Y
:Type} {f g : X ->Y},
15 (forall (x : X), fx=gzx) > f =
g.
16
17 Theorem update_shadow : forall (A : Type) (m
: map A) x vO vi,
18 (update (update m x v0) x v1) = (
update m x v1).
19 Proof.
20 intros. unfold update.
21 apply functional_extensionality.
22 unfold egb_string. intros xO0.
23 destruct (string_dec x x0) as [Hs_eq
| Hs_not_eq].
24 - reflexivity.
25 - reflexivity.
26 Qed.

ZHEITIE value DITED AR EHTI2HLERH D, 22
NN U CTEMEDOMELE 21T S .
REEL update 1351802 map, key, value ZEXD map %
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V—ZXd—K 3 Coq IZEF 3L OCaml NDHiH

1 Definition empty {A : Type} : map A :=

2 (fun _ => None).

3

4 Definition update {A : Type} (m : map A) (x

: string) (v : A) :=
5 fun x’° =
if eqb_string x x’ then v else m x’.

6

7 Definition get {A:Type} (m: map A) (x:string
) =

8 m X.

9
10 Extraction "mapping.ml" empty update get.

BT, 447H & 5 ITEIESCFAN R e LS L AU true &
R B eqb_string 1IXI 3 2 EEQEETH D, Z I Tk
Z DI E T 2. TTH» S 121THIIBIT 2 EHIX
map IAEMZN TV S key ERAZNE5 [ key DEHDS
FU xTH3IZ L5 eqbstring.refl ZF|H U TAEADTT
birsd. 141T7HD S 15 T7H TIEAEE L £ D map 235
TH2 I ZRT oL, BBOEMEEZRT N2 EA
3 5. EH update_shadow TIXFEAT 2 ROME A map
THsZehd, ERICIEERS x0 TARELTENRS
DBV EOHEZ T2 ICk- TitlAZED 3. REIC
x & xXODPFLWVEREEL L RWRRSEE DT L, o4t
HERAWCIEAEZE T 5.

4. EH

AR THREITEY 7+ 727 XL v FIiEk C FFBT
Ty bEy ITFrEery VU—THEEERITS. 2T, Coq
THESR UMGEE L B8 C SRBICHt 3 2 080 H 5. &
D, OCaml*' & W5 FiE% N LT C i8I BEUE
T 5. ARETIX Coq THEE L 7-B% % C FSFEOMED, S
WO EToTntR %2707 5a— e L bIZHMN
T5.

Coq TH¥UE EF& L T Extraction 35 Z £ T.ml(OCaml
DYERT) IR =2 Z e 3 TE 5. X2 OCaml D
7uro 5% CEHERPONMUHTEDDLY v 7 v TR
75, ZZTHL S ER U 2B get 151802 map & key
2P LT value ZIRTEMTH 5.

OCaml IZBF 288 CFFEOTn /7 2 h HHFG 4
7271 LTHIHTE % X 5123 57912 Callback.register
WCEoTHELADHEBE 74 75 VITERT 5.

*1 Coq i OCaml #N— R IR INFETH 5. Coq TEHR
SNFIREHE OCaml Da— RT3 2 e 3T, X5
WHFED A 77V EAVWS Z 22k C i 5 OCaml @
BEEFEOHT Z 2 D5 A[REE R 5.
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V—Xd—F 4 OCaml iZEI270rJ A

1 let empty v _ =

2 v

3

4 let update m x v x’ =

5 match eqb_string x x’ with

6 | True -> v

7 | False -> m x’

8

9 let get m =

10 m

11

12 let _ = Callback.register "empty" empty
13 let _ = Callback.register "update" update
14 let _ = Callback.register '"get" get

K 1 WIS & RSO L
VigNAT | Aragog | Afif3E
REFBIEDES & v v
FATIRFRRAL v
a 284 VIERREE v v
By 2T MK BIRE v
4.1 RERER

4.1.1 Coqh5 C =58

HIEIC D B & 512 Coq 1d OCaml &R — IR XN
SRETHY, Coq TErN=a— K% OCaml KEWT 2
CEWARETH . O, MHICHERBEBEHT %
L BICEFDOFIEE LTHWSN 282 Y b RIRHICH AA
L7z, OCaml IZDOWTORWHEEHIMES b C FiEd
5 OCaml DEBEMUHTIEATES. KIZC SHED
TaT I LIBVTIA T T VIS e LT
FRTREIC T 2 7D IR T X5 IcHEMZTE
. ZTNHDOFIEZES Z 212 & T Coq THEEX 7=
BEE, TR T v Mk R FITT 2 C o7 n s o
LIZHERT 2 e SAfREL 72 5.
4.1.2 CERBZMALENTY v TFv

WDHIZ CEFFETY v b OfFEHEIEE L Raw Socket %
AR LZFER S0, 8% Y7y MEAVWEERE
BzHHD, 4 =%y b Ay X TCP/UDP N\ v X3
WIBXN=Y Ty NBFET D7D THD. FA4A—F v
MZX LT Raw Socket Z R T2 Z & TELNTE 728
v DT =R EFHAAE, MAC 7 FL R EDEMD
AIREIC#2 5. ZF LTt AIAATR T — &% Coq 20 SN
L7-2B8ERAWTIET 2 2212k »> T, RATI 7Rtk
AuMEET 5.
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IP77 RL-X 172.16.0.10
MACT” L 08:00:27:a7:be:62 MACT” L 08:00:27:/9:97:f9

RA MM RA B2 ‘ RA B3

| |

Interface name enp0s8 enp0s8  enp0s9 enp0s8

IP77 RL-X 172.16.0.30

4 FRERE

V—ROA—F 5 KA 1IZBIFS ping A<~V F

1 $ping 172.16.0.30

2 PING 172.16.0.30 (172.16.0.30) 56(84)
bytes of data.

3 64 bytes from 172.16.0.30: icmp_seq=1 ttl
=64 time=0.946 ms

4 64 bytes from 172.16.0.30: icmp_seq=2 ttl
=64 time=1.14 ms

5 64 bytes from 172.16.0.30: icmp_seq=3 ttl
=64 time=0.905 ms

7 --- 172.16.0.30 ping statistics ---

8 3 packets transmitted, 3 received, 0% packet
loss, time 2026ms

9 rtt min/avg/max/mdev =
0.905/0.995/1.136/0.100 ms

5. ¥

5.1 EMHRFEE

toF 1o X512, EEEIIOWT VigNAT 138 — L
TAEHEITS 20K A DR T v T THRENENFKRTE 3.
Coq k7 v 27 L CEMZIAT 2 X TITW, —2F D
BIEOMGEZ HED 2 - OREIMEORRIIESTH 5. FEIT
FEMRAEIL Aragog D ADNTIG L TE D BHICHRAERTEES 23,
VI MY 27 BPAREETHIEEERIC Y Ty S a ks
FTHHREMED D 2. ZAUTH L VigNAT AW, a8
A NVRHCIREEZ AT 5 7o OEIER D 27 5 v & 2 F HRIITHRE]
TLHZEMNARETH 5. RISAKRHIETHWS Coq iZixa
YEa—27ur5 AHOBRFED—DOTH I T
LCHE DWW ERITOWEENH . UKD KRA ¥
RRXEVIZHETZERREDF = v IR ERL RS,

5.2 E{THR

AEITIEEE L LBRE AR LT 5. AL T
4DEXIWCKA MRy VU= ERELE. 2FL,
RAFLERAL3EENR->TELTRAMN2ENTSEZ
¥ CT—XBEEMAREICD. ZDRA b 2T Raw Socket
FRHALZAA7 Y ¥ v 7FF v & Coq TIEK LT FL
2 % BT 5 BB O CHLE L TS .

V—=ZAa—=FR 5T 1THTHERF3DIP 7 FL AN
ping ZEELTW5. 21THMRRE 3D 7 v +HE(E
XN, WEDPB->TERI L L ZDONEEENFREINT
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V—Rd—F 6 H®R 2B BEZE
recv from enp0s8 (98 octets)
Dst MAC addr : 08:00:27:£9:97:f9
Src MAC addr : 08:00:27:a7:be:62
send to enp0s9 (98 octets)

recv from enp0Os9 (98 octets)

Dst MAC addr : 08:00:27:a7:be:62
Src MAC addr : 08:00:27:£9:97:f9
send to enpO0s8 (98 octets)

© 00 N O Utk W N =

V—=ZO—F 7 KRAF3RBIZ Yy b OEZE
1 tcpdump -i enp0Os8

2 tcpdump: verbose output suppressed, use -V
or —vv for full protocol decode

3 listening on enp0s8, link-type EN10MB (
Ethernet), capture size 262144 bytes

4 07:57:07.5563726 IP 172.16.0.10 > h3: ICMP
echo request, id 19, seq 1, length 64

5 07:57:07.553751 IP h3 > 172.16.0.10: ICMP
echo reply, id 19, seq 1, length 64

W3, RIZKEZX b 20EfEL KRR b 31283 ping JI&&
ZELET .

YV —A3—F 6 TIEHTH 6 HD8r v M5kl host1
5 3E(E E N7z ping B3R % host3 JIANELIE LTV 2 4L
&, ZRUTNHTT % ping IGEIMTONT WS, Z D&, host3
12> & hostl ~d ARP #E3K & ARP JG%, hostl 25
host3 "D ARP B3Rk & ARP JREDMTORLTWS. T4
XD, BEBICY 7 727 AL v FITL o To%7 v F 3R
EEINZZ L BHER L.

53 ER

2y NT—2 77 ayORIFFRRIZERD (X —
V3B Y, Aragog D FATIRHRALSLAINIE & Vignat DFRHY
MRER E D5 5. RITRRGEEERIC Ry VT —2 7 7>
7y aYBELTWBIHIC, Mo B AT DO/ %
175, BONGEE Ay VY —2 7707 a Vv EBREIXE
ZHNC, BEIRNEANT—ROETIINT 28)E2 T
MEES 5. R 2D X512, FIMEEEANZORIAFRE Y
JREEERRDSAIRE T H D BRENES RAE L1 RR DB R & Z
DUREDHBNAEZTH S, LrLEBINTOVRNT —
EBANENTULE o756, ZOIMEMREES N ZE
RHDTIERV. 207D X HiEELRZENEEZ KD ZDT
L, ANEhz7F =2 LEFERD X 5 K217
DRFNIE BV, o TERDIHAICED 5 KHE
29 NT—=2T 7202 ayDEIRANNRE— VB
KRG EIEHINGEO FEZ AT 2 RETIE RV, 2
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R 2 FEITRRGLE & FHIBGEED L

NT DRIIFE R A] RE

R VS0
FATIRHRGEIE FRRD 7 — XN LT DIRGEED AT RE NTHPRE - RRER IR e F BT %
S = ' RS I | RE
ML S RT LD B FEVERR HIATRE T R PAAR — ST RIS

DRI ETIBREOFEEEHITNETH S, i, R
SNP L OMmABCER T 2mER Ay b —2 T 7 >
7Y a v EBRLEZWES IR #H T 2XRET
»H5.

6. HBHOIC

BE, BaBty v =077 aryPERINRT
WARZNHIIZASLDANTRLT —BEELTVE Z
EMZWN. ZONTOREEFOLIBELZIEa o —
XAy b7 —=212BVWT, HICEEHINIFETH 3.
F/z, PREZHBOWMARIIERT 2 KRy by —2
Ty vy a R OEESBEE ShET— &R
BRIy VU= T 77 a YENRD D RBRIZZIIC
bld. BADPHAVWLNBE TROLEL XN 5HEEIE
Zbh, ZOEEIBTAMEOTESEDS.

KFFETIE, V7 T2 T AL v FOEEIZONTS
v bOERET — TN EET 3RO BERGE T E
AR REED —DOTH % Coq ZHHL TITo72. &
A v FRBELEHIN TS Ay NV —2 7707 a
YO—OTRERLBVWTHHHZINT WS, £5W0Wo728
HICBWTEZEINZ 7 v b T —XDPER LR WK
WELNTLES ZEFSENCOHREHEOBAD S
SWENHTLEV, BFNEREEATLE BEAS
HB. THOVoLEREIINLT, 7y bORET—7
NEHOFHEICEMEZBEW-Y 7 V7 27 A4 v F E2ikih
L7z, SRRk & BRBGEEO FEZ AR THBICESWF
EEAV, ZetradtEm bz iy vV -7
YUY arvpERELHIET.

F7250NE, 7y MEXEEEET S host2 I LT
v N — IR OB ANBEEBEL:. L,
ERICHAINTVWE R v F X3 M LDy by —2
RIARICH U TEHHEST 2. Lo TARIMFZ X 512 31E
PLEosaRICH UTEES 3, Coq il X WMFEX N2y 7
P27 RA Y FOREANLFEZI B,

BE AR O —IRIESCEREE [Society5.0 120 L
7o BN B R E BT % X 2 5 HREA M D
BRMLEDIEK (enPiT) ) & &I SGRBIEE DAL 30 £
Society 5.0 ZBEULIMSMNZIEEZHE & [V 7 v VS
WAt OB EZITVET.
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