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Analysis of Cooperative Management Strategies against
Route-Hijacking

Abstract:

The Internet is a huge distributed system which consists of Autonomous Systems (ASes). This structure
is characterizd as the AS graph strucutre where ASes are connected by BGP peer relations. This structure
is important to analyze the behavior of route information distribution, especially when anomalous routing
state occur. This paper focuses the route hijacking which is still one of major routing issues, and analyse the

behavior when some cooperative strategies are applied against hijacked-route distribution.
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RERFFD AS %2, EthAHOWHS D ZDTHREL, %
DEMEZ TS 5.

2. Methodology

AS OBERAGRE R LT =& [T] 2256 AS M Ru Y2
L, 20 R ETYIal—yaryET0, B0
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H5.
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Date top ASes leaf ASes total # of ASes
2010.01 | 121 (0.4%) | 28525 (85.1%) 33508
2020.11 | 394(0.6%) | 59784(84.7%) 70579

K1 AS 777 DEARME
Table 1 Basic structure of AS graph

21 YZal—=>aviRE

[6] & Ak, CAIDA @ AS relationships data[7] 2> &
AS D M Rue VREERIER L, BGP ORERIEMRILEE >
Sa2l—Yary§iYAT L% ACL[S) EHWTIER L /2.
DT —&ty FTIX, BGP peer THZ—HHD AS, B&
OB fR (customer/provider, peer) D3RR E N TV 3.
INSDOTIEBRN S, £ YR =3y FERIKRTDT T 7%
R %. Thbb, /—FIZAS, =v i3 BGP O
MRE~T.
Ial—YaryHNETIE, ASERTA IO M
AS BEEZHD, ZNF IP-prefix 2R3 prefix HE5%—
DEIDY TS, FASIZH ASEHESE AS X2 [FHRL LT
75 L7:%%, H prefix % BGP ##iBfRICH 2 [ AS I2/A
W2, ZE L7 prefix [BH#IZ, BGP )L—ILIZHEW, [fE
AS ICHEILHRXNS. Zor %, @¥EDBGP 2HLKL,
ZAE U7z AS SRAIEHICHE D ASEE% 7 v > 2 LTAS
PNAEREFEH L, prefix L HICLHT 5. BGP ORT
HBRVY—N—T 4 ¥ T %FEBT 5 local pref BMES
community JEMEIITE LRV, o5 TRRA F X DIEIR,
T b BEEBDOBHE AS B SR —%E5CD prefix #ZE L7
BEE, @O BOP EEGEIRNL — W HO X, ASSRD
EXDOEWHZEBREL, R M RRADAERIRHT 2. IGP
DAYy 7 HERBLERWED, EEOERDE—EIIE
MNTHo2BE, FUXLIENT 2. bz, @lo
RV S —HlH D2 BGP L — X DEF %S > T NICET
MU L7228 TH 5. 72721, provider/customer, peer D
BRIEATME N T W3 729, ZELEROBELRICEL
T, FEBRDOA YR =3y PDOBIERNMES.
COREAER R CERE U, RRAERFEEIC 1AS Ky 7
DIEHREEAS TP =227 MZBALTITWY, 2TD AS I
INRDTET LT TEIL T 5. RBHFED BGP &R
AUIERHET, RERMZHAWS > I 21— a v i
JERGR T OB DFERFRENC & D 2 253, mfk
7 EHIKRBIZ AS 777 7HEIC K> TEE B 729, #iR
WEILTH D, AFEMTOENE T2 THEEZS.
7 — X2 LTAS 7’7 7O ER 112, it
SfEE LIRS, #iE O HE [6] EEBRRER O 2010.01
DF—RTHbD, ¥ ASEUZ 33,508 TH 3. H“BEXSME
DFEBTHWT 2020.11 DF — & (as-rel.20201101.txt)
THD, BASEIX 70579 TH 5. FEAWZHERIX AR
BNz 5, FHHED 10-1000 DL T, HBRE DESED
HTHEMLTV5.
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L7236, AS, & customer AS 70 515 L 7= & X
AR LGERT 5.
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3. REREROMRER

3.1 ~RXMNRILER
R 212, ik c 1cBIs 55 AS AR %ZRT. 5
AS RRAK D(c) &, UTDOXIITEHL .

2.

AS;€AS _set(c)

D(c) = average( distance(AS;, AS;+i))

where:
AS _set(c) = {ASk|number_of peers(ASy) = ¢}
distance(AS;, AS;) = AS_hops(best_path(AS;, AS}))

B 2 T, EWEFEZES ASIZY Y AS Ry 7]
MO D AS ICFETE 2R A SR B FEOMHADS,
[6] \2BF 3 2010.01 DT — X TOfEMT L FERRICH SN 5.
WU D AS 13 AS 7' 7 2RoREED» S, &b
HUMZHIE T 2 ASTH D, FEBEANA S v v Z IS 510
DT, WD IR AS OB v v 7
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3.2 NMTvyIERROIE

B 312, AS OFEHED & RIRREANAL O v v 7120 F
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BANL D v v 7 BT AS DESEE AT X - LT,
NA Dy 7R DIRH%ED BCP IREELEH/R D2 AS H
KB 2 FEFEHEERT. flZX, EFEE 051,
FDAS THNA D% v 7 SNTAREPNZA bR LT
BHINI2Z e 2RT. BEREBIAHITAS, " P v v
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ASes against route hijacking. (ST-R)
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THoleh, AERTIIERFEGL LT, ST-CP2, ST-
C2, ST2-CR2 DIEFTHRDB A SN 5. Peer H—iFRD
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