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Proposal of MAC layer loop detection method
for overlay layer 2 network

Abstract: Today Layer 2 overlay networks such as wide area ethernet services and virtual networks sited
in the TaaS of cloud services are increasing more and more. In such networks, service providers of overlay
networks do not block customer networks even when they detect layer 2 network loops and only report to
their customers the existence of loops.

However, as most of the conventional methods detect layer 2 network loop when broadcast storm is occurred,
the quality of customer network is influenced by broadcast storm in this situation. Therefore, the authors
propose layer 2 loop detection method that uses two kinds of unicast packet (probe packet and clear packet)
and consume far less bandwidth.

In this paper, the authors also evaluate and verify the efficiency of the proposed method. We found that the
necessary bandwidth of the proposed method was very small and the duration where test packets retain in
the network was also very short.
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Fig. 1 MAC layer loop between multi cloud environment.
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Fig. 2 Virtual network loop over wide area network.

_ 2EfeLt
mAEME VPN TRiEE

AHFEORE L —FTH %, WEFEE LK = LM
B2 LBEOERE X, =Y Fa—9hL—72/ERL
TLESRGATH 2 —FREIEEBFICUM T2 22 25T
ERVWIENEL, V—TIELNGEICRIICHEH L
T, —HICHE - MIEE LT 55 RN RRBZEES
ZEWEETHS.

FESIZ, 2y =2 —THRHEORE DD EK
BT TR T, L—TEKH - UINT 2 FiERR
K [4)[5] LTE=D, AHLTIE, V—F2RIHLTHY]
WiTERVERARY > — DL T AMBRTERIREL, %
DIAR 2 MERE & 5T L 7.

2. MEITZxYLT—4

AWM THETZ2—¥X, 777 F4—b 2%
THRHEEHOEHE, 1 —F OEBIMS % Virtual LAN
(VLAN) T3 2[5 LAN % — b 2 2124t 3 2 @(3%F
HEBEPRERMBOFR Y V-7 EHETH S,

HEL—VOEF LRI FA—FF, 2y U—2
DFEEIRD & LT B2 AR+ W E D H 5.
ZORD, 797 FRETE, B0 Fy—v 2k
WHER L7 AT LY EBD Sy M7 — 2% VPN T
LTV —T72REIEIEHER (K1) 2REXEZ N
EZoNhB. £, MR LAN — b 221t 5 2 H¥EH
&, N— REFEICHZ THEE D LAN #8550 5 Otk 1
BDORAL v FTEZ2EMTIHEDDH S0, =¥ FL—¥
M2 0&>SRERELTLEW, WAN EfgfTCo 7o — R
Fy A PR P—LDBRAEL, EFROWIEHERKZICHET S
HERITHAELD 5.

BRI —C AR T 2 HEH P, KRELRMMRTHEE

© 2021 Information Processing Society of Japan

Vol.2021-DPS-186 No.55
Vol.2021-CSEC-92 No.55
2021/3/16

R—IPH Ty b
|

a—+4
U =B

X 3 Lz AER L7 LAN OffiE
Fig. 3 Integrated LAN over wide area network.
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Fig. 5 Sending loop detection test packet.
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Fig. 6 Loop of test packet.
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Fig. 7 Loop detection by rounding test packet.
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Fig. 11 Architecture of loop detection sensor.
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Fig. 13 Bandwidth comsumed by rounding test packet.
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