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Scan Packet Analysis by Port-number Embedding Vector
Considering Large-scale Survey Packets in Darknet

Abstract: In this research, we propose a method for tracking the attacks by malware-infected devices ob-
served in the darknet and their changes using machine learning. First, we exclude large-scale survey packets
that are noisy in darknet observations. Then, feature extraction using FastText is executed, and the cor-
relation among targeted network services is captured from the destination port numbers of scan packets.
Finally, UMAP and DBSCAN are used to cluster hosts with the same attack pattern as host visualization,
to grasp malware trends and detect the emergence of new malware variants. In the experiment, we study
the effectiveness of the proposed method where large-scale scanners are identified and ignored their traffic.
By tracking the cluster transitions, we verify that the time transient of malware activity can be captured by
tracking the portset clusters.
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